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Note: This question paper contains two parts A and B.
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Part A is compulsory which carries 25 marks. Answer all questions in Part A. Part B
consists of 5 Units. Answer any one full question from each unit. Each question carries
10 marks and may have a, b, ¢ as sub questions.

PART - A
(25 Marks)
What are security mechanisms? Explain. [2]
What is steganography? [3]
Do you agree with the statement that an increase in key size of 1 bit doubles the
security of DES? Justify your answer. [2]
How keys are exchanged in Diffie-Hellman algorithm? [3]
Give a note on public key infrastructure. [2]
What problem was Kerberos designed to address? Explain. [3]
In SSL and TLS, why is there a separate change cipher spec protocol, rather than
including change cipher spec message in the handshake protocol? [2]
Explain the IEEE 802.11Wireless LAN. [3]
What is transport mode and tunnel mode in IP sec? [2]
Give a brief note on Virtual Elections. [3]
PART -B
(50 Marks)

List and briefly define categories of Security Services and attacks.

How would you test a piece of cipher text to determine quickly if it was likely the result

of a simple substation? Explain. [5+5]
OR

Consider a desktop publishing system used to produce documents for various

organizations.

a) Give an example of a type of publication for which confidentiality of the stored data

is the most important requirement.

b) Give an example of a type of publication in which data integrity is the most

important requirement.

¢) Give an example in which system availability is the most important requirement.[10]
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AES consists of four functions in three layers. Which of the functions are primarily for
confusion and which are primarily for diffusion? Which of the layers are for confusion

and which are for diffusion? Justify your answers. [10]
OR

Critically analyze the security of RSA.

Differentiate between RCs and blowfish. [5+5]

List the main features of SHA-512 cryptographic hash function. What kind of

compression function is used in SHA-512? [10]
OR

Explain Message Authentication Requirements and what are the attacks related to

message communication? [10]

Is it possible in SSL for the receiver to recorder SSL record blocks that arrive out of

order? If so, explain how it can be done. If not, why not? [10]
OR
Discuss the IEEE 802.11i Wireless LAN Security. [10]

Briefly explain the scenario of IP security and its Policy.
Explain IP security architecture and also explain basic combinations of security

associations with a neat diagram. [5+5]
OR
List and explain the PGP services and explain how PGP message generation is done
with a neat diagram. [10]
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Note: This question paper contains two parts A and B.
Part A is compulsory which carries 25 marks. Answer all questions in Part A. Part B
consists of 5 Units. Answer any one full question from each unit. Each question carries
10 marks and may have a, b, ¢ as sub questions.

PART - A
(25 Marks)
1l.a) Differentiate between Interruption and Interception. [2]
b)  Discuss about Masquerade in brief. [3]
c)  List out the advantages of RC4 algorithm. [2]
d)  Write about cipher block chaining mode of operation. [3]
e) What is the key size and Message Digest size in SHA1 algorithm? [2]
f)  What are the benefits of Digital Signature? [3]
g) Summarize the functions of HTTP protocol. [2]
h)  Discuss about the importance of security in mobile devices. [3]
i)  What are the applications of IPSec? [2]
J)  What are the advantages of Authentication Header Protocol? [3]
PART -B
(50 Marks)
2.a)  Describe the model for network security with neat sketch.
b)  Describe pervasive and specific security mechanisms in detail. [4+6]
OR
3.a)  Write any three transposition ciphers with examples.
b)  Discuss about Brute force attack in detail. [6+4]

4.a)  Summarize the public key cryptographic principles. Explain RSA algorithm for given
example, where p =3 and q = 11.
b)  Enumerate Diffie-Hellman Key exchange for encryption and decryption with suitable

examples. [5+5]
OR
5. Enumerate in detail about the steps in Blow Fish Algorithm and explain the process of
each round with a neat diagram. [10]

6.a) What is HMAC function? Summarize the design objectives of HMAC.

b)  Explain about Elgamal Digital Signature Scheme. [5+5]
OR
7. Discuss about the message exchange mechanism in Kerberos version 4. [10]
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8.2)
b)

10.

11.a)

What is SSL? Explain about SSL record protocol format.

Enumerate the functionalities of Secure Shell. [6+4]
OR

Explain the security constraints of IEEE 802.11i Wireless LAN in detail. [10]

Write general format of PGP message with a pictorial representation and explain. How

PGP used for E-mail security? [10]
OR

Describe the functionalities of Internet Key Exchange Protocol.

How to provide security during Inter-branch Payment Transactions? [5+5]
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