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CYBER SECURITY
(Information Technology)
Time: 3 hours Max. Marks: 70
Question paper consists of Part-A and Part-B
Answer ALL sub questions from Part-A
Answer any FOUR questions from Part-B
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PART-A (14 Marks)

1. a) Who are Cybercriminals? [2]
b) Differentiate between passive and active attacks? [2]
¢) What is Vishing? [3]
d) Differentiate between DoS and DDoS attack [2]
e) Mention the challenges to Indian Law and Cybercrime? [2]

f) List the elements addressed in a Forensics Investigation Engagement Contract?  [3]

PART-B (4x14 = 56 Marks)

2. a) Classify cybercrimes. Describe various cybercrimes against Society? [7]
b) Discuss about the cybercrimes like Pornographic Offenses, Hacking, and Usenet

Newsgroup as the source? [7]

3. a) Describe the role of cybercafes in cybercrime? [7]

b) Discuss the tools used for gathering information about the target? [7]

4. a) What are the Organizational security policies and measures in mobile computing

Era? [7]

b) Explain the trends in Mobility? [7]

5. a) What are the types of Buffer Overflow? How to minimize it? [7]

b) Explain about Worms and Trojan Horses? [7]

6. a) Describe the Indian Information Technology Act 20007 [7]
b) Discuss how an organization institutionalizes its policies, standards, and

practices using education, training, and awareness programs? [7]

7. a) Describe the Cyber forensics and Digital Evidence? [7]

b) What are the precautions to be taken when collecting electronic evidence? [7]
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CYBER LAWS AND PRIVACY
Max Marks: 75
Answer any five questions
All questions carry equal marks
la) Exp e dlgltal signature.
b)  What is cyer [7+8]
2.a) Whatisan IT
b)  What are certi [7+8]
3 Explain about e-b. S. [15]
4.a)  What are the taxation issu ce?
b)  What is indirect tax? [8+7]
5.a)  What are the types of crimes in the mternet t pexson"
b)  What is the role of evidence in digital cri gatlon" [7+8]

6. Explain about Cyber arbitration. V [15]
7.a)  What are the copy right issues in the internet? &
b) What is DCMA? [7+8]

8. Explain the legal regimes of protecting privacy. [15]
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Note: This question paper contains two parts A and B.
y js compulsory which carries 25 marks. Answer all questions in Part A.

onsists of 5 Units. Answer any one full question from each unit. Each
jes 10 marks and may have a, b, ¢ as sub questions.

PART - A
5 x 5 Marks =25
l.a)  Write a short n g¥ber stalking. [5]
b)  Discuss the trends i iy [5]
¢)  Explain about any two pustishments in Cyber Law. [5]
d)  Briefly discuss about Network Eérensics. [5]
e) Explain Web threats for Orgaffizatio [5]
-B
5 x 10 Marks = 50
2. Explain in detail about the concept of B8fpets%and sfyrole in cyber security. [10]
0
3 Give some examples to show how criminals plan attagks on social websites data? Explain.
[10]
4. Explain the credit card frauds in mobile and wireless c@ [10]
OR
5. Describe the various attacks on mobile/cellphones. [10]
6. Discuss the role of digital signatures in the Indian IT Act. A [10]
OR
i 2 List and explain challenges to Indian Law and Cybercrime Scenario in

8. Explain in detail about the concept of Digital evidence in Cyber Forensics.

OR

9. Give an example to explain how forensics analysis is done for Emails.

10.  Ilustrate in detail about Cost of Cybercrimes and IPR issues. [10]
OR

11.  Discuss in detail about Security Risks and Perils for Organizations. [10]
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