Cloud Computing
(CY4110PE)

R.ASHOK
DEPARTMENT OF CSE- CS

e

2. NARSIMHA REDDY ENGINEERING COLLEGE Accredited by NBA & NAAC with ‘A’ Grade

Y Approved by AICTE
NRCM Maisammaguda (V), Kompally - 500100, Secunderabad, Telangana StateDagiof CSE(C$JeNREmMently affiliated to JNTUH


mailto:ashokramala@nrcmec.org

UNIT-1
Computing
Paradigms




Introduction

>What is computing?

*The process of utilizing computer technology to
complete a task.

Computing may involve computer hardware and/or
software, but must involve some form of a computer
system.

>What is paradigms?
A style or a way of doing something.

A set of practices to be followed to accomplish a task.
>Computing Paradigms
In the domain of computing, there are many different

standard practices being followed based on inventions
and technological advancements.
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Computing Paradigms

* The various computing paradigms:
~High performance computing,
~Parallel computing

~Cluster computing,

~Distributed computing

~Grid computing,

~Cloud computing,

~Bio-computing,

~Mobile computing,

~Quantum computing,

~Optical computing,

~Nano computing.

Dept of CSE(CS), NRCM



High Performance Computing

Dept of CSE(CS), NRCM



High Performance Computing

* In high-performance computing systems, a pool of
processors are connected with other resources like
memory, storage, and input and output devices, and
the deployed software is enabled to run in the entire
system of connected components.

* The processor machines can be of homogeneous or
Heterogeneous type.

* The legacy meaning of high-performance computing
(HPC) is the supercomputers; however, it is not true in
present-day computing scenarios.
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* Thus, examples of HPC include a small cluster of
desktop computers or personal computers (PCs) to the
fastest supercomputers.

« HPC systems are normally found in those applications
where it is Required to use or solve scientific problems.

« Most of the time, the challenge in working with these
kinds of problems is to perform suitable simulation
study, and this can be accomplished by HPC without
any difficulty.

« Scientific examples such as protein folding in
molecular biology and studies on developing models
and applications based on nuclear fusion are worth
Ling as potential applications for HPC.
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High Performance Computmg

High-Performance Computing

Supercomputing Power for Your Mission-Critical Applications

« HPC Use In Africa And How Different Industries
Can Take Advantage of It
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High Performance Computing

UCL to host National High Performance Computing Hub for Materials Science

Performance Computing (HPC) facility for the Materials and Molecular
Modelling community.
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High Performance Computing

Global High Performance Computing market
l Global High Performance Computing (HPC) market share, by end use, 2017 (%)
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High Performance Computing

China High Performance Computing (HPC) market size, by component,
2014 - 2025 (USD Billion)
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Parallel Computing

*Serial Computing:

* Traditionally, software has been written for serial computation:
* A problem is broken into a discrete series of instructions
* Instructions are executed sequentially one after another
* Executed on a single processor
* Only one instruction may execute at any moment in time
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Parallel Computing
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Parallel Computing

* Serial Computing:

* For Example-
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Parallel Computing

« Parallel Computing:

* In the simplest sense, parallel computingis the
simultaneous use of Multiple compute resources to solve
a computational problem:

« A problem is broken into discrete parts that can be solved
concurrently

« Each partis further broken down to a series of instructions

* Instructions from each part execute simultaneously on different
processors

« An overall control/coordination mechanism is employed
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Parallel Computing
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Parallel Computing
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Parallel Computing

* The computational problem should be able to:

« Be broken apart into discrete pieces of work that can be
solved Simultaneously;

« Execute multiple program instructions at any moment in time;
« Be solved in less time with multiple compute resources than
with a single Compute resource.
« The computer resources are typically:
« A single computer with multiple processors/cores

« An arbitrary number of such computers connected by a
network
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This figure is showing the majority of the world's large parallel computers

(supercomputers) are clusters of hardware produced by a handful of (mostly)

well known vendors.
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Distributed Computing

* Distributed computing is also a computing system that consists of
multiple computers or processor machines connected through a network,

which can be homogeneous or heterogeneous, but run as a single system.

 The connectivity can be such that the CPUs in a distributed system can
be physically close together and connected by a local network, or they

can be geographically distant and connected by a wide area network.

» The heterogeneity in a distributed system supports any number of
possible configurations in the processor machines, such as mainframes,

PCs, workstations, and minicomputers.
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 The goal of distributed computing iIs to make such a network work
as a single computer.

* Distributed computing systems are advantageous over centralized
systems, because there is a support for the following characteristic
features:

1.Scalability: It is the ability of the system to be easily expanded
by adding more machines as needed, and vice versa, without
affecting the existing setup.

2.Redundancy or replication: Here, several machines can
provide the same services, so that even if one is unavailable (or
failed), work does not stop because other similar computing
supports will be available.
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Distributed Computing

Centralized

A system with centralized multiprocessor parallel architecture. In
the late 1980 s Centralized systems have been progressively
replaced by distributed systems.

Characteristics of centralized system

*Non autonomous components

usually homogeneous technology

*Multiple users share the same resources at all time
*single point of control

*single point of failure
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Distributed Computing

« Set of tightly coupled programs executing on one or more
computers which are interconnected through a network and
coordinating their actions. These programs know about one
another and carry out tasks that none could carry out in isolation

» Characteristics of distributed system
« Autonomous components
« Mostly build using heterogeneous technology
 System components may be used exclusively
« Concurrent processes can execute
« Scalability- possibility of adding new hosts
* openness- easily extended and modified
 Heterogeneity-supports various H/W S/w platforms
 Resource sharing- H/w, S/W and data
XQlgrance- ability to function correctly even if faults occur
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CENTRALIZED VS. DISTRIBUTED
COMPUTING
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Distributed Computing
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Distributed Computing

« the following are the different application of the distributed
system.

 Global positioning System

* World Wide Web

« Air Traffic Control System
« Automated Banking System

* In the World Wide Web application the data or application
were distributed on the several numbers of the heterogeneous
computer system, but for the end user or the browser it seems
to be a single system from which user got the information.

* The multiple number of computer working concurrently and
Perform the resource sharing in the World Wide Web.
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Cluster Computing

* A cluster computing system consists of a set of the same or similar
type of processor machines connected using a dedicated network
Infrastructure.

« All processor machines share resources such as a common home
directory and have software such as a message passing interface
(MPI) implementation installed to allow programs to be run across
all nodes simultaneously.

* This is also a kind of HPC category.
 The individual computers in a cluster can be referred to as nodes.
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* The reason to realize a cluster as HPC is due to the fact that the
Individual nodes can work together to solve a problem larger than
any computer can easily solve.

* And, the nodes need to communicate with one another in order to
work cooperatively and meaningfully together to solve the
problem in hand.

* |If we have processor machines of heterogeneous types in a cluster,
this kind of clusters become a subtype and still mostly are in the
experimental or research stage.
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Cluster Computing

A computer cluster help to solve complex operations more
efficiently with much faster processing speed, better data integrity
than a single computer and they only used for mission-critical
applications.

 The Clustering methods have identified as- HPC IAAS, HPC
PAAS, that are more expensive and difficult to setup and maintain
than a single computer.

« A computer cluster defined as the addition of processes for
delivering large-scale processing to reduce downtime and larger
storage capacity as compared to other desktop workstation or
computer.
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Cluster Computing

« Some of the critical Applications of Cluster Computers are
Google Search Engine, Petroleum Reservoir Simulation,
Earthquake Simulation, and Weather Forecasting.

- Cluster Can be classified into two category Open and Close
Cluster.

« Open Cluster: All nodes in Open Cluster are needed IPs, and that
are accessible through internet/web, that cause more security

concern.
Close Cluster: On the other hand Close Cluster are hide behind

The gateway node and provide better security.
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Cluster Computing

- Types of Cluster computing

1. Load-balancing clusters: As the name implies, This system is
used to distribute workload across multiple computers. That system

«distributes the processing load as possible across a cluster of
Computers.
2. High availability (HA) clusters: A high availability clusters

(HA cluster) are the bunch of computers that can reliably utilise for

redundant operations in the event of nodes failure in Cluster
Computing.

3. High performance (HP) clusters: This computer networking
methodology use supercomputers and Cluster computing to solve
advanced computation problems.
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Cluster Computing

Advantages of using Cluster computing

1. Cost efficiency: In a Cluster computing Cost efficiency is the
ratio of cost to output that is the connecting group of the computer
as computer cluster much cheaper as compared to mainframe
computers.

2.Processing speed: The Processing speed of computer cluster is
the same as a mainframe computer.

3.Expandability: The best benefit of Cluster Computing is that it
can be expanded easily by adding the additional desktop
workstation to the system.

4.High availability of resources: If any node fails in a computer
cluster, another node within the cluster continue to provide
uninterrupted processing. When a mainframe system fails, the
entire system fails.
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Cluster Computing Architecture

Parallel Applications

Sequential Applications Parallel Programming Environments

Cluster Middleware
(Single System Image and Availability Infrastructure)

PC/Workstation PC/Workstation

Communication Communication | Communication
SW SW ' SW

Net. Interface HW Net. Interface HW Net. Interface HW

High Speed Network/Switch

Computer Cluster Architecture
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Grid Computing

« The computing resources in most of the organizations are
underutilized but are necessary for certain operations.

* The idea of grid computing is to make use of such non utilized
computing power by the needy organizations, and thereby the
return on investment (ROI) on computing investments can be
Increased.

* Thus, grid computing is a network of computing or processor
machines managed with a kind of software such as middleware, in
order to access and use the resources remotely.

« The managing activity of grid resources through the middleware is
called grid services.
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* Grid services provide access control, security, access to data
Including digital libraries and databases, and access to large-scale
Interactive and long-term storage facilities.

 Grid computing is more popular due to the following reasons:

~|ts ability to make use of unused computing power, and thus, it is
a cost-effective solution (reducing investments, only recurring
COsts)

~As a way to solve problems in line with any HPC-based
application

~Enables heterogeneous resources of computers to work
cooperatively and collaboratively to solve a scientific problem

 Researchers associate the term grid to the way electricity Is
distributed in municipal areas for the common man.
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Grid Computing Framework - Discussion on distributed computing

Grid Computer Architecture
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Electrical Power Grid and Grid Computing

Electrical Power Grid

Grid Computing

Never worry about where the electricity that
we are using comes from; that is, whether it
is from coal in Australia, from wind power
in the United States, or from a nuclear plant
in France, one can simply plug the electrical
appliance into the wall-mounted socket and
it will get the electrical power that we need
to operate the appliance.

The infrastructure that makes this possible is
called the power grid. It links together many
different kinds of power plants with our
home, through transmission stations, power

stations, transformers, power lines, and so
forth.

The power grid is pervasive: electricity is
available essentially everyvwhere, and one

can simply access it through a standard
wall-mounted socket.

The power grid is a utility: we ask for
electricity and we get it. We also pay for
what we get.

Newer worry about where the computer power
that we are using comes from; that is,
whether it is from a supercomputer in
Germany, a computer farm in India, or a
laptop in New Zealand, one can simply plug
in the computer and the Internet and it will
get the application execution done.

The infrastruciure that makes this possible is
called the computing grid. It links together
computing resources, such as PCs,
workstations, servers, and storage elements,
and provides the mechanism needed to
access them via the Internet.

The grid is also pervasive in the sense that the

remote computing resources would be
accessible from different platforms,
including laptops and mobile phones, and
one can simply access the grid computing
power through the web browser.

The grid computing is also a ufility: we ask

for computing power or storage capacity
and we get it. We also pay for what we get.
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Grid Computing: Applications

] Life Science Application

- Computational biology, bioinformatics, genomics,
computational neuroscience

* e.g. the Protein Data Bank, the myGrid Project, the
Biomedical Information Research Network (BIRN),
MCell].

1 Engineering-oriented Application

* NASA operation its research through grid

(] Data-oriented Application

- Data is emerging as the ‘killer application’ of the Grid.

- e.g. Distributed Aircraft Maintenance Environment
(DAME).
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Cloud Computing

« The computing trend moved towards cloud from the concept of
grid computing, particularly when large computing resources are
required to solve a single problem, using the ideas of computing
power as a utility and other allied concepts.

» However, the potential difference between grid and cloud is that
grid computing supports leveraging several computers in parallel
to solve a particular application, while cloud computing supports
leveraging multiple resources, including computing resources, to
deliver a unified service to the end user.
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* In cloud computing, the IT and business resources, such as servers,
storage, network, applications, and processes, can be dynamically
provisioned to the user needs and workload.

* In addition, while a cloud can provision and support a grid, a cloud
can also support non-grid environments, such as a three-tier web
architecture running on traditional or Web 2.0 applications.
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Grid Computing VS Cloud Computing

Criteria Grid Computing Cloud Computing
User Management Decentralised management Centralised management
Dependancy Ota%recnircguttﬁé Eci)c:]sp:?etrh;(\;;osrk Totally dependent on internet
Operation Operates within a corporate network Can also operate through the internet
Accessibility Through Grid middleware Through standard Web protocols
Domains Multiple Domains Single Domain
Scalability Normal High
Architecture Distributed computing architecture Client-server architecture
Virtualization Data and computing resources Hardware and software platforms
Computation | Maximum computing On-demand

Application Type Batch Interactive
N AR
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Biocomputing

 Biocomputing systems use the concepts of biologically derived or
simulated molecules (or models) that perform computational
processes In order to solve a problem.

* The biologically derived models aid in structuring the computer
programs that become part of the application.

 Biocomputing provides the theoretical background and practical
tools for scientists to explore proteins and DNA.

* DNA and proteins are nature’s building blocks, but these building
blocks are not exactly used as bricks.
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 The function of the final molecule rather strongly depends on the
order of these blocks.

* Thus, the bio computing scientist works on inventing the order
suitable for various applications mimicking biology.

* Bio computing shall, therefore, lead to a better understanding of
life and the molecular causes of certain diseases.
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Mobile Computing

* In mobile computing, the processing (or computing) elements are
small (i.e., handheld devices) and the communication between
various resources is taking place using wireless media.

» Mobile communication for voice applications (e.g., cellular phone)
IS widely established throughout the world and witnesses a very
rapid growth in all its dimensions including the increase in the
number of subscribers of various cellular networks.

« An extension of this technology is the ability to send and receive
data across various cellular networks using small devices such as
smart phones.
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 There can be numerous applications based on this technology;

>for example, video call or conferencing is one of the important
applications that people prefer to use in place of existing voice
(only) communications on mobile phones.

« Mobile computing—based applications are becoming very
Important and rapidly evolving with various technological
advancements as it allows users to transmit data from remote
locations to other remote or fixed locations.
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PRINCIPLES OF MOBIEECOMPUTING
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Quantum Computing

« Quantum computing is the area of study focused on developing
computer technology based on the principles of qguantum theory,
which explains the nature and behavior of energy and matter on
the quantum (atomic and subatomic) level.

« Quantum computing is an as-of-yet theoretical computing model
that uses a very different form of data handling to perform
calculations.

» The emergence of guantum computing is based on a new kind of
data unit that could be called non-binary, as it has more than two
possible values.

« Manufacturers of computing systems say that there is a limit for
cramming more and more transistors into smaller and smaller
spaces of integrated circuits (ICs) and thereby doubling the
processing power about every 18 months.
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* This problem will have to be overcome by a new quantum
computing—based solution, wherein the dependence is on quantum
Information, the rules that govern the subatomic world.

« Quantum computers are millions of times faster than even our
most powerful supercomputers today.

» Since quantum computing works differently on the most
fundamental level than the current technology, and although there
are working prototypes, these systems have not so far proved to be
alternatives to today’s silicon-based machines.

Dept of CSE(CS), NRCM
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Applications

Some of the applications of Quantum Computing:

Machine Learning, Computational Chemistry, Financial
Portfolio Optimization, Logistics and Scheduling, Drug
Design, Cyber Security, Code breaking, (Circuit, Software,
and System Fault Simulation).

S
2. NARSIMHA REDDY ENGINEERING COLLEGE Accredited by NBA & NAAC with ‘A’ Grade
Y Approved by AICTE

NRCM Maisammaguda (V), Kompally - 500100, Secunderabad, Telangana StateDagtaof CSE(C$)eNREnnently affiliated to JNTUH



'z NARSIMHA REDDY ENGINEERING COLLEGE Accredited by NBA & NAAC with A’ Grade

Approved by AICTE
NRCM Maisammaguda (V), Kompally - 500100, Secunderabad, Telangana State, 'ndia Rerrrrenently affiliated to JNTUH




=
O
&
z
n
2




pt of CSE(CS), NRCM




Optical Computing

 Optical computing system uses the photons in visible light or
Infrared beams, rather than electric current, to perform digital

computations.
 An electric current flows at only about 10% of the speed of light.

« This limits the rate at which data can be exchanged over long
distances and is one of the factors that led to the evolution of

optical fiber.

By applying some of the advantages of visible and/or IR networks
at the device and component scale, a computer can be developed
that can perform operations 10 or more times faster than a
conventional electronic computer.
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OPTICAL COMPUTER

= Optical computing describes a new technological
approach for constructing computer’'s processors and

other components.

- An Optical Computer is a hypothetical device that
uses visible light or infrared beams, rather than
electric current, to perform digital computations.
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Why Do We Need Optical
GComputers ?

* Rapid growth of the Internet
» Network, speeds currently limited by

electronic circuits
+ Terabit speeds are required

2w Traditional silicon circuits have a
physical limit
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OPTICAL COMPUTER
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0pt|cal Computing in Communication
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ADVANTAGES

v small size
v high density
v high speed

v low heating of junctions

v dynamically reconfigurable and scalable into
larger or smaller topologies and network

v massively parallel computing capability

v applications in artificial intelligence
applications
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DRAWBACKS

Optical Computing using a coherent source is
simple to compute and understand, but it has
many drawbacks like any imperfections or dust on
the Optical Components will create unwanted
interference pattern due to scattering effects.
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pt of CSE(CS), NRCM




Nano computing

What is Nano computing

* Nano computing describes
Those components that uses
Extremely small or nano scale
devices .

INano computers comes from
Two sources:

v It will be integrated into
Existing products and

technology(disk , driver).
v Fundamentally new products , software, and
architecture will be develop.

www.igvfsonlineedu.in
\(\\\ ‘
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Nano computing

« Nano computing refers to computing systems that are constructed
from nanoscale components.

* The silicon transistors in traditional computers may be replaced by
transistors based on carbon nanotubes.

 The successful realization of nanocomputers relates to the scale and
Integration of these nanotubes or components.

* The issues of scale relate to the dimensions of the components; they
are, at most, a few nanometers in at least two dimensions.

* The issues of integration of the components are twofold: first, the
manufacture of complex arbitrary patterns may be economically
Infeasible, and second, nanocomputers may include massive
quantities of devices.
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TYPES OF NANOCOMPUTING

<*Electronic nanocomputer.

“»*Chemical & bio-chemical
nanocomputers.

“*Mechanical nanocomputer.
<*Quantum nanocomputer.
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How nano computing works?

* Nano computer would work by storing data in the
form of atomic quantum states or spin. (SEM and
quantum dots)

* There are several methods of nano electronic data
storage currently being researched. Among the most
promising are set electron transistors and quantum

dots.
« All of these devices function based upon the
principles of quantum mechanics...
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APPLICATION OF NANOTECHNOLOGIES

* Washing machine that that inhibits bacterial growth it
washes the clothes

¢ [t is on the market today and 60% of cars these fuel
lines

* They make a refrigerator

* Contact lens that let you check your mind blood sugar
level by looking at a mirror

Dept of CSE(CS), NRCM



Devices of nano computing

ipad, iPhone, HP Slate, Android devices like ICD Gemini etc
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Topics Covered

* Introduction of cloud computing
 Motivation for cloud computing
* The Need for cloud computing
« Defining cloud computing
« NIST Definition of Cloud Computing
 Cloud Computing is a service (Service Models)
 Cloud Computing is a platform
* Principles of Cloud Computing
 Characteristics of cloud
* Deployment Models of Cloud
gpefits of Cloud Computing

| 3‘: ‘i\?\ a1 d Computing
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Introduction

« Modern computing with our laptop or desktop or even with
tablets/smartphones using the Internet to access the data and details that
we want, which are located/stored at remote places/computers, through
the faces of applications like Facebook, e-mail, and YouTube, brings the
actual power of information that we need instantaneously within no
time.

 Even if millions of users get connected in this manner, from anywhere
In the world, these applications do serve what these users—customers
want.

 This phenomenon of supply of information or any other data and details
to all the needy customers, as and when it is asked, is the conceptual
understanding and working of what is known as cloud computing.
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Introduction

« CLOUD: The word ‘Cloud’ means a cluster of servers, network,
software, interface etc., which are required for the user to execute
a particular task.

« COMPUTING: It refers to the deliver of this cluster as a service to
the user so that user can use it as and when required.

« CLOUD COMPUTING: It is the practice of using a network of
remote servers hosted on the Internet to store, manage and process
data, rather than a local server or a personal computer.
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Motivation for Cloud Computing

- Let us review the scenario of computing prior to the announcement
and availability of cloud computing:

- The users who are in need of computing are expected to invest money
on computing resources such as hardware, software, networking, and
storage;

- This investment naturally costs a bulk currency to the users as they
have to buy these computing resources, keep these in their premises,
and maintain and make it operational—all these tasks would add cost.

- And, this is a particularly true and huge expenditure to the enterprises
that require enormous computing power and resources.
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Motivation for Cloud Computing

 On the other hand, it is easy and handy to get the required computing
power and resources from some provider (or supplier) as and when it
IS needed and pay only for that usage.

« This would cost only a reasonable investment or spending, compared
to the huge investment when buying the entire computing
Infrastructure.

 This phenomenon can be viewed as capital expenditure versus
operational expenditure.

 As one can easily assess the huge lump sum required for capital
expenditure (whole investment and maintenance for computing
Infrastructure) and compare it with the moderate or smaller lump
sum required for the hiring or getting the computing infrastructure

nly to the tune of required time, and rest of the time free from that.
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Motivation for Cloud Computing

 Therefore, cloud computing is a mechanism of bringing-hiring or
getting the services of the computing power or infrastructure to an
organizational or individual level to the extent required and paying
only for the consumed services.

« One can compare this situation with the usage of electricity (its
services) from its producer-cum-distributor (in India, it is the state-

/government-owned electricity boards that give electricity supply to
all residences and organizations) to houses or organizations; here,
we do not generate electricity (comparable with electricity
production—related tasks); rather, we use it only to tune up our
requirements in our premises, such as for our lighting and usage of
other electrical appliances, and pay as per the electricity meter

reading value.
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Motivation for Cloud Computing

* Therefore, cloud computing is needed in getting the services of
computing resources.

* Thus, one can say as a one-line answer to the need for cloud computing
that it eliminates a large computing investment without compromising
the use of computing at the user level at an operational cost.

 Cloud computing is very economical and saves a lot of money.

A blind benefit of this computing is that even if we lose our laptop or
due to some crisis our personal computer—and the desktop system—
gets damaged, still our data and files will stay safe and secured as these
are not in our local machine (but remotely located at the provider’s
place—machine).
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Motivation for Cloud Computing

Docament management
Email and office proaductivity
Finance ERP Social networks Training
Business intelligence Integration
Deveiopment and testing platform Storage
Application deployment Network
Database Compute

‘Lhin client
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AGURE 21
Cloud computing.
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Motivation for Cloud Computing

* It Is @ computing solution growing in popularity, especially among
Individuals and small- and medium-sized companies (SMEsS).

* In the cloud computing model, an organization’s core computer
power resides offsite and is essentially subscribed to rather than
owned.

 Thus, cloud computing comes into focus and much needed only when
we think about what computing resources and information technology
(IT) solutions are required.

 This need caters to a way to increase capacity or add capabilities on
the fly without investing in new infrastructure, training new
personnel, or licensing new software.

 Cloud computing encompasses the subscription based or pay-per-use
service model of offering computing to end users or customers over
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The Need for Cloud Computing

« The main reasons for the need and use of cloud computing are
convenience and reliability.

* In the past, if we wanted to bring a file, we would have to save it
to a Universal Serial Bus (USB) flash drive, external hard drive, or
compact disc (CD) and bring that device to a different place.

e Instead, saving a file to the cloud (e.g., use of cloud application
Drop box) ensures that we will be able to access it with any
computer that has an Internet connection.

* The cloud also makes it much easier to share a file with friends,
making it possible to collaborate over the web.
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The Need for Cloud Computing

« While using the cloud, losing our data/file is much less likely.

« However, just like anything online, there is always a risk that
someone may try to gain access to our personal data, and therefore,
It Is Important to choose an access control with a strong password
and pay attention to any privacy settings for the cloud service that

we are using.
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The Need for Cloud Computing

Why do we require cloud

computing?

Application( Cannot use it.

E.g. Unsaved data
Microsoft lost!! '

OfficeWord)

Operating

Crashes!!
System

Crashesl!!
Hardware

Earlier, In our Computers...

data
saved in
Application the cloud!
sits on a
Connected

cloud( e.g. . through the
Googledocs) \,  internet

Crashes! Operating
2 System

Crashes! Hardware

Now-a-days using cloud
computing...
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Defining Cloud Computing

* In the simplest terms, cloud computing means storing and accessing data
and programs over the Internet from a remote location or computer
Instead of our computer’s hard drive.

« This so called remote location has several properties such as scalability,
elasticity etc., which is significantly different from a simple remote
machine.

 The cloud is just a metaphor for the Internet.

« When we store data on or run a program from the local computer’s hard
drive, that is called local storage and computing.

* For it to be considered cloud computing, we need to access our data or
programs over the Internet.

* The end result i1s the same; however, with an online connection, cloud
mputing can be done anywhere, anytime, and by any device.
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Defining Cloud Computing

Customer Oriented Definition:

« Any time

* Any where

 with Any device(like mobile, laptop,tablet,...)
 Accessing Any Service(laas, Paas, Saas)

Business Oriented Definition
* Universal Access
» Scalable Services

* New Application Service Models(Xaas, Pay-as-you-go basis)
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NIST Definition of Cloud Computing

The formal definition of cloud computing comes from the National
Institute of Standards and Technology (NIST):

* “Cloud computing is a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications,
and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction.”

* It means that the computing resource or infrastructure—Dbe it
server hardware, storage, network, or application software—all
available from the cloud vendor or provider’s site/premises, can be
accessible over the Internet from any remote location and by any

cal computing device.
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NIST Definition of Cloud Computing

- In addition, the usage or accessibility is to cost only to the level of
usage to the customers based on their needs and demands, also
known as the pay-as-you-go or pay-as-per-use model.

* If the need is more, more quantum computing resources are made
available ( provisioning with elasticity) by the provider.

* Minimal management effort implies that at the customer’s side,
the maintenance of computing systems is verY minimal as they
will have to look at these tasks only for their local computing
devices used for accessing cloud-based resources, not for those
computing resources managed at the provider’s side.

« This cloud model is composed of five essential characteristics,
three service models, and four deployment models.
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Cloud Computing is a Service

 The simplest thing that any computer does is allow us to store and
retrieve information.

 WWe can store our family photographs, our favorite songs, or even
save movies on it, which is also the most basic service offered by

cloud computing.

* Let us look at the example of a popular application called Flickr
to illustrate the meaning of this section.

While Flickr started with an emphasis on sharing photos and
Lmages, it has emerged as a great place to store those

Yol
"\«

. £
\ .
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Cloud Computing is a Service

* In many ways, It IS superior to storing the images on your computer:

1. First, Flickr allows us to easily access our images no matter where
we are or what type of device we are using. While we might upload the
photos of our vacation from our home computer, later, we can easily
access them from our laptop at the office.

2. Second, Flickr lets us share the images. There is no need to burn
them to a CD or save them on a flash drive. We can just send someone
our Flickr address to share these photos or images.

3. Third, Flickr provides data security. By uploading the images to
Flickr, we are providing ourselves with data security by creating a
backup on the web. And, while it is always best to keep a local copy—
either on a computer, a CD, or a flash drive—the truth is that we are far
more likely to lose the images that we store locally than Flickr is of
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Cloud Computing is a Service

Cloud Service Models:

*Service Models are the reference models on which the Cloud
Computing Is based. These can be categorized into three basic service
models as listed below:

1.Infrastructure as a Service (laaS)
2.Platform as a Service (PaaS)

3.Software as a Service (SaaS)
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Cloud Computing is a Service

* Infrastructure as a Service (laaS)

* laaS refers to providing the complete access to the servers
operating system. Typically, laas provides hardware, storage,
servers and data center space or network components, it may also
Include software.

* laaS gives users automated and scalable environments with
extreme flexibility and control.

« Eg: EC2(Elastic Compute cloud)
 Usually billed based on usage
 Usually multi tenant virtualized environment

 Can be coupled with Managed Services for OS and
application support
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Cloud Computing is a Service

* Platform as a Service (PaaS)

* In PaaS, one does not get access to the whole operating system.
Rather access Is given at a Dashboard level, where a user uploads
the data and the rest is taken care by the cloud provider.

 EQ: Elastic Beanstalk

- PaaS provides a framework for quickly developing and deploying
applications by automating infrastructure provisioning and

management.

- PaaS provides all of the facilities required to support the complete
life cycle of building and delivering web applications and services
entirely from the Internet.

e Multi tenant environments
 Highly scalable multi tier architecture
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Cloud Computing is a Service

« Software as a Service (SaaS)

« SaaS refers to the practice of directly providing the software to
the customer, without making any server or dashboard available to
them.

* Eliminating the need to install and run programs on individual
devices. SaaS makes applications available through the internet.

 EQ: Facebook, GoogleDocs, Netflix
 Usually billed based on usage
 Usually multi tenant environment

 Highly scalable architecture
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Cloud Computing Is a Service

« Examples of laaS, PaaS, SaaS

PaasS laaS Saas
» -_—
. e

HEROKU Amazon EC2 zendeSk

salesforce
DlgltalOcean

<& (A

rackspace.

the open cloud company
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Cloud Computing is a Service

On-Premises Infrastructure Platform Software
(as a Service) (as a Service) (as a Service)

Applications Applications Applications
o

You manage

Data

Runtime

Siddleware Middleware

You manage

Middleware

Virtualization Virtuafization Virtualization * Virtualization

Servers Servers Servers Servers

Storage Storage storage storage

You manage
safieuey 19410

sabeuew 19410

sabeuep Jayio

Networking “Networking | Networking B Networking
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Cloud Computing Is a Platform

» The World Wide Web (WWW) can be considered as the operating
system for all our Internet-based applications.

* However, one has to understand that we will always need a local
operating system in our computer to access web based
applications.

 The basic meaning of the term platform is that it is the support on
which applications run or give results to the users.

* For example, Microsoft Windows is a platform. But, a platform
does not have to be an operating system. Java is a platform even
though it is not an operating system.

Dept of CSE(CS), NRCM



Cloud Computing Is a Platform

 Through cloud computing, the web is becoming a platform.

 With trends (applications) such as Office 2.0, more and more
applications that were originally available on desktop computers
are now being converted into web—cloud applications.

 \WWord processors like Buzzword and office suites like Google Docs
are now available in the cloud as their desktop counterparts.

« All these kinds of trends in providing applications via the cloud
are turning cloud computing into a platform or to act as a platform.
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5-4-3 Principles of Cloud computing

The 5-4-3 principles put forth by NIST describe
*(a) the five essential characteristic features that promote cloud computing,

*(b) the four deployment models that are used to narrate the cloud computing
opportunities for customers while looking at architectural models, and

*(c) the three important and basic service offering models of cloud
computing.
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5-4-3 Principles of Cloud computing

Y\\

\rhv/ s g /,_—\ {‘/_“/ R S \\ e S R

Sep aye ( Private ) % Community : Public % Hybrid %
N !
. N TNy S~

Models

)

Delivery Software as a Seryice Platform as a Service Infrastructure as a Service
Models (Saa8) (Paa8S) (1aaS)

Essential On-demand self-service
Characteristics
Ubiquitous network access Rapid clasticity
Location independent resource pooling
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5-4-3 Principles of Cloud computing

Cloud computing has five essential characteristics which are shown in
Figure 2.2

AGURE 2.2
The essential characteristics of cloud computing,.
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Principles of Cloud computing

Essential, which means that if any of these characteristics is

1.

missing, then it is not cloud computing:

On-demand self-service: A consumer can unilaterally
provision computing capabilities, such as server time and
network storage, as needed automatically without requiring
human interaction with each service’s provider.

. Broad network access: Capabilities are available over the

network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and personal digital assistants
[PDAS]).
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Principles of Cloud computing

3. Elastic resource pooling:

» The provider’s computing resources are pooled to serve multiple
consumers using a multitenant model, with different physical and
virtual resources dynamically assigned and reassigned according
to consumer demand.

« There is a sense of location independence in that the customer
generally has no control or knowledge over the exact location of
the provided resources but may be able to specify the location at
a higher level of abstraction (e.g., country, state, or data center).

« Examples of resources include storage, processing, memory, and
network bandwidth.
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5-4-3 Principles of Cloud computing

4. Rapid elasticity:
 Capabilities can be rapidly and elastically provisioned, in some cases
automatically, to quickly scale out and rapidly released to quickly scale
In. To the consumer, the capabilities available for provisioning often
appear to be unlimited and can be purchased in any quantity at any
time.

5. Measured service:

 Cloud systems automatically control and optimize resource use by
leveraging a metering capability at some level of abstraction
appropriate to the type of service (e.g., storage, processing, bandwidth,
and active user accounts).

 Resource usage can be monitored, controlled, and reported providing
transparency for both the provider and consumer of the utilized
ervice.

T
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Four Cloud Deployment Models

* Deployment models describe the ways with which the cloud services
can be deployed or made available to its customers, depending on the
organizational structure and the provisioning location.

 One can understand it in this manner too: cloud (Internet)-based
computing resources—that is, the locations where data and services
are acquired and provisioned to its customers— can take various
forms.

 Four deployment models are usually distinguished, namely, public,
private, community, and hybrid cloud service usage:
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Four Cloud Deployment Models

1. Private cloud:

* A private cloud is an on-demand cloud deployment model in which
the cloud computing services and infrastructure are hosted
privately within a company’s own intranet or data center using
proprietary resources.

« Among the three types of cloud computing, private cloud is the
most preferred option for organizations due to the additional

security it offers.
* Eg: HP Data Centers

* In a private cloud, the cloud computing services and infrastructure

are hosted privately within a company’s own data center.
* These services are accessible to the personnel of a single

organization.
 This type of cloud is managed by internal resources and is not
accessible to those outside the organization

2taglouds are also referred to as enterprise clouds.
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Four Cloud Deployment Models

Private cloud providers

*HPE. By most estimates, Hewlett Packard Enterprise (HPE) is a key
leader in the private cloud market. ...

*VVMware. The Wikibon report said that VMware was tied with HP for
first place in the true private cloud market for 2015 with 7 percent of
the market. ...

Dell. ...
*Oracle. ...
* |IBM. ...

*Microsoft. ...
*Cisco. ...
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Four Cloud Deployment Models

2. Public cloud:

The cloud infrastructure is provisioned for open use by the general
public.

It may be owned, managed, and operated by a business, academic, or
government organization, or some combination of them. It exists on
the premises of the cloud provider.
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Four Cloud Deployment Models

2. Public cloud:

«Amazon Web Services. Amazon Web Services (AWS) is the
undisputed market leader in cloud computing. ...

*Microsoft Azure. It's a little more difficult to figure out how
much revenue Microsoft generates from cloud computing. ...

*Google Cloud Platform.
The Race for Public Cloud Leadership

L4 I BM CIOUd . Change in Public laaS & Paa$S Market Shares

EV————————=———=———————
AWS Change
pbennd
Up
Google/
=t 8%
a Q4 2016
next N Oown _
10 1% Q4 2015

Orher I Down

Cloud 4%

Providers
0% 10% 20% 30% 40%
Workdwide Revenue Market Share

Source Synergy Reseanch Group

\ Dept of CSE(CS), NRCM



Four Cloud Deployment Models

3. Community cloud:

 The cloud infrastructure is shared by several organizations and
supports a specific community that has shared concerns (e.g.,
mission, security requirements, policy, and compliance
considerations).

* It may be managed by the organizations or a third party and
may exist on premise or off premise.

Industry A Industry B
. Community Cloud fé::nmunity Cloud
. Xaas . Xaas

L. i L

Customer Customer Customer
A Customer Customer

\
\ \\\\

g, L.

Customer
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Four Cloud Deployment Models

3. Community cloud:

Community Cloud

Security perimeters

C side Jutside
Jutsicle Ule=ars thot Gecnss toacat Outsicde

cloud (optional) resources

Users that access Users that access the cloud
remote cloud resources from within their perimeters

Community companies that Community companies
provide and consume cloud resources that consume cloud resources
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Four Cloud Deployment Models

4.Hybrid cloud:

« The cloud infrastructure is a composition of two or more distinct
cloud infrastructures (private, community, or public) that remain
unique entities but are bound together by standardized or
proprietary technology that enables data and application

portability (e.g., cloud bursting for load balancing between
clouds).

Hybrid Cloud

i
o arklo:
AP At T

Private Public
Clouds Clouds
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Benetits of Cloud Computing

1. Achieve economies of scale: We can increase the volume output
or productivity with fewer systems and thereby reduce the cost
per unit of a project or product.

2. Reduce spending on technology infrastructure: It is easy to
access data and information with minimal upfront spending in a
pay-as-you-go approach, in the sense that the usage and payment
are similar to an electricity meter reading in the house, which is
based on demand.

3. Globalize the workforce: People worldwide can access the
cloud with Internet connection.

4. Streamline business processes: It is possible to get more work
done in less time with less resource.

5. Reduce capital costs: There is no need to spend huge money on
are, software, or licensing fees.

W iy
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Benetits of Cloud Computing

6. Pervasive accessibility: Data and applications can be accessed
anytime, anywhere, using any smart computing device, making
our life so much easier.

7. Monitor projects more effectively: It is possible to confine
within budgetary allocations and can be ahead of completion
cycle times.

8. Less personnel training is needed: It takes fewer people to do
more work on a cloud, with a minimal learning curve on hardware
and software issues.

9. Minimize maintenance and licensing software: As there is no
too much of on-premise computing resources, maintenance
becomes simple and updates and renewals of software systems
rely on the cloud vendor or provider.

. TR _Aved flexibility: It is possible to make fast changes in our
‘work envi™aggant without serious isues af stake.




Drawbacks of Cloud Computing

1.

The main point in this context Is that if we lose our Internet
connection, we have lost the link to the cloud and thereby to the
data and applications.

There is also a concern about security as our entire working with
data and applications depend on other’s (cloud vendor or
providers) computing powetr.

while cloud computing supports scalability (i.e., quickly scaling
up and down computing resources depending on the need), it
does not permit the control on these resources as these are not
owned by the user or customer.

Depending on the cloud vendor or provider, customers may face
restrictions on the availability of applications, operating
systems, and infrastructure options.
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Drawbacks of Cloud Computing

5.Sometimes, all development platforms may not be available in the

cloud due to the fact that the cloud vendor may not aware of such
solutions.

major barrier to cloud computing is the interoperability of
applications, which is the ability of two or more applications that
are required to support a business need to work together by
sharing data and other business-related resources. Normally,
thisdoes not happen in the cloud as these applications may not be
available with a single cloud vendor and two different vendors
having these applications do not cooperate with each other.
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Introduction

 Cloud computing is similar to other technologies in a
way that it also has several basic concepts that one
should learn before knowing its core concepts.

* There are several processes and components of cloud
computing that need to be discussed.

* One of the topics of such prime importance is
architecture.

» Architecture is the hierarchical view of describing a
technology.

* This usually includes the components over which the
existing technology is built and the components that
e dependent on the technology.
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* Another topic that is related to architecture is
anatomy.

* Anatomy describes the core structure of the cloud.

* Once the structure of the cloud is clear, the network
connections In the cloud and the details about the
cloud application need to be known.

* This I1s Important as the cloud is a completely
Internet-dependent technology.

« Similarly, cloud management discusses the
Important management issues and ways in which
the current cloud scenario iIs managed.

* It describes the way an application and
ucture in the cloud are managed.




* Management is important because of the o
service (QoS) factors that are involved in t

* These QoS factors form the basis for clouc

uality of
ne cloud.

computing.

* All the services are given based on these QoS factors.
 Similarly, application migration to the cloud also plays

a very important role.

* Not all applications can be directly deployed to the

cloud.

* An application needs to be properly migrated to the
cloud to be considered a proper cloud application that

will have all the properties of the cloud.
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Cloud Architecture

- Any technological model consists of an
architecture based on which the model
functions, which is a hierarchical view of
describing the technology.

*The cloud also has an architecture that
describes its working mechanism.

It includes the dependencies on which it
works and the components that work over it.

*The cloud is a recent technology that is
completely dependent on the Internet for its
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e Cloud architecture.

Layer 1: User/client layer

Laver 2: Network layer

Layer 3; Cloud management layes

v B

Layer 4: Hardware resource layer
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The cloud architecture can be divided into four layers
based on the access of the cloud by the user. They are
as follows:

» Layer 1 (User/Client Layer)

 This layer is the lowest layer in the cloud
architecture. All the users or client belong to this
layer.

* This is the place where the client/user initiates the
connection to the cloud.

* The client can be any device such as a thin client,
thick client, or mobile or any handheld device that
would support basic functionalities to access a web
application.
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* The thin client here refers to a device that is
completely dependent on some other system for
Its complete functionality.

* In simple terms, they have very low processing
capability.

« Similarly, thick clients are general computers
that have adequate processing capability.

* They have sufficient capability for independent
work.

« Usually, a cloud application can be accessed In
the same way as a web application.

 But internally, the properties of cloud
applications are significantly different.

_hus, this layer consists of client devices.



 Layer 2 (Network Layer)
* This layer allows the users to connect to the cloud.

* The whole cloud infrastructure is dependent on this
connection where the services are offered to the
customers.

 This is primarily the Internet in the case of a public
cloud.

* The public cloud usually exists in a specific location
and the user would not know the location as it Is
abstract.

* And, the public cloud can be accessed all over the
world.

* In the case of a private cloud, the connectivity may be
provided by a local area network (LAN).

* Even In this case, the cloud completely depends on the
network that is used
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 Usually, when accessing the public or private cloud,
the users require minimum bandwidth, which is
sometimes defined by the cloud providers.

* This layer does not come under the purview of
service-level agreements (SLAS), that Is, SLAs do not
take into account the Internet connection between
the user and cloud for quality of service (Qo0S).

 Layer 3 (Cloud Management Layer)

* This layer consists of software's that are used In
managing the cloud.

* The software's can be a cloud operating system (OS),
a software that acts as an interface between the data
center (actual resources) and the user, or a
management software that allows managing
resources.
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 These software's usually allow resource management
(scheduling, provisioning, etc.), optimization (server
consolidation, storage workload consolidation), and internal
cloud governance.

* This layer comes under the purview of SLAs, that is, the
operations taking place in this layer would affect the SLAs
that are being decided upon between the users and the
service providers.

* Any delay in processing or any discrepancy in service
provisioning may lead to an SLA violation.

* As per rules, any SLA violation would result in a penalty to
be given by the service provider.

* These SLAs are for both private and public clouds

 Popular service providers are Amazon Web Services (AWS)
and Microsoft Azure for public cloud.

. Slmllarly OpenStack and Eucalyptus allow private cloud
~ loyment, and management.
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* Layer 4 (Hardware Resource Layer)

* Layer 4 consists of provisions for actual hardware
resources.

 Usually, in the case of a public cloud, a data center is used In
the back end.

« Similarly, in a private cloud, it can be a data center, which Is
a huge collection of hardware resources interconnected to
each other that is present in a specific location or a high
configuration system.

* This layer comes under the purview of SLAs.
* This is the most important layer that governs the SLAs.
* This layer affects the SLAs most in the case of data centers.

* Whenever a user accesses the cloud, it should be available to
the users as quickly as possible and should be within the
time that is defined by the SLAs.
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e AS

mentioned, If there is any discrepancy in provisioning

the resources or application, the service provider has to
pay the penalty.

*Hence, the data center consists of a high-speed network
connection and a highly efficient algorithm to transfer the
data from the data center to the manager.

*There can be a number of data centers for a cloud, and
similarly, a number of clouds can share a data center.

Nus, this Is the architecture of a cloud.

ne layering is strict, and for any cloud
nlication, this is followed.

nere can be a little loose 1solation between

layer 3 and layer 4 depending on the way the

c}_ltoud IS deployed.
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Anatomy of the Cloud

- Cloud anatomy can be simply defined as the structure of
the cloud.

 Cloud anatomy cannot be considered the same as cloud
architecture.

- It may not include any dependency on which or over which
the technology works, whereas architecture wholly defines
and describes the technology over which it is working.

 Architecture iIs a hierarchical structural view that defines
the technology as well as the technology over which it is
dependent or/and the technology that are dependent on it.

- Thus, anatomy can be considered as a part of architecture.
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* The basic structure of the cloud is described in
Figure 3.2, which can be elaborated, and minute
structural details can be given.

 Figure 3.2 depicts the most standard anatomy that is
the base for the cloud.
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 There are basically five components of the cloud:
1. Application: The upper layer is the application layer.
In this layer, any applications are executed.

2. Platform: This component consists of platforms that
are responsible for the execution of the application.

This platform is between the infrastructure and the
application.

3._Infrastructure: The infrastructure consists of _
resources over which the other components work. This
provides computational capability to the user.

4.Virtualization: Virtualization is the process of making
logical components of resources over the existing
physical resources. The logical components are isolated
and independent, which form the infrastructure.

5.Physical hardware: The physical hardware is provided
se[ver and storage units.
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Network Connectivity in Cloud
Computing

 Cloud computing is a technique of resource sharing
where servers, storage, and other computing

infrastructure in multiple locations are connected by
networks.

* In the cloud, when an application is submitted for its
execution, needy and suitable resources are allocated
from this collection of resources; as these resources
are connected via the Internet, the users get their
required results.

« For many cloud computing applications, network

performance will be the key issue to cloud computing
performance.

ce. oud computing has various deployment
ion: consider the |mppgg'p;gmwaspects

Aavvmant madale srnAd +hair




Public Cloud Access
Networking

* In this option, the connectivity is often through the
Internet, though some cloud providers may be able

to support virtual private networks (VPNs) for
customers.

« Accessing public cloud services will always create
issues related to security, which in turn is related to
performance.

* One of the possible approaches toward the support
of security is to promote connectivity through
encrypted tunnels, so that the information may be
sent via secure pipes on the Internet.

* ﬁ-_ procedure will be an overhead in the



« If we want to reduce the delay without compromising
security, then we have to select a suitable routing
method such as the one reducing the delay by
minimizing transit hops in the end-to-end
connectivity between the cloud provider and cloud
consumer.

Dept of CSE(CS), NRCM



Private Cloud Access
Networking

* In the private cloud deployment model, since the
cloud is part of an organizational network, the
technology and approaches are local to the in-house
network structure.

* This may include an Internet VPN or VPN service
from a network operator.

* If the application access was properly done with an
organizational network—connectivity in a precloud
configuration—transition to private cloud computing
will not affect the access performance.
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Public Intracloud Networking

- Another network connectivity consideration in cloud
computing is intracloud networking for public cloud services.

- Here, the resources of the cloud provider and thus the cloud
service to the customer are based on the resources that are

geographically apart from each other but still connected via the
Internet.

* Public cloud computing networks are internal to the service
provider and thus not visible to the user/customer;

* however, the security aspects of connectivity and the access
mechanisms of the resources are important.

- Another issue to look for is the QoS in the connected resources




Private Intracloud Networking

* The most complicated issue for networking and
connectivity in cloud computing is private intracloud
networking.

* Private intracloud networking is usually supported
over connectivity between the major data center sites
owned by the company.

« All cloud computing implementations will rely on
intracloud networking to link users with the resource
to which their application was assigned.
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* Once the resource linkage is made, the extent to which
Intracloud networking is used depends on whether the
application is componentized based on service-
oriented architecture (SOA) or not, among multiple
systems.

* If the principle of SOA Is followed, then traffic may
move between components of the application, as well
as between the application and the user.

* The performance of those connections will then
Impact cloud computing performance overall.
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Path forInternet Traffic

 The traditional Internet traffic through a limited set of
Internet gateways poses performance and availability issues
for end users who are using cloud-based applications.

* It can be improved if a more widely distributed Internet
gateway infrastructure and connectivity are being supported
for accessing applications, as they will provide lower-latency
access to their cloud applications.

* As the volume of traffic to cloud applications grows, the
percentage of the legacy network’s capacity in terms of traffic
to regional gateways increases.

 Applications such as video conferencing would hog more
bandwidth while mission-critical applications such as ERP will
gsume less bandwidth, and hence, one has to plan a correct
nectivVMysagd path between providers and consumers.
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Applications on the Cloud

‘The power of a computer is realized through the
applications.

‘There are several types of applications. STAND-ALONE
APPLICATION:

‘The first type of applications that was developed and
used was a stand-alone application.

A stand-alone application is developed to be run on a
single system that does not use network for its
functioning.

‘These stand-alone systems use only the machine in
wh|ch they are mstalled

B resources or features avallable within
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* These systems do not need the data or processing
power of other systems; they are self-sustaining.

« But as the time passed, the requirements of the users
changed and certain applications were required,
which could be accessed by other users away from the
systems.

T
A

nis led to the inception of web application. WEB
PPLICATION:

T
al

ne web applications were different from the stand-
one applications in many aspects.

 The main difference was the client server architecture
that was followed by the web application.

o Unllke stand-alone applications, these systems were

endent on the network for its working.

Dept of CSE(CS), NRCM



*Here, there are basically two components,
called as the client and the server.

*The server is a high—-end machine that
consists of the web application installed.

*This web application is accessed from other
client systems.

*The client can reside anywhere in the
hetwork.

It can access the web application through the
Internet.

*This type of application was very useful, and
this is extensively used from its inception
and now has become an important part of
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*Though this application is much used,
there are shortcomings as discussed in

thedolemipdication is not elastic and cannot handle
very heavy loads, that is, it cannot serve highly

varying loads.

* The web application is not multitenant.

* The web application does not provide a guantitative
measurement of the services that are given to the

users, though they can monitor the

user.

* The web applications are usually in one particular

platform.

* The web applications are not provided on a pay-as-
you-go basis; thus, a particular service is given to the

user for permanent or trial use and

usually the

timings of user access cannot be monitored.

* Due to its non-elastic nature, peak
annot be handled

. \\M

oad transactions
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* Primarily to solve the previously mentioned problem,
the cloud applications were developed.

 Figure 3.3 depicts the improvements in the
applications.

Stand-done |

anplicatwons.
SR ASRR

FIGURE 3.3
Computer application evolution
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CLOUDAPPLICATION:

> The cloud as mentioned can be classified into three broad access or
service models, Software as a Service (SaaS), Platform as a Service
(PaaS), and Infrastructure as a Service (1aaS).

- Cloud
A clou unique A clou but jts

Cloud application features

-According to NIST,
the features that

make cloud . J

applications unique

are described in the S—— e de
followi Multitenancy|| Elasticiyy [[Heterogeneous Quantitative || On-demand
0_ owing _ cloud platform | measutement Service
(Figure 3.4 depict

the features of a
cloud application):
pEIGURE 3.4)

w Features of cloud.
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1. Multitenancy:
. Multitenancy is one of the important properties of cloud that make it
different from other types of application in which the software can be
shared by different users with full independence.

*Here, independence refers to logical independence.

*Each user will have a separate application instance and the changes in one
application would not affect the other.

*There are no restrictions in the number of applications being shared.

*\Web application and cloud application are similar as the users use the
same way to access both.
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- Figure 3.5 depicts a multitenant application where several users share the same application

FIGURE 3.5
Multitenancy.

Application

User 1/tenant 1

User 2/tenant 2

User 3/tenant 3

User 4/tenant 4
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2.Elasticity:

Elasticity is also a unique property that enables the cloud
to serve better.

According to Herbst et al. , elasticity can be defined as the
degree to which a system is able to adapt to workload
changes by provisioning and deprovisioning resources in
an autonomic manner such that at each point in time, the
available resources match the current demand as closely
as possible.

Elasticity allows the cloud providers to efficiently handle
the number of users, from one to several hundreds of
users at a time.

In addition to this, it supports the rapid fluctuation of

loads, that is, the increase or decrease in the number of
users and their usage can rapidly change.
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3.Heterogeneous cloud platform:

St -
-
2
! \‘ o
Ve %
LJ

The cloud platform supports heterogeneity, wherein any type of
application can be deployed in the cloud.

Because of this property, the cloud is flexible for the
developers, which facilitates deployment.

The applications that are usually deployed can be accessed by
the users using a web browser.

Quantitative measurement:

The services provided can be quantitatively measured. The user
is usually offered services based on certain charges.

Here, the application or resources are given as a utility on a
pay-per-use basis.

Thus, the use can be monitored and measured.

Not only the services are measureable, but also the link usage
and several other parameters that support cloud applications
can be measured.

This property of measuring the usage is usually not available in
application and is a unique feature for cloud-based
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5.0n-demand service:

* The cloud applications offer service to the user, on
demand, that is, whenever the user requires it.

* The cloud service would allow the users to access
web applications usually without any restrictions
on time, duration, and type of device used.

* The previously mentioned properties are some of
the features that make cloud a unique application
platform.

* These properties mentioned are specific to the
cloud hence making it as one of the few
technologies that allows application developers to

suffice the user’s needs seamlessly without any
disruption.
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Managing the Cloud

 Cloud management is aimed at efficiently managing the
cloud so as to maintain the QoS.

* It 1s one of the prime jobs to be considered.
* The whole cloud is dependent on the way It iIs managed.

* Cloud management can be divided into two parts:
1. Managing the infrastructure of the cloud
2. Managing the cloud application
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1.Managing the Cloud Infrastructure

* The infrastructure of the cloud is considered to be the
backbone of the cloud.

* This component is mainly responsible for the QoS factor.

* If the infrastructure is not properly managed, then the
whole cloud can fail and QoS would be adversely affected.

* The core of cloud management is resource management.

* Resource management involves several internal tasks such
as resource scheduling, provisioning, and load balancing.

* These tasks are mainly managed by the cloud service
provider’s core software capabilities such as the cloud OS
that is responsible for providing services to the cloud and
that internally controls the cloud.
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* A cloud infrastructure is a very complex system that consists
of a lot of resources.

* These resources are usually shared by several users. Poor
resource management may lead to several inefficiencies In
terms of performance, functionality, and cost.

PERFORMANCE

« If a resource is not efficiently managed, the performance of the
whole system is affected.

* Performance is the most important aspect of the cloud,

because everything in the cloud is dependent on the SLAs and
the SLAs can be satisfied only if performance is good.

FUNCTIONALITY

« Similarly, the basic functionality of the cloud should always be
provided and considered at any cost.

* Even if there Is a small discrepancy in providing the _
functionality, the whole purpose of maintaining the cloud is
utile.

nctional cloud would not satisfy the SLAs.
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* COST

» Lastly, the reason for which the cloud was developed was cost.

- The cost Is a very important criterion as far as the business
prospects of the cloud are concerned.

- On the part of the service providers, if they incur less cost for

managing the cloud, then they would try to reduce the cost so as to
get a strong user base.

* Hence, a lot of users would use the services, improving their profit
margin.

« Similarly, if the cost of resource management is high, then definitely
the cost of accessing the resources would be high and there is never a
lossy business from any organization and so the service provider
would not bear the cost and hence the users have to pay more.

 Similarly, this would prove costly for service providers as they have

a high chance of losing a wide user base, leading to only a marginal
growth in the industry.

Dept of CSE(CS), NRCM



- And, competing with its industry rivals would become
a big issue.

* Hence, efficient management with less cost is
required.

« At a higher level, other than these three issues, there
are few more issues that depend on resource
management.

* These are power consumption and optimization of
multiple objectives to further reduce the cost.

« To accomplish these tasks, there are several
approaches followed, namely, consolidation of server
and storage workloads.

« Consolidation would reduce the energy consumption
and in some cases would increase the performance of




- The previously discussed prospects are mostly suitable for
laas.

Similarly, there are different management methods that are
followed for different types of service delivery models.

*Each of the type has its own way of management. All the
management methodologies are based on load fluctuation.

Load fluctuation is the point where the workload of the system
changes continuously.

*This is one of the important criteria and issues that should be
considered for cloud applications.

L_oad fluctuation can be divided into two types: predictable and
unpredictable.

- Predictable load fluctuations are easy to handle.

*The cloud can be preconfigured for handling such kind of
fluctuations.

-Whereas unpredlctable load fluctuations are difficult to handle,
11\ thls IS one of the reasons why cloud is preferred by
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* This Is as far as cloud management is concerned.

 Cloud governance is another topic that is closely related to
cloud management.

 Cloud governance is different from cloud management.

* There are several aspects of cloud governance out of which
SLAs are one of the important aspects.

* SLAS are the set of rules that are defined between the user
and cloud service provider that decide upon the QoS factor.

* If SLASs are not followed, then the defaulter has to pay the
penalty.

* The whole cloud is governed by keeping these SLAS In
mind.
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2. Managing the Cloud Application

« Business companies are increasingly looking to move
or build their corporate applications on cloud
platforms to improve agility or to meet dynamic
requirements that exist in the globalization of
businesses and responsiveness to market demands.

* But, this shift or moving the applications to the cloud
environment brings new complexities.

« Applications become more composite and complex,
which requires leveraging not only capabilities like
storage and database offered by the cloud providers
but also third—party SaaS capabilities like e-mail and
messaging.

* S0, understanding the availability of an application
uires inspecting the infrastructure, the services it
1SUT nd the upkeep of the appllcatlon
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 The composite nature of cloud applications requires
visibility into all the services to determine the overall
availability and uptime.

 Cloud application management is to address these
issues and propose solutions to make it possible to
have insight into the application that runs in the cloud,
as well as implement or enforce enterprise policies like
governance and auditing and environment

management while the application is deployed in the
cloud.

* These cloud-based monitoring and management
services can collect a multitude of events, analyze
them, and identify critical information that requires
additional remedial actions like adjusting capacity or
provisioning new services.

- Additionally, application management has to be
_\_orted with tools and processes reqmred for




Migrating Application to Cloud

 Cloud migration encompasses moving one or more
enterprise applications and their I'T environments
from the traditional hosting type to the cloud
environment, either public, private, or hybrid.

 Cloud migration presents an opportunity to
significantly reduce costs incurred on applications.

* This activity comprises, of different phases like
evaluation, migration strategy, prototyping,
provisioning, and testing.
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Phases of Cloud Migration

1.Evaluation:

Evaluation is carried out for all the components like current
Infrastructure and application architecture, environment in terms of
compute, storage, monitoring, and management, SLAs, operational
processes, financial considerations, risk, security, compliance, and
licensing needs are identified to build a business case for moving to the
cloud.

2.Migration strateqy:

« Based on the evaluation, a migration strategy is drawn—a hot
plug strategy Is used where the applications and their data and
interface dependencies are isolated and these applications can
be operationalized all at once.

«  Afusion strategy is used where the applications can be
partially migrated; but for a portion of it, there are
dependencies based on existing licenses, specialized server
requirements like mainframes, or extensive interconnections
with other applications.
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3.Prototyping:
«  Migration activity is preceded by a prototyping activity to validate

and ensure that a small portion of the applications are tested on
the cloud environment with test data setup.

4.Provisioning:

Premigration optimizations identified are implemented. Cloud
servers are provisioned for all the identified environments,
necessary platform software's and applications are deployed,
configurations are tuned to match the new environment sizing,
and databases and files are replicated.

« Allinternal and external integration points are properly

configured. Web services, batch jobs, and operation and
management software are set up in the new environments.

5.Testing:
*  Postmigration tests are conducted to ensure that migration has
been successful.

« Performance and load testing, failure and recovery testing, and
scale-out testing are conducted against the expected traffic load
Wy resource utilization levels.
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Approaches for Cloud Migration

« The following are the four broad approaches for cloud
migration that have been adopted effectively by vendors:

1. Migrate existing applications:

Rebuild or rearchitect some or all the applications, taking advantage of
some of the virtualization technologies around to accelerate the work.
But,it requires top engineers to develop new functionality.

This can be achieved over the course of several releases with the timing
determined by customer demand.

2. Start from scratch:

Ratler than cannibalize sales, confuse customers with choice, and tie up
engineers trying to rebuild existing application, it may be easier to start
again. Many of the R&D decisions will be different now, and with some of

the more
sophisticated development environments, one can achieve more even with
small focused working team.
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3. Separate company:

4,

Buy

One may want to create a whole new company with separate
brand, management, R&D, and sales.

The investment and internet protocol (IP) may come from the
existing company, but many of the conflicts disappear once a
new born in the cloud company is established.

The separate company may even be a subsidiary of the existing

company. What is important is that the new company can act,
operate, and behave like a cloud-based start-up.

an existing cloud vendor:

»

For a large established vendor, buying a cloud-based competitor
achieves two things.

Firstly, it removes a competitor, and secondly, it enables the vendor to
hit the ground running in the cloud space.

The risk of course is that the innovation, drive, and operational
approach of the cloud-based company are destroyed as it is merged into
the larger acquirer.
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Introduction

« Cloud computing is a model that enables
the end users to access the shared pool of
resources such as compute, network,
storage, database, and application as an
on-demand service without the need to
buy or own it.

« The services are provided and managed
by the service provider, reducing the
management effort from the end user
side.

«_The essential characteristics of the cloud
incerslaQn-demand self-service, broad
networ ecoUurcE BENFha. ranid




« The National Institute of Standards and
Technology (NIST) defines three basic

service models, namely, laaS, PaaS, and
SaaS. as shown in Fiaure 5.1.

~
SaaS
(for end users)
J
N
PaaS
(for developers)
J
laaS j

(for IT architects)

FIGURE 5.1
Basic cloud service models.
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« The NIST definition of the three basic
service models is given as follows:

1. laas:

— The ability given to the infrastructure
architects to deploy or run any software
on the computing resources provided by
the service provider.

— Here, the underlying infrastructures such
as compute, network, and storage are
managed by the service provider.

— Thus, the infrastructure architects are
exempted from maintaining the data
center or underlying infrastructure.

=_The end users are responsible for

eGLLN O applications that are running
T ok CS (CS) NRC
> arvice Nroavi ~laind




— Generally, the laaS services are provided from
the service provider cloud data center.

— The end users can access the services from their
devices through web command line interface (CLI)
or application programming interfaces (APIs)
provided by the service providers.

— Some of the popular laaS providers include
Amazon Web Services (AWS), Google Compute
Engine, OpenStack, and Eucalyptus.

2 .Paas:

— The ability given to developers to develop and
deploy an application on the development
platform provided by the service provider.

— Thus, the developers are exempted from
managing the development platform and
underlying infrastructure.

Here, the developers are responsible for
>~anaging the eployed application and
g the development environment.
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— Generally, PaaS services are provided by the service
provider on an on-premise or dedicated or
hosted cloud infrastructure.

—The developers can access the development
platform over the Internet through web CLI, web
user interface (Ul), and integrated development
environments (IDEs).

—Some of the popular PaaS providers include
Google App Engine, Force.com, Red Hat
OpenShift, Heroku, and Engine Yard.

3.5aaSs:

— The ability given to the end users to access an
application over the Internet that is hosted and
managed by the service provider.

- Thus, the end users are exempted from
meagaging or controlling an application, the

_ ”{" olatform, and.the.underlying




— Generally, SaaS services are hosted in service provider—
managed or service provider-hosted cloud

infrastructure.
—The end users can access the services from any
thin clients or web browsers.

—-Some of the popular SaaS providers include

Saleforce.com, Google Apps, and Microsoft office
365.

‘The different cloud service models target
different audiences.

‘For example, the laaS model targets the
information technology (IT) architects, PaaS
targets the developers, and SaaS targets the
end users.

 Bx adoon the services subscribed, the
 responsimeaf the tardétéeetatidience mayv
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FIGURE 5.2
User and service provider responsibilities of cloud service models: (a) 1aa$, (b) Paa$S, and (c) SaaS.

Dept of CSE(CS), NRCM




In laasS, the end users are responsible for
maintaining the development platform and the
application running on top of the underlying
infrastructure.

The laaS providers are responsible for
maintaining the underlying hardware as shown
in Figure 5.2a.

In Paas, the end users are responsible for
managing the application that they have
developed. The underlying infrastructure will
be maintained by the infrastructure provider
as shown in Figure 5.2b.

In SaaS, the end user is free from maintaining
the infrastructure, development platform, and
-*..,\3-- that they are using



The different service models of cloud
computing can be deployed and delivered

through any one of the cloud deployment
models.

The NIST defines four different types of cloud
deployment models, namely, public cloud,
private cloud, community cloud, and hybrid
cloud.

The public cloud is provided for the general
public.

The private cloud is used by an organization
for its multiple business units.

The community cloud is for some group of
organization with the same goals.

IFheaybrid cloud is any combination of the
, ;PPN and commupitycclauds.



Public cloud

\’_\

Hvbrid cloud

Private cloud

FIGURE 5.3

Community cloud

Deployment and delivery of different cloud service delivery models.
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Infrastructure as a Service

laaS changes the way that the compute, storage, and
networking resources are consumed.

In traditional data centers, the computing power is
consumed by having physical access to the infrastructure.
laaS changes the computing from a physical infrastructure
to a virtual infrastructure.

laaS provides virtual computing, storage, and network
resources by abstracting the physical resources.

Technology virtualization is used to provide the virtual
resources.

All the virtual resources are given to the virtual machines
(VMs) that are configured by the service provider.
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e The end users or IT architects will use the

infrastructure resources in the form of VMs as
Shown in Finnira R A

e
m l‘ ' . b

{_ Consumes Load balancing layer

IaaS consumer
{infrastructure
architect)

VM| (VM| (VM| VM| | VM

VM VM VM VM VM

VM VM| | VM VM VM
Virtual infrastructure

{virtual compute/network/
storage)

Virtualization layer

Physical infrastructure
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FIGURES.4
Overview of laaS.
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e The targeted audience of laaS is the IT
architect.

« The IT architect can design virtual
infrastructure, network, load balancers,
etc., based on their needs.

e The IT architects need not maintain the
physical servers as it is maintained by the
service providers.

« The physical infrastructure can be
maintained by the service providers
themselves.

e Thus, it eliminates or hides the complexity
of maintaining the physical infrastructure
st the IT archltects




FIGURE 5.5
Services provided by laaS providers.
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1.Compute: Computing as a Service
includes virtual central processing units
(CPUs) and virtual main memory for the
VMs that are provisioned to the end
users.

2.Storage: STaaS provides back-end
storage for the VM images. Some of the
laaS providers also provide the back end
for storing files.

3.Network: Network as a Service (NaaS)
provides virtual networking components
such as virtual router, switch, and bridge
for the VMs.

4.Load balancers: Load Balancing as a
BSeLyice may provide load balancing
@v L the infrastructure |ayer.

cap



Characteristics of 1aaS

e |laaS providers offer virtual computing
resources to the consumers on a payas-you-
go basis.

« laaS contains the characteristics of cloud
computing such as on-demand self-service,
broad network access, resource pooling, rapid
elasticity, and measured service.

o Apart from all these, laa$S has its own unique
characteristics as follows:

1.Web access to the resources:

— The laaS model enables the IT users to access
infrastructure resources over the Internet.

accessing a huge computing power, the IT
| t get physical access tQ.the servers.




— Through any web browsers or management console, the
users can access the required infrastructure.

2.Centralized management:

— Even though the physical resources are distributed,
the management will be from a single place.

— The resources distributed across different parts can

be controlled from any management console.
— This ensures effective resource management and

effective
resource utilization.

3. Elasticity and dynamic scaling:

— laaS provides elastic services where the usage of
resources can be increased or decreased according to

the requirements.
— The infrastructure need depends on the load on the
__application. According to the load, laaS services can
|de the resources.

Ny appllcatlon @@y@@m@ and laaS
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4,

Shared infrastructure:

laasS follows a one—to—manK delivery model and allows
multiple IT users to share the same physical
infrastructure.

The different IT users will be given different VMs. laaS
ensures high resource utilization.

Preconfigured VMs:

laaS providers offer preconfigured VMs with operating
systems (OSs), network configuration, etc. The IT users
can select any kind of VMs of their choice.

The IT users are free to configure VMs from scratch.

The users can directly start using the VMs as soon as they
subscribed to the services.

Metered services:

laaS allows the IT users to rent the computing resources
instead of buying it.

The services consumed by the IT user will be measured,
and the users will be charged by the laaS providers based
&lhe amount of usage.
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Suitability of 1aaS

1. Unpredictable spikes in usage:

—When there is a significant spike in usage of computing
resources, laaS is the best option for IT industries.
— When demand is very volatile, we cannot predict the
spikes and troughs in terms of demand of the
infrastructure.

— In this situation, we cannot add or remove

infrastructure |mmed|ately according to the demand
in a traditional infrastructure.

— Ifthereis an unpredictable demand of infrastructure,
then it is recommended to use laaS services.

2.Limited capital investment:

— New start-up companies cannot invest more on
buying infrastructure for their business needs.
ALd so by using laa$, start-up companies can reduce
 the ™mwaiial investment on hardware. laaS is the
\ al e o start-upr Eotfpaties with less




3.

Infrastructure on demand:

Some organizations may require large infrastructure
for a short period of time.

For this purpose, an organization cannot afford to
buy more on-premise resources.

Instead, they can rent the required infrastructure for
a specific period of time.

laaS best suits the organizations that look for
infrastructure on

demand or for a short time period.

laaS helps start-up companies limit its capital
expenditure.

While it is widely used by start-up companies,
there are some situations where laaS may not
be the best option.
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1. When regulatory compliance does not allow off-premise hosting:

For some companies, its regulation may not allow the
application and data to be hosted on third-party off-
premise infrastructure.

When usage is minimal:

When the usage is minimal and the available on-premise
infrastructure itself is capable of satisfying their needs.

When better performance is required:

Since the laaS services are accessed through the Internet,
sometimes the performance might be not as expected due
to network latency.

When there is a need for more control on physical
infrastructure:

Some organizations might require physical control over
the underlying infrastructure.

a0 e control on underlying physical



Pros and Cons of 1aaS

« Being one of the important service models of cloud
computing, laaS provides lot of benefits to the IT users.

« The following are the benefits provided by laaS:

1. Pay-as-you-use model:
— ThelaaS services are provided to the customers on a pay-
per-use basis.
— This ensures that the customers are required to pay for what
they have used.
— This model eliminates the unnecessary spending on buying

hardware.

2. Reduced TCO:
— Since laaS providers allow the IT users to rent the computing
resources, they need not buy physical hardware for running their
business.
el users can rent the IT infrastructure rather than buy it by

I \T,'.'T«*\‘ g Ount.
1Ce ar buying hardwarérasétirces and thus




3. Elastic resources:
— laaS provides resources based on the current needs.
— IT users can scale up or scale down the resources
whenever they want.
— This dynamic scaling is done automatically using
some load balancers.

— This load balancer transfers the additional resource
request to

the new server and improves application efficiency.

4. Better resource utilization:
— Resource utilization is the most important criteria to
succeed in the IT business.

— The purchased infrastructure should be utilized
properly to increase the ROI.

laaS ensures better resource utilization and provides
h ROI for laaS providers.

AL




5. Supports Green IT:

n traditional IT infrastructure, dedicated
servers are used for different business needs.

Since many servers are used, the power
consumption will be high.

This does not resultin Green IT.

In laasS, the need of buying dedicated servers
is eliminated as single infrastructure is shared
between multiple customers, thus reducin
the number of servers to be purchased an
hence the power consumption that results in
Green IT.

Even though laaS provides cost-related
benefits to small-scale industries, it

lacks in providing security to the data.



e The following are the drawbacks of laaS:

1. Security issues:

— Since laaS uses virtualization as the enabling
technology, hypervisors play an important role.
— There are many attacks that target the hypervisors to
compromise it.
— If hypervisors get compromised, then any VMs can be
attacked easily.

— Most of the 1aaS providers are not able to provide
100% security

to the VMs and the data stored on the VMs.

2. Interoperability issues:
— There are no common standards followed among the
different laaS providers.

— Itis very difficult to migrate any VM from one laa$S
provider to the other.

etimes, the customers might face the vendor
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e Performance issues:

—laaS is nothing but the consolidation of
available resources from the distributed
cloud servers.

— Here, all the distributed servers are
connected over the network.

— Latency of the network plays an
important role in deciding the
performance.

Bacause of latency issues, sometimes the
| | ssues with-its=performance.




Platform as a Service

e PaaS changes the way that the software is developed

and deployed.

h traditional al:)tp))lication development, the
application will be developed locally and will be
nosted in the central location.

n stand-alone application development, the
applications will be developed and delivered as
executables.

Most of the applications developed by traditional
development platforms result in a licensing-based
software, whereas PaaS changes the application
development from local machine to online. PaaS
providers provide the development PaaS from the
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« PaaS allows the developers to develop their
application online and also allows them to

deploy im
 PaaS cons
language

mediately on the same platform.

umers or developers can consume
runtimes, application frameworks,

databases, message queues, testing tools, and
deployment tools as a service over the

Internet.

e Thus, it reduces the complexity of buying and
maintaining different tools for developing an
application.

- Typical PaaS providers may provide
rogramming languages, application

ramewor
shown in

e Some of t

balares
carvice:

ks, databases, and testing tools as
Figure 5.7.

ne PaaS providers also provide build

BteQls, deployment tools, and software load
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1. Programming languages:
— PaaS providers provide a wide variety of
programming languages for the developers
to develop applications.

— Some of the popular programming
languages provided by PaaS vendors are
Java, Perl, PHP, Python, Ruby, Scala, Clojure,
and Go.

2. Application frameworks:

— PaaS vendors provide application
frameworks that simplify the application
development.

— Some of the popular application
—~development frameworks provided by a PaaS
- pro™eg mclude Node.js, Rails, Drupal,

De pt of CSE
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1. Database:

— Since every application needs to
communicate with the databases, it
becomes a must-have tool for every
application.

— PaaS providers are providing databases also
with their PaaS platforms.

— The popular databases provided by the
popular PaaS vendors are ClearDB,
PostgreSQL, Cloudant, Membase, MongoDB,
and Redis.

2. Other tools:
PaaS providers provide all the tools that are

Dept of CSE(CS), NRCM
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Services provided by Paa$ providers.
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Characteristics of PaaS

« PaaS development platforms are different from the
traditional application development platforms.

« The following are the essential characteristics that make
PaaS unique

from traditional development platforms:

1. Allin one:
— Most of the PaaS providers offer services to develop, test,
deploy, host, and maintain applications in the same IDE.

— Additionally, many service providers provide all the
programming languages, frameworks, databases, and other
development-related services that make developers choose
from a wide variety of development platforms.

2. Web access to the development platform:

— Atypical development platform uses any IDEs for
developing applications.

- Tymieglly, the IDE will be installed in the developer’s

Dept of CSE(CS), NRCM




— But, PaaS provides web access to the development
platform

— Using web Ul, any developer can get access to the
development platform.

— The web-based Ul helps the developers create,
modify, test, and

deploy different applications on the same platform.

3.0ffline access:

— A developer may not be able to connect to the Internet
for a whole day to access the PaaS services.

— When there is no Internet connectivity, the developers
should

be allowed to work offline.

— To enable offline development, some of the PaaS
roviders allow the developer to synchronize their
ocal IDE with the PaaS services.

— The developers can develop an application locally and

deploy it online whenever they are connected to the
InTen
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— It is very difficult to enable the dynamic scalability for
any application developed using traditional
development platforms.

— But, PaaS services provide built-in scalability to an

gppéication that is developed using any particular
aas.

— This ensures that the application is capable of
handling varying loads efficiently.

5.Collaborative platform:

— Nowadays, the development team consists of
developers who are working from different places.

— There is a need for a common platform where the
developers can collaboratively work together on the
same project.

— Most of the PaaS services provide support for
collaborative development.

— To enable collaboration among developers, most of
the PaaS

prayiders provide tools for project planning and
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— The client tools include CLI, web CLI, web Ul, REST API, and

IDE.

—The developers can choose any tools of their
choice.

—These client tools are also capable of handling
billing and subscription management.

Suitability of PaaS

‘Most of the start-up SaaS development
companies and independent software vendors
(ISVs) widely use PaaS in developing an
appllcat|on

echnology is getting attention from other
are developmyent companies




1.

Collaborative development:

To increase the time to market and development
efficiency, there is a need for a common place where the
development team and other stakeholders of the
application can collaborate with each other.

Since PaaS services provide a collaborative development
environment, it is a suitable option for applications that
need collaboration among developers and other third
parties to carry out the development process.

2. Automated testing and deployment:

— Automated testinlg and building of an application are very
]chsefuI while developing applications at a very short time

rame.

— The automated testing tools reduce the time spentin
manual testing tools.

— Most of the PaaS services offer automated testing and
deployment

capabilities.

The development team needs to concentrate more on

" ~glavelopment rather than testing and deployment.
- ThusSh™s ervices are the best option where there is a
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3. Time to market:
— The PaaS services follow the iterative and

incremental development methodologies that
ensure that the application is in the market as
per the time frame given.

— For example, the PaaS services are the best
option for appllcatlon development that uses
agile development methodologies.

— If the software vendor wants their application to
be in the market as soon as possible, then the
PaaS services are the best option for the
development.

e PaaS is used widely to accelerate the
application development process to ensure
the time to market.

. Most of the start-up companies and ISVs
migrating to the PaaS services.
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e Even though itis used widely, there are some
situations where PaaS may not be the best
option:

1. Frequent application migration:
— The major problem with PaaS services are vendor lock-
In.
— Since there are no common standards followed among

PaaS providers, it is very difficult to migrate the
application from one PaaS provider to the other.

2. Customization at the infrastructure level:

— PaaS is an abstracted service, and the PaaS users do not
have full control over the underlying infrastructure.

— There are some application development platforms

that need some configuration or customization of

underlying infrastructure.

In these situations, it is not possible to customize the

>~_underlying infrastructure with PaaS.
I the asadication development platform needs any

)T Dept of CSE(CS), NRCM




3.

FIeX|b|I|ty at the platform level:

PaaS provides template-based applications where all
the different programming languages, databases,
and message queues are predefined.

It is an advantage if the application is a generic
application.

Integration with on-premise application:

A company might have used PaaS services for some
set of applications.

For some set of applications, they might have used
on-premise

platforms.

Since many PaaS services use their own proprietary
technoI0ﬂ|es to define the application stack, it may
not match with the on-premise application stack.

This makes the integration of application hosted in

e premise platform and PaaS platform a difficult
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Pros and Cons of PaaS

e The main advantage of using Paas is that it hides
the complexity of maintaining the platform and
underlying infrastructure.

* This allows the developers to work more on
implementing the important functionalities of the
application.

e Apart from this, the PaaS has the following
benefits:

1.Quick development and deployment:

— PaaS provides all the required development and
testing tools to develop, test, and deploy the
software in one place.

=__Most of the Paa$S services automate the testing and

salgvment process as soon as the developer
npiec aLC development -Dept of CSE(CS), NRCM




2. Reduces TCO: _
— The developers need not buy licensed development and

testing tools if PaaS services are selected.

— Most of the traditional development platforms requires
high-end infrastructure for its working, which increases
the TCO of the application development company.

— But, PaaS allows the developers to rent the software,
development platforms, and testing tools to develop,
build, and deploy the application.

— PaaS does not require high-end infrastructure also to
develop the application, thus reducing the TCO of the
development company.

3. Supports agile software development:

— Nowadays, most of the new-generation applications are
developed using agile methodologies.

— Many ISVs and SaaS development companies started
adopting agile methodologies for application
development.

PaaS services support agile methodologies that the ISVs
~and other development companies are looking for.

Dept of CSE(CS), NRCM



4. Different teams can work together:
— The traditional development platform does not have
extensive support for collaborative development.

— PaaS services support developers from different places to
work together on the same project.

— This is possible because of the online common
development platform provided by PaaS providers.

5. Ease of use;:

— The traditional development platform uses any one of CLI-
or IDE- based interfaces for development.

— Some developers may not be familiar with the interfaces
provided by the application development platform.

— This makes the development job a little bit difficult.

—  But, PaaS provides a wide variety of client tools such as
CLI, web CLI, web Ul, APIs, and IDEs.

— The developers are free to choose any client tools of their

choice.

Especially, the web Ul-based PaaS services increase the

~sability of the development platform for all types of
™ ers.
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6.

Less maintenance overhead:

In on-premise applications, the development company or
software vendor is responsible for maintaining the
underlying hardware.

They need to recruit skilled administrators to maintain the
servers.

This overhead is eliminated by the PaaS services as the
underlying infrastructure is maintained by the
infrastructure providers.

This gives freedom to developers to work on the
application development.

Produces scalable applications:

Most of the applications developed using PaaS services are
web application or SaaS application.

These applications require better scalability on the extra
load.

For handling extra load, the software vendors need to
maintain an additional server.

tis very difficult for a new start-up company to provide

ervers based on the additional load.
ices are providinghuiliinegalability to the
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« PaaS provides a lot of benefits to developers when
compared to the traditional development environment.
« On the other hand, it contains drawbacks, which are

described in the following:

1. Vendor lock-in:

— The major drawback with PaaS providers are vendor lock-
in.

— The main reason for vendor lock-in is lack of standards.
There are no common standards followed among the
different PaaS providers.

— The other reason for vendor lock-in is proprietary
technologies used

by PaaS providers.

— Most of the PaaS vendors use the proprietary technologies
that are not compatible with the other PaaS providers.

— The vendor lock-in problem of PaaS services does not
allow the

applications to be migrated from one PaaS provider to the other.

Dept of CSE(CS), NRCM
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— Since data are stored in off-premise third-party servers, many
developers are afraid to go for PaaS services.
—Of course, many PaaS providers provide mechanisms to

protect the user data, and it is not sufficient to feel the
safety of onpremise deployment.

—When selecting the PaaS provider, the developer should
review the regulatory, compliance, and security policies of
the PaaS provider with their own security requirements.

—If not properly reviewed, the developers or users are at the
risk of data security breach.

3.Less flexibility:

— PaaS providers do not give much freedom for the
developers to define their own application stack.

— Most of the PaaS providers provide many programming
languages, databases, and other development tools.

— But, it is not extensive and does not satisfy all developer
needs.

— Only some of the PaaS providers allow developers to extend

the PaaS tools with the custom or new programming

of the PaaS providers do not provide flexibility to
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 Depends on Internet connection:

— Since the PaaS services are delivered over the
Internet, the developers should depend on
Internet connectivity for developing the
application.

— Even though some of the providers allow offline
access, most of the PaaS providers do not allow
offline access.

— With slow Internet connection, the usability and
efficiency of the PaaS platform do not satisfy the
developer requirements.
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Software as a Service

SaaS changes the way the software is delivered to the
customers. In the traditional software model, the
software is delivered as a license-based product that
needs to be installed in the end user device.

Since SaasS is delivered as an on-demand service over the
Internet, there is no need to install the software to the
end user’s devices.

SaaS services can be accessed or disconnected at any
time based on the end user’s needs.

SaaS services can be accessed from any lightweight web
browsers on any devices such as laptops, tablets, and
smartphones.

Some of the SaaS services can be accessed from a thin

client that does not contain much storage space and
cannot run much software like the traditional desktop

t benefits of using thin clients for accessing
g are as follows: -itsissless vulnerable to



« A typical SaaS provider may provide
business services, social networks,
document management, and mail services
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1.

Business services:

Most of the SaaS providers started providing a variety of
business services that attract start-up companies.

The business SaaS services include ERP, CRM, billing, sales, and
human

resources.

2.

Social networks:

Since social networking sites are extensively used by the general
ublic, many social networking service providers adopted Saa$
or their sustainability.

Since the number of users of the social networking sites is
increasing exEonentlaIIy, cloud computing is the perfect match
for handling the variable load.

Document management:

Since most of the enterprises extensively use electronic
documents, most of the SaaS providers started providing
services that are used to create, manage, and track electronic
documents.

Mail services:

E-mail services are currently used by many people.
The future growth in e-mail usage is unpredictable.

To handle the unpredictable number of users and the load on e-

23l services, most of the e-mail providers started offering their

aaS services.
Dept of CSE(CS), NRCM



Characteristics of SaaS

« SaaS services are different and give more
benefits to end users than the traditional
software.

« The following are the essential
characteristics of SaaS services that make
it unique from traditional software:

1. Oneto many:

— SaaS services are delivered as a one-to-many
model where a single instance of the application
0o shared by multiple tenants or customers
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2. Web access:

SaaS services provide web access to the
software.

It allows the end user to access the application
from any location if the device is connected to
the Internet.

. Centralized management:

Since SaaS services are hosted and managed
from the central location, management of the
SaaS application becomes easier.

Normally, the SaaS providers will perform the
automatic updates that ensure that each tenant
is accessing the most recent version of the
application without any user- side updates.

Multidevice support:
SaaS services can be accessed from any end user

_devices such as desktops, laptops, tablets,

thin clients.

Dept of CSE(CS), NRCM
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5. Better scalability:
Since most of the SaaS services leverage PaaS
and laaS for its development and deployment, it
ensures a better scalability than the traditional
software.

— The dynamic scaling of underlying cloud
resources makes Saa$S applications work
efficiently even with varying loads.

6. High availability:

— SaaS services ensure the 99.99% availability of
user data as proper backup and recovery
mechanisms are implemented at the back end.

/. APl integration:

— SaasS services have the capability of integrating
W|th other software or service through standard
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Suitability of SaaS

SaaS is popular among individuals and start-up companies
because of the benefits it provides.

Most of the traditional software users are looking for SaaS

versions of the software as Saa$S has several advantages
over traditional applications.

SaaS applications are the best option for the following:

. On-demand software:

— The licensing-based software model requires buying full
packaged software and increases the spending on buying
software.

— Some of the occasionally used software does not give any
ROI.

— Because of this, many end users are looking for a software
that they can use as and when they needed.

= lbe end users are looking for on-demand software rather

ansing-based full-term software, then the Saa$S
-~ "Wa tlon Dept of CSE(CS), NRCM



2. Software for start-up companies:
— When using any traditional software, the end
user should buy devices with minimum
requirements specified by the software vendor.

— This increases the investment on buying
hardware for start—-up companies.

— Since SaaS services do not require high-end
infrastructure for accessing, it is a suitable
option for start-up companies that can reduce
the initial expenditure on buying high-end
hardware.

3. Software compatible with multiple devices:

— Some of the applications like word processors or
mail services need better accessibility from
~djfferent devices.

A\ The S®™mgpolications are adaptakle with almost




4. Software with varying loads: o
— We cannot predict the load on popular applications
such as social networking sites.

— The user may connect or disconnect from
applications anytime.

— Itis very difficult to handle varying loads with the
traditional infrastructure.

— With the dynamic scaling capabilities, SaaS
applications can handle varying loads efficiently
without disrupting the normal behavior of the
application.

» Most of the traditional software vendors
moved to SaaS business as it is an emerging
software delivery model that attracts end
users.

« But still many traditional applications do not
___have its SaaS versions.

aplies that SaaS applications may not be
hommaL for all typesofssoftware.
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« The SaaS delivery model is not the best option for the
applications mentioned in the following:

1. Real-time applications:

— Since SaaS applications depend on Internet connectivity, it
may not work better with low Internet speed.

— If data are stored far away from the end user, the latency
issues may delay the data retrieval timings.

— Real-time applications require fast processing of data that
may not be possible with the SaaS applications because of
the dependency on high-speed Internet connectivity and
latency issues.

2. Applications with confidential data:

— Data security, data governance, and data compliance are
always issues with SaaS applications.

— Since data are stored with third-party service providers,
there is no surety that our data will be safe.

— If the stored confidential data get lost, it will make a serious
loss to the organization.

TGS not recommended to go for SaaS for applications that
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« Better on-premise application:

« Some of the on-premise applications might
fulfill all the requirements of the
organization.

* In such situations, migrating to the SaaS
model may not be the best option.

Pros and Cons of SaaS

*SaaS applications are used by a
wide range of individuals and
start—-up industries for its cost-
related benefits.
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1.No client-side installation:

SaaS services do not require client-side installation of the software.
*The end users can access the services directly from the service
provider data center without any installation.

*There is no need of high-end hardware to consume SaaS services.
It can be accessed from thin clients or any handheld devices, thus
reducing the initial expenditure on buying high-end hardware.

2.Cost savings:

Since SaaS services follow the utility-based biIIin%or ay-as-you-go
billing, it demands the end users to pay for what they have used.
*Most of the SaaS providers offer different subscription plans to
benefit different customers.

Sometimes, the generic SaaS services such as word processors are
given for

free to the end users.

3.Less maintenance:
SaaS services eliminate the additional overhead of maintaining the
software from the client side.
kexample, in the traditional software, the end user is responsible
2rformmag bulk updates.
thesSmaanrovider itself maiptainssthe automatic
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4. Ease of access: S
— SaaS services can be accessed from any devices if it

is connected to the Internet.
— Accessibility of SaaS services is not restricted to any
particular

devices.
— Itis adaptable to all the devices as it uses the
responsive web Ul.

5. Dynamic scaling:
— SaaS services are popularly known for elastic
dynamic scaling.

— Itis very difficult for on-premise software to
provide dynamic scaling capability as it requires
additional hardware.

— Since the SaaS services leverage elastic resources
provided by cloud computing, it can handle any type
of varying loads without disrupting the normal

behavior of the application.




— If any server fails, the end user can access the SaaS
from other servers.

— It eliminates the problem of single point of failure.

— ltalso ensures the high availability of the
application.

7 .Multitenancy:

— Multitenancy is the ability given to the end users to
share a single instance of the application.

— Multitenancy increases resource utilization from the
service provider side.

— Even though SaaS services are used by many
individuals and start-up industries, the adoption
from the large industries is very low.

— The major problem with SaaS services is security to
the data.

»._All companies are worried about the security
. Ofegirdata that are hosted in the service

a n te r Dept of CSE(CS), NRCM



* The following are the major problems with SaaS services:

1. Security:

Security is the major concern in migrating to SaaS
application.

Since the SaaS application is shared between many end
users, there is a possibility of data leakage.

Here, the data are stored in the service provider data
center.

We cannot simply trust some third-party service provider
to store our company-sensitive and confidential data.
The end user should be careful while selecting the SaaS
provider to

avoid unnecessary data loss.

2. Connectivity requirements:

SaaS applications require Internet connectivity for
accessing it.

metimes, the end user’s Internet connectivity might be very

lons, the user canpgt.aceess.the services



3. Loss of control:
— Since the data are stored in a third-party
and off premise location, the end user
does not have any control over the data.

— The degree of control over the SaaS
application and data is lesser than the
on-premise application.

Dept of CSE(CS), NRCM



Other Cloud Service Models

« The basic cloud services such as laaS, PaaS, and SaaS are

widely used by many individual and start-up
companies.

« Now, cloud computing becomes the dominant
technology that drives the IT world.

« Because of the extensive use of basic cloud services, the
end users realize the importance and benefits of

specific services such as network, storage, and
database.

« The basic cloud service models are the unified models
that contain multiple services in it.

* Now, the end users’ expectation changed, and they are
expecting

the |nd|V|duaI services to be offered by service prowders
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« Many service providers already started offering separate
services such as network, desktop, database, and storage
on demand as given in the following:

1. NaaS:

— Itis an ability given to the end users to access virtual network
services that are provided by the service provider.

— Like other cloud service models, NaaS is also a business
model for delivering virtual network services over the Internet
on a pay-per-use basis.

— Inon-premise data center, the IT industries spent a lot of
money to buy network hardware to manage in-house
networks.

—  But, cloud computing changes networking services into a
utility-based service.

— NaaS allows network architects to create virtual networks,

virtual network interface cards (NICs), virtual routers, virtual
switches, and other networking components.

— Additionally, it allows the network architect to deploy custom
routing protocols and enables the design of efficient in-
—__network services, such as data aggregation, stream

- Pre&gssing, and caching.
e Oftmganular services prong(g%Elgsy,j}@aS include virtual

handwidth on demand (RaoD) and




2.

Desktop as a Service (DEaaS)

It is an ability given to the end users to use desktop
virtualization without buying and managing their own
infrastructure.

DEaaS is a pay-per-use cloud service delivery model in
which the service provider manages the back-end

responsibilities of data storage, backup, security, and
upgrades.

The end users are responsible for managing their own
desktop images, applications, and security.

Accessing the virtual desktop provided by the DEaaS
provider is device, location, and network independent.

DEaaS services are simple to deploy, are highly secure, and
produce

better experience on almost all devices.

3.

~fro

STaaS

It is an ability given to the end users to store the data on
the storage services provided by the service provider.
STaaS allows the end users to access the files at any time
m any place.

orovider provides the virtual storage that is
@ the physical storageof gny cloud data




— STaaS is also a cloud business model that is delivered
as a utility.
— Here, the customers can rent the storage from the

STaas provider.

— STaaS is commonly used as a backup storage for
efficient

disaster recovery.

4.DBaaS

— Itis an ability given to the end users to access the
database service without the need to install and
maintain it.

— The service provider is responsible for installing and
maintaining

the databases.

— The end users can directly access the services and can
pay according to their usage.

— DBaaS automates the database administration




5. Data as a Service (Daa$)

It is an abllltyglven to the end users to access the data

that are provided by the service provider over the
Internet.

DaaS provides data on demand.

The data may include text, images, sounds, and videos.
DaaS is closely related to other cloud service models
such as SaaS and STaas.

DaaS can be easily integrated with SaaS or STaaS for
providing the composite service.

DaaS is highly used in geography data services and
financial data

services.

The advantages of DaaS include agility, cost
effectiveness, and data quality.

SECaas
It is an ability given to the end user to access the

ecurlty service prowded by the service provider on a

ice providerriritegrites their security



— Generally, the SECaaS includes
authentication, antivirus,
antimalware/spyware, intrusion
detection, and security event
management.

— The security services provided by the
SECaaS providers are typically used for
securing the on- premise or in—house
infrastructure and applications.

— Some of the SECaaS providers include
Cisco, McAfee, Panda Software,
Symantec, Trend Micro, and VeriSign.
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UNIT 5

CLOUD SERVICE PROVIDERS
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FIGURE 11.2
Google App Engine. (Adapted from http://rdn-consulting.com/blog /tag/azure/, accessed
January 16, 2014).
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Cloud
computing
services

Support
services

FIGURE 11.3
AWS, (Adapted from http

Elastic compute cloud (EC2)

=
=
=
5
3]
=

Simple storage service (53)

://rdn-consulting.com /blog /tag /fazure/, accessed January 16, 2014).
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