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TRANSACTION

Definition: A transaction is a single logical unit consisting of one or more database access
operation.

Example: Withdrawing 1000 rupees fromATM.

The following set of operations are performed to withdraw1000 rupees from database

i.  Read current balance from Database  (Let say 5000 rupees)
ii.  Deduct1000 from current balance (5000 — 1000 =4000) >oneTransaction
iii.  Update current balance in Database  (4000rupees)

Every transaction is executed as a single unit.

If the database operations do not update the database but only retrieve data, this type of
transaction is called a read-only transaction.

A successful transaction can change the database from one consistent state to another
Consistent state.

DBMS transactions must satisfy ACID properties (atomic, consistent, isolatedand durable).

2. ACID PROPERTIES

ACID properties are used for maintaining the integrityof database during transaction processing.

ACID stands for Atomicity, Consistency, Isolation, and Durability.

Atomicity: This property ensure that either all of the tasks of a transaction are performed or

none of them. In simple words it is referred as “all or nothing rule”.

Each transaction is said to be atomic if when one part of the transaction fails, the entire
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transaction fails. When all parts of the transaction completed successfully, then the transaction

said to be success. (“all or nothing rule”)

Example: Transferring $100from accountAtoaccount B.

(Assumeinitially, accountAbalance =$400andaccountBbalance=7008.)

Transferring$100from account A to account B has two operations

a) Debitingl 00$fromA’s balance ($400-$100 =$300)
b) Creditingl00$to B’sbalance ($700+$100= $800)

Let’s say first operation (a) passed successfully while second (b) failed, in this case A’s balance
would be300$ while B would behaving700$ instead of 800$. This is unacceptablein abanking

system.Eitherthetransactionshouldfailwithoutexecutinganyoftheoperationoritshould

process both the operations. TheAtomicitypropertyensuresthat.

ii. Consistency: The consistency property ensures that the database must be in consistent state

before and after the transaction. There must not be any possibility that some data is incorrectly
affected by the execution of a transaction.

For example, transfering funds from one account to another, the consistency property ensures
that the total values of funds in both the accounts is the same before and end of the transaction.
i.e., Assume initially, A balance = $400 and B balance = 7008$.

ThetotalbalanceofA +B =1100$(Beforetransferring1 00$fromA toB) The total

balance of A + B = 1100$(After transferring 100$ from A to B)

iii. Isolation:Foreverypairoftransactions,oneofthetransactionsshouldnotstartexecution
before the other transaction execution completed, if they use some common data variable. That
is, if the transaction T1 is executing and using the data item X, then transaction T2 should not

start until the transaction T1 ends, if T2 also use same data item X.

Forexample, TransactionT1: Transfer 100$from accountAto accountB
TransactionT2:Transfer150$ fromaccountBtoaccountC

Assumeinitially,A balance=Bbalance=Cbalance=$1000

TransactionT1 TransactionT2
10:00AM | ReadA’sbalance ($1000) ReadB’s balance ($1000)
10:01AM | Abalance=ABalance —100$ (1000-100=900%) Bbalance=B Balance —150$ (1000-150=8508%)
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10:02AM

ReadB’s balance

($1000)

ReadC’sbalance

($1000)

10:03AM

Bbalance=B Balance+100$

(1000+100=1100$)

Cbalance=C Balance+150%

(1000+150=11508)

10:04AM

WriteA’sbalance

(9008)

WriteB’sbalance

(8508)

10:05AM

WriteB’sbalance

(11008)

WriteC’sbalance

(11508)

10:06AM

COMMIT

COMMIT

After completion of Transaction T1landT2,Abalance=900$,Bbalance=1100$,Cbalance

=11508. But B balance should be 9508. The B balance is wrong due to execution of T1 and T2

parallel and in both the transactions, Account B is common. The last write in account B is at

10:05 AM, so that B balance is 11008 (write in account B at 10:04 AM is overwritten).

Durability: Once a transaction completes successfully, the changes it has made into the

database should be permanent even if there is a system failure. The recovery-management

componentofdatabasesystemsensuresthedurabilityoftransaction.Forexample,assume

account A balance = 1000$. If A withdraw 100§ today, then the A balance = 900$. After two

days or a month, A balance should be 9008, if no other transactions done on A.

3. STATES OF TRANSACTION

A transaction goes through many different states throughout its lifecycle.These states are called

as transaction states. They are:

R/W
operations

A
il \ Roll back

Active State:

Permanent
store

Failure

-
r o

e Thisis the firststate in the lifecycleof a transaction.

¢ Oncethetransactionstarts executing,thenit issaidto beinactivestate.
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e During this state it performs operations like READ and WRITE on some data items. All

the changes made by the transaction are now stored in the buffer in main memory. They
are not updated in database.
From active state, a transaction can go into either a partially committed state or a failed

state.

Partially Committed State:

e When the transaction executes its last statement,then the transaction is said to be in
partially committed state.
Still,all the changes made by the transaction are stored in the buffer in main memory,but
they are not updated in the database.
From partially committed state, a transaction can go into one of two states, a committed

state or a failed state.

Committed State:

o After all the changes made by the transaction have been successfully updated in the
database, it enters into a committed state and the transaction is considered to be fully
committed.

After a transaction has entered the committed state, it is not possible to roll back (undo)
the transaction. This is because the system is updated into a new consistent state and the
changes are made permanent.

Theonlywaytoundothechangesisbycarryingoutanothertransactioncalled as compensating

transaction that performs the reverse operations.

Failed State:

e When a transaction is getting executed in the active state or partiallycommitted state and
some failure occurs due to which it becomes impossible to continue the execution, it

enters into a failed state.

Aborted State:

o After the transaction has failed and entered into a failed state, all the changes made by it
have to be undone.

e To undo the changes made by the transaction, it becomes necessary to rollback the
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transaction.
After the transaction has rolledback completely,it enters into an abortedstate.

Terminated State:
Thisis thelast state inthelifecycleof a transaction.
After entering the committed state or aborted state,the transaction finally enters into a

Terminated state where its lifecycle finally comes to an end.

4. TYPES OF SCHEDULES-SERIALIZABILITY

In DBMS,schedules may be classified as
Schedules in DEMS

Serial Schedules:

All the transactions execute serially one after the other.
When one transaction executes,no other transaction is allowed to execute.

Examples:
Schedule-2
T1 T2

Read(A)

Schedule-1
T1 T2

Read(A)
A=A-100
Write(A)
Read(B)
B=B+100
Write(B)
COMMIT

Read(A)
A=A+500
Write(A)
COMMIT

Read(A)
A=A-100
Write(A)
Read(B)
B=B+100
Write(B)
COMMIT

A=A+500
Write(A)
COMMIT
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In schedule 1, after T1 completes its execution, transaction T2 executes. So, schedule-1 is a Serial

Schedule. Similarly, in schedule-2, after T2 completes its execution, transaction T1 executes. So,

schedule -2 is also an example of a Serial Schedule.

iil. Non-Serial Schedules:
¢ In non-serial schedules,multiple transactions execute concurrently.

e Operationsofall/someofthetransactionsareinter-leaved ormixedwitheachother.
o Somenon-serialschedulesmayleadtoinconsistencyofthedatabase andmayproduce

wrong results.

Examples:

Schedule-1

Schedule-2

T1

T2

T1

T2

Read(A)
A=A-100
Write(A)

Read(B)
B=B+100
Write(B)
COMMIT

Read(A)
A=A+500

Write(A)
COMMIT

Read(A)
A=A-100
Write(A)

Read(B)

B=B+100
Write(B)
COMMIT

Read(A)

A=A+500

Write(A)
COMMIT

In schedule-1 and schedule-2, the two transactions T1andT2 executing concurrently. The operations of

T1 and T2 are interleaved. So, these schedules are Non-Serial Schedule.

iii. SerializableSchedules:

e A non-serial schedule of ‘n’ transactions is equivalent to some serial schedule of ‘n’
transactions, then it is called as a serializable schedule.
In other words, the results produced bythe transactions in a serial schedule areequal to
theresultproducedbythesametransactionsinsomenon-serialschedule,thenthatnon-  serial
schedule is called as serializability.
Serializableschedules behaveexactlysameas serial schedules.
Even though, Serial Schedule and Serializable Schedule produce same result, there are

some differences they are
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Serial Schedules SerializableSchedules

Concurrency is not allowed. Thus, all the
transactionsnecessarily execute serially one
after the other.

It leads to less resource utilization and CPU | Itimprovesbothresourceutilizationand CPU
throughput. throughput.

Serial Schedules are less efficient as|SerializableSchedulesarealwaysbetter than
compared to serializable schedules. serial schedules.

Concurrencyisallowed. Thus,multiple
transactions can execute concurrently.

Serializability is mainly of two types. They are:
e Conlflict Serializability
e View Serializability

Conflict Serializability:If a given non-serial schedule can be converted into a serial schedule by
swapping its non-conflicting operations, then it is called as a conflict serializable schedule.

Two operations are called as conflicting operations if all the following conditions hold true
(1) Both the operations belong to different transactions
(2) Both the operations are on the same data item
(3) Atleast one of the two operations is a write operation

Schedule-1 Schedule-2 Schedule- 3 Schedule- 4

T1 T2 T1 T2 T1 T2 T1 T2
Read(A) Read(A) Write(B) Write(B)
Read(A) Write(A) Read(A) Write(B)

InSchedule-1,onlyrule(1)&(2)aretrue,butrule(3 )isnotholding.So,theoperationsarenotconflict. In Schedule -2, rule
(1), (2) & (3) are true. So, the operations are conflict.
InSchedule-3,onlyrule(1)&(3)aretrue,butrule(2)isnotholding.So,theoperationsarenotconflict. In Schedule -4, rule
(1), (2) & (3) are true. So, the operations are conflict.

Testing of Conflict Serializability:Precedence Graph is used to test the Conflict Serializability of
a schedule. The algorithm to draw precedence graph is

(1) Draw anodeforeachtransactioninScheduleS.

(2) IfTareadsX valuewritten byTy, thendraw arrowfrom Ty, — T

(3) If Ty, writesXvalue afterithasbeenreadbyT,,thendraw arrowfromT,— Tb.

(4) IfTawritesXafterTy, writesX,thendraw arrow from Ty —Ta.
Iftheprecedencegraphhasnocycle,thenScheduleSisknownasconflictserializable.Ifa precedence

graph contains a cycle, then S is not conflict serializable.
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Problem-01:Checkwhetherthe givenschedule Sisconflictserializableornot.

S:Ri(A),Rz(A),Ri1(B),R:(B),R3(B),W1(A),W2(B)

Solution:
Giventhat S: Ri(A), R2(A) ,Ri(B) , R2(B),R3(B) ,Wi(A) ,W2(B).
Theschedule fortheaboveoperations is
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Schedule-1

T1 T2 T3
Read(A)

Read(A)
Read(B)
Read(B)
Read(B)
Write(A)

Write(B)

List all the conflicting operations and determine the dependency between the transactions

(Thumb ruletofindconflictoperations:ForeachWrite(X)inTs,makeapairwitheachRead(X)andWrite(X)inTo.

Theorderisimportantineachpairi.c.,forexample,Read after WriteonX orwriteafterreadonX in thegiven schedule.)

e Ry(A), Wi(A) (To—Ty)
¢ Ri(B), Wa(B) (T1—>To)
(] R3(B), Wz(B) (T3—>T2)

Drawtheprecedence graph:

There exists a cycle in the above graph.Therefore,the schedule S is not conflict serializable.

Problem-02:Check whether the given schedule S is conflict serializable schedule.

Schedule—- S
T1 T2 T3 T4
Read(X)

Write(X)
COMMIT
Write(X)
COMMIT
Write(Y)
Read(Z)
COMMIT
Read(X)
Read(Y)
COMMIT

Solution: List all the conflicting operations to determine the dependency between transactions.

R2(X),W3(X) (To—T3)
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W3(X),Wi(X) (Ts—T))
Wi(X),Ra(X) (Ts—>Ta)
Ro(X),Wi(X) (To—Th)
Wi(X),R4(X) (T1—Ts)
Wa(Y), Ra(Y) (To—Ts)

Draw the precedence graph:

There exists nocycle in the precedence graph.Therefore, the schedule S is conflict serializable.

View Serializability:Two schedules S1andS2 are said to be view equivalent if both of them

satisfy the following three rules:

(1) InitialRead:The first read operation on each data item inboth the schedule must be same.

e For each data itemX, If first read onXisdonebytransactionTiinscheduleS1,thenin schedule2 also

the first read on X must be done by transaction T. only.

(2) UpdatedRead:Itshouldbesameinboththe schedules.

o [fRead(X)ofT.followedby Write(X)ofTvin scheduleS1,thenin scheduleS2also,Read(X) of T, must
follow Write(X) of Ty, ..

(3) Finalwrite:Thefinal writeoperationon each dataitem inboth theschedulemust besame.

e ForeachdataitemX,ifXhasbeenupdatedatlastbytransaction TiinscheduleS1,thenin schedule S2 also,
X must be updated at last by transaction T;.

ViewSerializabilityDefinition:If agivenscheduleisviewequivalenttosomeserial

schedule,thenitiscalled asaviewserializableschedule.

Note:Everyconflictserializablescheduleis also viewserializableschedulebut not vice-versa
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Problem03:Checkwhetherthe givenscheduleSisviewserializableornot

Schedule—1
T1 T2
Read(A)
Write(A)

Read(A)
Write(A)
Read(B)
Write(B)
Read(B)
Write(B)

Solution:

T1

T2

Read(A)
Write(A)

Read(B)
Write(B)

Read(A)
Write(A)

Read(B)
Write(B)

T1

Read(A)
Write(A)
Read(B)
Write(B)

Read(A)
Write(A)
Read(B)
Write(B)

Nowlet us check whether thethreerules of view-equivalent satisfyor not.

Schedul

e-1(S1)

T2

Read(B) Q
Write(B) '\.
2

» Read(A)

Write(A)

" Read(B)
Write(B)

Rulel: Initial Read
First Read(A)isbyTlinSlandinS2alsothefirstRead(A) isbyTlonly.
First Read(B)isbyT1in SlandinS2alsothefirstRead(B) isbyTlonly.

Rule2:UpdatedRead

Write(A)ofT lisreadbyT2inS1 andinS2alsoWrite(A)of T lisreadbyT2 Write(A)of

Schedul

e-2(S2)

T1

T2

Read(A) @

Write(A) ——
Read(B)

Write(B) C
2

»Read(A)
Write(A)
Read(B)

» Write(B)

T1 is read byT2 in Sland in S2alsoWrite(A)of T1 is read byT2

Rule3:Final Write
Thefinal Write(A)is byT2in Slandin S2 alsothefinal Write(A)is byT2 only
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The final Write(B) is by T2 in S1 and in S2 also the final Write(B) is by T2 only
Conclusion: Hence, all the threerules are satisfied in this example, which means Schedule S1and
S2 are view equivalent. Also, it is proved that schedule S2 is the serial schedule of S1. Thus we

can say that the S1 schedule is a view serializable schedule.

Note:Other way of solving it is, if weare able to prove that S1 is conflict serializable, then S1 isalso view serializable. (Refer

conflict serializable problems. Every conflict serializable schedule is also view serializable but not vice-versa.)

IMPLEMENTATION OF ATOMICITY AND DURABILITY

The recovery-management component of a DBMS supports atomicityand durabilitybya variety

of schemes. The simplest scheme to implement it is Shadow copy.

Shadowcopy: Inshadow-copyscheme,
e Atransactionthatwantstoupdatethedatabasefirstcreatesacompletecopyofthe database.
o Allupdates are done on the new data base copy, leaving the original copy,untouched.

e If at any point the transaction has to be aborted, the system simply deletes the new copy.

The old copy of the database has not been affected.

If the transaction complete successfully, then the database system updates the pointer db-
pointer to point to the new copy of the database; the new copy then becomes the original
copy of the database. The old copy of the database is then deleted. Figure below depicts

the scheme, showing the database state before and after the update.
Db-pointer . Db-pointer _ .
A { } | |

old copy Old 6opy of New éopy
of Database of
Database (to be deleted) Database

Before update l After update J

Figure: Shadow copy technique for atomicit yand durability

6. RECOVERABILITY
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During execution, if any of the transaction in a schedule is aborted, then this may leads
the database into inconsistence state. If anything goes wrong, then the completed operations in
the schedule needs to be undone. Sometimes, these undone operations may not possible. The

recoverability of schedule depends on undone operations.

If a transaction reads a data value that is updated by an uncommitted transaction,

thenthis type of read is called as a dirty read.

Irrecoverable Schedule: In a schedule, if a transaction T, performs a dirty read operation

fromothertransactionTrand TacommitsbeforeTothensuchascheduleisknownas an Irrecoverable
Schedule.
Example: Consider the following schedule

T1
Read(A)

Write(A)
| \

| ™ Read(A) //DirtyRead
| Write(A)
| COMMIT

|
ROLLBACK

T2performsa dirtyreadoperation.

T2commitsbeforeT].

T1failslaterandrollbacks.
e Thevalue that T2 read now stands to beincorrect.
e T2cannot recoversinceithas alreadycommitted.

Recoverable Schedules: In a schedule, if a transaction Taperforms a dirty read operation

from other transaction Tpand Tacommit operation delayed till Tocommit, then such a schedule is

known as an Irrecoverable Schedule.
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Example: Consider the following schedule-

T1
Read(A)

Write(A)
| \
\ > Read(A)  //DirtyRead

| Write(A)
\
COMMIT

COMMIT//Delayed

T2performsa dirtyreadoperation.
Thecommitoperationof T2is delayedtillT1commitsorroll backs.
T1commitslater.

e T2isnow allowedto commit.

¢ Incase,T1wouldhavefailed, T2hasachancetorecoverbyrollingback.

Checking Whether a Schedule is Recoverable or Irrecoverable:

Check if there exists any dirty read operation.

o [ftheredoes not exist anydirtyread operation, then theschedule is surelyrecoverable.
o [fthereexists anydirtyread operation, then

If the commit operation of thetransaction performingthe dirtyread occurs before the commit
or abort operation of the transaction which updated the value, then the schedule is
irrecoverable.

If the commit operation of the transaction performing the dirty read is delayed till the commit

or abort operation of the transaction which updated the value, then the schedule is recoverable.

7. IMPLEMENTATION OF ISOLATION

Isolation determines how transactions integrityis visible to otherusers and systems. It means
that a transaction should take place in a system in such a way that it is the only one transaction

that is accessing the resources in a database system.

Isolation level defines the degree to which a transaction must be isolated from the data
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modifications made by any other transactions in the database system. The phenomena’s used to

define levels of isolation are:
a) Dirty Read
b) Non-repeatableRead
c) PhantomRead

Dirty Read: If a transaction reads a data value updated by an uncommitted transaction, then

this type of read is called as dirty read.

T1
Read(A)

Write(A)
| \
| » Read(A)  //DirtyRead

| Write(A)
| COMMIT

|
ROLLBACK

As T1 aborted, the results produced by T2 become wrong. This is because T2 read A (Dirty Read)
which is updated by T1.

Non-RepeatableRead: Non repeatableread occurs when atransaction read same data value

twice and get a different value each time. It happens when a transaction reads once before and

once after committed UPDATES from another transaction.

TableinDatabase

ReadA=10 | T1
——— Read(A)

Write(A)
eadA=20
—» Read(A)

First,T1readsdataitemAandgetA=10 Next,

A &

T2 writes data item A as A =20
Last,T1readsdataitemAandgetA=20
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Other example for Non-repeatable read:

Table: STUDENT DATAbeforeT?2 Table:STUDENT DATAafter T2
A B C A B C

100 5 10 100 5 15
101 5 20 101 5 20
102 |6 30 102 6 30

T1:SELECTSUM(C)FROMSTUDENT DATAWHEREB=S5; Answeris(10+20)=30
T2: UPDATE STUDENT DATA SET C =15 WHEREA=100; Answer,inFirstrowCchangesto15 T1:
SELECT SUM(C ) FROM STUDENT DATA WHEREB=5; Answer is (15+20) =35

Phantom reads: Phantom reads occurs when atransaction read same datavalue twiceand get a

different value each time. It happens when a transaction reads once before and once after

committed INSERTS and/or DELETES from another transaction.

Non-repeatableread Phantomread
WhenT 1perform secondread, there is no WhenT 1perform secondread, thenoofrows
changeinnoof rowsinthegiven table eitherincreaseordecrease.
T2performUPDATEoperationonthe T2 perform INSERT and/or DELETE
giventable operationonthegiventable

ExampleforPhantomread:

Table: STUDENT DATAbeforeT? Table:STUDENT DATAafter T2
A B (0 A B C

100 5 10 100 5 10
101 5 20 101 5 20
102 |6 30 102 6 30

103 5 25

T1:SELECTSUM(C)FROMSTUDENT DATAWHEREB=5; Answeris(10+20)=30
T2:INSERT INTOSTUDENT DATAVALUES(103,5,25); Answer,inFirstrowCchangesto15
T1:SELECTSUM(C)FROMSTUDENT DATAWHEREB=5; Answeris(10+20+25)=55

Basedonthesethreephenomena, SQLdefine fourisolation levels. They are:
(1) Read uncommitted: This is the lowest level of isolation. In this level, one transaction

mayreadthedataitemmodifiedbyothertransactionwhichisnotcommitted. Itmeandirty read is
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allowed. In this level, transactions are not isolated from each other.

(2) Read Committed: This isolation level guarantees that any data read is committed at the
moment it is read. Thus, it does not allow dirty read. The transaction holds a read/write lock
on the data object, and thus prevents other transactions from reading, updating or deleting it.

(3) Repeatable Read: This is the most restrictive isolation level. The transaction holds read
locks on all rows it references and writes locks on all rows it inserts, updates, or deletes.
Since other transaction cannot read, update or delete these rows, consequently it avoids non-
repeatable read. So other transactions cannot read, update or delete these data items.

(4) Serializable: This is the highest isolation level. A serializable execution is guaranteed to
be a serial schedule. Serializable execution is defined to be an execution of operations in
which concurrently executing transactions appears to be serially executing.

The table given below clearly depicts the relationship between isolation levels and the read

phenomena and locks.

PhantomRead

Isolation Level

DirtyRead

Non-repeatableread

ReadUncommitted

Mayoccur

Mayoccur

Mayoccur

ReadCommitted

Don’toccur

Mayoccur

Mayoccur

RepeatableRead

Don’toccur

Don’toccur

Mayoccur

Serializable

Don’toccur

Don’toccur

Don’toccur

Fromtheabovetable, itisclear thatserializableisolationlevel isbetterthan others.

8. CONCURRENCY CONTROL

o Concurrencyis theabilityof adatabasetoexecutemultiple transactions simultaneously.

o Concurrency controlisamechanismtomanagethesimultaneously executingmultiple
transactions such that no transaction interferes with other transaction.
Executingmultipletransactionsconcurrentlyimprovesthesystem performance.
Concurrencycontrolincreasesthethroughputand reduces waitingtimeoftransactions.

If Concurrency Control is not done, then it may leads to problems like lost updates, dirty
read, non-repeatable read, phantom read etc. (Refer section7 for more details)

Lost Updates: It occur when two transactions update same data item at thesame time. In
this the first write is lost and only the second write is visible.

ConcurrencycontrolProtocols:
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Theconcurrencycan be controlled with thehelpofthe followingProtocols

(1) Lock-BasedProtocol
(2) Timestamp-BasedProtocol
(3) Validation-BasedProtocol

9. LOCK-BASED PROTOCOL

e Lock assures that one transaction should not retrieve or update a record which another
transaction is updating.
For example, traffic at junction, there aresignals which indicate stop and go. When one side
signal is green (vehicles allowed passing), then other side signals are red (locked. Vehicles
not allowed passing). Similarly, in database transaction when one transaction operations are
under execution, the other transactions are locked.
If at a junction, green signal is given to more than one side, then there may be chances of
accidents. Similarly, in database transactions, if the lockingis not done properly, then it will
display the inconsistent and corrupt data.

Therearetwolock modes: (1).SharedLock (2).ExclusiveLock

Shared Locks are represented by S.If a transactionTiapplysharedlockondataitemA ,thenT;

can only read A but not write into A. Shared lock is requested using lock-S instruction.

Exclusive Locksare represented by X. If a transaction Tiapply exclusive lock on data item

AthenT;can read as well as write data itemA.Exclusivelockisrequestedusinglock-X instruction.

LockCompatibilityMatrix:

e LockCompatibilityMatrixcontrolswhethermultipletransactionscanacquirelockson the
same resource at the same time.

TransactionTiapplied
Shared Exclusive
TransactionT; | Shared \ X

request for Exclusive X X

If a transaction Tiapplied shared lock on data item A, then Tjcan also be allowed to apply
shared lock on A.

If a transaction Tiapplied shared lock on data item A, then Tjis not allowed to apply
exclusive lock on A.

If a transaction Tiapplied exclusive lock on data item A, then Tjis not allowed to apply
shared lock on A.
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o If a transaction Tiapplied exclusive lock on data item A, then Tjis not allowed to apply
exclusive lock on it.

Any number of transactions can hold shared locks on a data item, but if any transaction
holdsanexclusivelockonadata item, then other transactions arenot allowedtoholdany lock
on that data item. Whenever a transaction wants to read a data item, it should applyshared
lock and when a transaction wants to write it should apply exclusive lock. If the lock is

not applied, then the transaction is not allowed to perform the operation.

There are four types of lock protocols available. They are:
Simplistic lockprotocol

Itisthesimplestlockingprotocol.
Itconsiderseachread/writeoperationofatransactionasindividual.
Itallowstransactionstoperformwrite/readoperationonadataitemonlyafterobtaining a lock
on that data item.

Transactionsunlock thedataitem immediatelyaftercompletingthewrite/read operation.
When atransaction needs to perform manyread and writeoperations, foreach operation
lockisappliedbeforeperformingitandreleasethelockimmediatelyaftercompletionof the
operation.

Pre-claiming LockProtocol

Inpre-claiming Lock Protocol, for each transactiona list is prepared consistingof the data
items and type of lock required on each of the data item.

Before initiating an execution of the transaction, it requests DBMStoissuealltherequired
locks as per the list.

Ifallthelocksare granted then this protocol allows the transactionto begin. Whenthe
transaction is completed then it releases all the lock.

If all the locks are not granted then this protocol allows the transaction to rolls back and

waits until all the locks are granted.

A

Nooflocks

Beginof Endof
Transaction Transaction
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Two-phase locking(2PL) protocol

Everytransaction execution starts byacquiringfew locks or zero locks. Duringexecution it
acquire all other required locks one after the other.

When a transaction releases any of the acquired locks then it cannot acquire any more
newlocks. But,it can only release the acquiredlocks one after the other during remaining

execution of that transaction.

A

Nooflocks

—
GrowingPhase ShrinkingPhase

Beginof Endof
Transaction Transaction

TheTwoPhaseLocking(2PL) has two phases. They are:
Growing phase: In the growing phase, a new lock on the data it emmaybeacquiredbythe

transaction, but none can be released.(Only get new locks but no release of locks).

Shrinking phase: In the shrinking phase, existing lock held by the transaction may be released,

but no new locks can be acquired. (Only release locks but no more getting new locks).

Example:

Time T1 T2
LOCK-S(4)

LOCK-S(A)

Read(A)

Read(A)

LOCK-X(B)

Read(B)
B=B +100
Write(B)
UNLOCK(A)

LOCK-X(C)

UNLOCK(B)

Read(C)
C=C+500
Write(C)

|k |k | | | ek
iy N b e I S R S BN e A BN S S e R =

COMMIT
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16 UNLOCK(A)
17 UNLOCK(C)
18 COMMIT

Thefollowingwayshowshow unlockingandlockingworkwith2-PL.

TransactionT1: TransactionT?2:

® Growingphase:fromstepl-5 (Afterfirstlockonwards) ® Growingphase:fromstep2-11

(Afterfirstlockonwards)
o Shrinkingphase:fromstep10-12(Afterfirstunlockonwards)

o Shrinkingphase:fromstep17-18(Afterfirstunlockonwards)

® [ ockpoint:at5 (Nomorenewlocks) ® Lockpoint:atl1 (Nomorenewlocks)
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Strict Two-phase locking(Strict-2PL)protocol

The firstphase of Strict-2PL issimilar to2PL.In the first phase, after acquiring allthe locks,
the transaction continues to execute normally.

The onlydifference between 2PL and strict 2PL is that Strict-2PL does not release a lock
after using it.

Strict-2PLwaitsuntilthewholetransactionto commit, and th entire leases all thel ocks at a
time.

Strict-2PLprotocol doesnot haveshrinkingphaseoflockrelease.

A

Nooflocks

-

GrowingPhase

BeginofTra Endof

nsaction Transaction

Strict-2PLdoes not havecascadingabort as 2PLdoes.

10. TIME STAMP BASED PROTOCOL

Atimestampisissued toeachtransactionwhen itentersintothe system.
Ituseseithersystemtimeorlogicalcounter asatimestamp.

Itis most commonlyused concurrencyprotocol.

Thetimestampoftransaction Tis denotedas TS(T).

The system order the transactions based on their arrival time. For example, let the arrival
timesoftransactionsT1,T2andT3be9:00AM,9:01 AMand9:02AMrespectively. Then TS(T1)
<TS(T2) <TS(T3).(9:004M < 9:014M < 9:024M)

Byusingtimestamp, thesystem preparesthe serializabilityorder.i.e., T1>T2—T3

Theread timestampofdata item Xis denotedbyR-timestamp(X).

R—timestamp(X):1It is the time stamp of theyoungesttransaction that performedread

operation on X.
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T1:Read(X)

j\Tz; Read(X) R-Timestamp(X)=TS(T3)
T3:Read(X)
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e Thewritetimestampofdata item X is denoted by W—timestamp(X).
e W-timestamp(X): It is the time stamp of the youngest transaction that performed write

operation on X.

/Tl :Write(X)
R-Timestamp(X)=TS(T2)
\T2:Write(X)

There aremainlytwo Timestamp OrderingAlgorithmsin DBMS. Theyare:

e BasicTimestampOrdering
e ThomasWrite rule

(1). BasicTimestampQOrdering

e CheckthefollowingconditionwheneveratransactionTiissuesaRead(X)operation:
o IfW_timestamp(X)>TS(Ti)thentheoperationisrejected.
o IfW_timestamp(X)<= TS(Ti)thentheoperationisexecuted.

(ReadisnotallowedbyTi, ifanyyoungertransactionsthanTiwriteX)

e Checkthefollowingconditionwhenever atransaction Tiissues aWrite(X)operation:

o IfTS(Ti)<R_timestamp(X)then the operation is rejected. (Write is not allowed byTi, if any
younger transactions than Ti read X)

If TS(T1) < W_ timestamp(X) then the operation is rejected and Ti is rolled back

other wise the operation is executed. (Write Is not allowed by Ti,if any younger transactions

than Ti write X and also Ti should be rolled back and restarted later)

(2) Thomas'sWriteRule

Department of CSE-CS, NRCM




DATABASE MANAGEMENT SYSTEM (25CY305)

ThomasWriteRuleisatimestamp-basedconcurrencycontrolprotocolwhichignores outdated writes.

It follows the following steps:

(1). IR _TS(X)>TS(Ta),then abort and rollbackTa and reject the operation.

Transaction:T1 Transaction: T2 VariableA
Arrival=9:00 AM Arrival=9:02AM TnitialA=100
TS(T1)=9:00 AM TS(T1)=9:02AM

| |
| Read(A)(A=100) A=100 (R_TS(A)=9:02AM)
| | :
Write(A)  (A=200) | (A=100) | A=200100

RejectandRollbackT1
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(i1). If W_TS(X)>TS(Ta), thendon’texecutetheWriteOperation of Tabut continueTa
processing.This is a caseof OutdatedorObsoleteWrites.

Transaction: T1
Arrival=9:00 AM
TS(T1)=9:00 AM

Transaction: T2
Arrival=9:02AM
TS(T1)=9:02AM

VariableA
InitialA=100

Write(A)  (A=500)

RejectbutcontinueT1

|
Write(A)(A=400)

| (A.=400)

A=400

A=500

(W_TS(A)=9:02AM)

(Outdatedwrite)

(iii).  Iftheconditionin(i)or(ii)is not satisfied, then executeWrite(X)ofTaandset W_TS(X) to
TS(Ta).

Outdatedwritesarerejectedbutthetransactioniscontinuedin -~ ThomasWriteRulebutinBasic TO
protocol will reject write operation and terminate such a Transaction.

11. VALIDATION BASED PROTOCOL

In this technique, no concurrency control checking is done while the transaction is under
execution. After transaction execution is completed, then only whether concurrency violated or
not is checked. It is based on timestamp based protocol. Validation Based Protocol has three

phases:

1. Readphase: In this phase, the transaction Tareadthevalueofvariousdata items thatare
required by Taand stores them in temporary local variables. It can perform all the write
operations on temporary variables without an update to the actual database.

. Validation phase: After Transaction Taexecution completed, Taperform a validation test
to determine whether it can copy the temporary local variable values to actual database
without causing a violation of serializability.

. Write phase: If the validation of the transaction is successful (valid), then the temporary
results are written to the database. Otherwise the temporary local variable values of Tais

ignored and Tais rolled back.

To perform the validation test, we need to know when the various phases of transaction Tatook

place. We shall therefore associate three different timestamps with transaction Ta.
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(1).  Start(T.): thetime whenT, ,started its execution.
(i1).  Validation (Ta): the time when Tafinished its execution and started its
validation phase.

(ii1).  Finish (Ta): thetime whenTafinished itswrite phase.
Theserializabilityorderisdetermined  bychangingthetimestampof Tas TS(T)=Validation(T).
Hence the serializability is determined at the validation process and cannot be decided in

advance. Therefore it ensures greater degree of concurrency while executing the transactions.

RECOVERY AND ATOMICITY

Databaseneedstoberecovered, whenthefollowingfailuresoccur.
(1) Transactionfailure
(2) System crash
(3) Disk failure
Transaction failure: During transaction execution, if it cannot proceed further, then it needs
to abort. This is known as transaction failure. A single transaction failure may influencemany
transactions or processes. The reasons for transaction failure are:
> Logicalerrors: Itoccurs duetosomecodeerrororaninternalconditionerror.
> Systemerror: Itoccurs  whentheDBMSitselfterminatesanactivetransactiondueto
deadlock or resource unavailability.
System crash: The system may crash due to the external factors such as interruptions in
power supply, hardware or software failure. Example: Operating System errors.
Disk failure: In early days of technology evolution, hard-disk drives or storage drives usedto
fail frequently. Disk failure occurs due to the formation of bad sectors, disk head crash, un-

reachable to the disk or any other failure which destroys all or part of disk storage.

When a system crashes, it may have many transactions being executed and many files may be
opened for them. When a DBMS recovers from a crash, it must maintain the following:

o Itmustcheck thestatesofall thetransactionsthat werebeing executed.
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Few transactions may be within the middle of some operation; the DBMS should
makesure the atomicity of the transaction during this case.
Itmustcheck foreach transactionwhetheritsexecutionacceptedorto berolled back.

Notransactionisallowed tobein aninconsistentstate.

The following techniques facilitate a DBMS in recovering as well as maintaining the
atomicityof a transaction:

> Logbased recovery

> Check point

> Shadowpaging

LOGBASED RECOVERY

The log file contains information about the start and end of each transaction and any updates
done by the transaction on database items. The log file is saved onto some stable storage so that if
any failure occurs, then it can be used to recover the database. The results of all the operation of

transaction are first saved in the log and latter updated on the database. The log information is used to

recover from system failures.
Thelogisasequenceofrecords.Itcontainsthefollowingentries.
e WhenatransactionTistartsexecution, thelogstores:<T;, Start>
e WhenatransactionTimodifiesanitemXfromoldvalueVitonewvalueV,the log stores:<Tj,
X, Vi, V>
e WhenthetransactionTiexecutioncompleted, thelogstores: <T;, commit>

e WhenthetransactionTiexecution aborted, the logstores:<T;, abort>

RecoveryusingLogrecords

When the system is crashed, then the DBMS checks the logto find which transactions needs to
be undo and which need to be redo. There are two major techniques for recovery from non-
catastrophic transaction failures. They are deferred updates and immediate updates.
i.  Deferred database modification: In this technique, all the changes done by the
transaction are saved in the system log without modifying the actual database. Once the
transaction committed, then onlythe changes are updated in the database. If a transaction

fails before reaching its commitpoint, it has not changed the database in anyway so
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UNDO is not needed. It may be necessary to REDO the effect of the operations that are
recorded in the system log, because their effect not yet written in the database.
Immediate database modification: In this technique, the database is modified
immediately after every operation. However, these operations are recorded in the log file
before they are applied to the database, making recovery still possible. If a transaction
fails to reach its commit point, the effect of its operation must be undone i.e. the

transaction must be rolled back hence we require both undo and redo.

14. CHECKPOINT—(Recovery with Concurrent Transactions)

Inordertorecoverdatabasefromsystemcrashes, allthetransactionoperationsarefirstsaved in the
log file and latter updated on the database. The log file is saved in remote location so that it
can be used to recover the database. As time passes, the entries in the log file maygrow too
big. At the time of recovery, searching the entire log file is very time consuming and an
inefficient method. To ease this situation, the concept of 'checkpoint' is introduced.
Checkpoint is a mechanism where all the previous log entries are removed from the log file
and their results are updated in the database. The checkpoint is like a bookmark.

During the execution of the transactions, after executing few operations, a check point is
created and saved in the log file. Now the log file contains only entries after checkpoint
related to new step of transaction till next checkpoint and so on.

Thecheckpoint is used to declare apoint before which theDBMS was in theconsistent state,

and all transactions were committed.
RecoveryusingCheckpoint

Inthe followingmanner, arecoverysystemrecovers thedatabasefromthisfailure:

Checkpoint Failure

T1|

»

Time

e Therecoverysystem reads thelogs backwards from theend to thelast checkpoint.

o It maintains two lists,an undo-list and are do-list.
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If the recovery system sees a log with <T;, Start> and <Ti, Commit> or just <Ti,

Commit>, it puts the transaction Tiin the redo-list.

Forexample: In the logfile, transaction Tlhave only<Ticommit>andthetransactions T2

and T3 have <T;, Start> and <T;, Commit>. Therefore T1, T2 and T3 transaction are
added to the redo list.

If the recovery system finds a log with <T;j, Start> but no commit or abort, then it putsthe
transaction Tiin undo-list.

For example: Transaction T4 will have <T;j, Start>. So T4 will be put into undo listsince
this transaction is not yet complete and failed in the middle.

Allthetransactionsin theundo-list arethen undoneand theirlogs areremoved.

All the transactions in the redo-list and their previous logs are removed and then redone

before saving their logs.

SHADOW PAGING:

Shadow paging is an essential recovery technique of database management systems that offdfs

transaction reliability, concurrency, and atomicity. It mainly maintains atomicity and durability [jn

This technique permits database recovery from a failure without data modification.

Shadow paging breaks down the database into fixed-size pages, one for which there is an equivalgpt
physical storage address (typically disk blocks). The page table is a structure of data that translatgs
logical pages to their corresponding physical addresses on disk. The steps of the mechanis

procedure are:
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Initial Setup

Logical Page Shadow Page Table (Disk) Current Page Table

Address_1 Address_1

Address 2 Address 2

Address 3 Address 3

The current page table, which targets actual data pages, is left with pointers in the database.
Upon beginning any transaction, a shadow page table is created to carry a copy of the current

page table.
Transaction Execution

Logical Page Shadow Page Table (Disk) Current Page Table
Address 1 Address 1
Address 2 Address_4 (P2")

P3 Address 3 Address 3

Whenever a transaction exceeds a page, a new copy is obtained.
The shadow page table receives the new page's address while the original page remains unchanged.

3. Commit Phase

Logical Page Shadow Page Table (Disk) Current Page Table

Address 1 Address 1
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Address 4 (P2") Address 4 (P2")

P3 Address 3 Address 3

e  When a transaction has been successfully executed, the shadow page table will take over.

e  They become permanent, thus discarding the previous state of the database.

4. Abort or Failure Handling

Logical Page Shadow Page Table (Disk) Current Page Table
Address_1 Address_1

Address 2 Address 2

P3 Address 3 Address 3

e  The shadow page table is discarded when a transaction has aborted or failed.

e  Current page table remains unchanged, and the database is in the initial state.

NDLT
wAavV ..

Database disk blocks

Page 3 (Old) -

-

Current Page Table

Page 4 Shadow Page Table
After Updating (3.5)

Not Updated
Page 1 e— ( i )

Page 5 (Old)

1.

-
-

Page 2 3 [

} Free blocks

I_, Page 6 - 1
| 1 »i Page 3 (New) I—

Page 5 (New)

BUFFER MANAGEMENT

Buffer management is the method a DBMS uses to keep frequently needed data in main memory (RAM) so it can be accessg
quickly. Since reading from a disk is slow, the DBMS stores important or recently used pages in a special memory area callg

the buffer pool. This speeds up operations significantly—similar to keeping your most-used books on a nearby shelf instead
of digging for them in storage every time.
In simple terms, buffer management acts as a bridge between:

¢ RAM — fast but limited
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¢ Disk storage — large but slow
Whenever the database needs data, it does a quick check in the buffer pool:

e Hit — data is already in memory — instant access

e Miss — data must be fetched from disk — slower
The main goal of buffer management is to reduce disk access, improve response time, and keep the database running
efficiently even when many users are working at once.
Buffer Manager
The buffer manager controls the buffer pool. It is responsible for:

e Checking if requested data is in the buffer

e Loading data from disk when necessary

e Choosing which data to remove when the buffer is full (called a replacement policy)
Think of it like a librarian managing a reading table—keeping popular books within reach and replacing old ones when spacf
runs out.
Methods of Buffer Management
1. LRU (Least Recently Used)
Removes the page that has not been used for the longest time.
Analogy: A café clears tables of customers who haven’t ordered anything recently.
2. MRU (Most Recently Used)
Removes the most recently used page.
This works well in certain workloads where recently accessed data is unlikely to be needed again soon.
3. FIFO (First In, First Out)
The oldest page in the buffer is removed first.
Analogy: A movie ticket queue—first person in is the first person out.
4. Clock Policy
A more efficient version of LRU.
How it works:

e All pages are arranged in a circular list like a clock.

e Each page has a reference bit (0 or 1).

e The "clock hand" moves around:

o Ifbit=1, itis turned to 0 (give it a second chance).
o Ifbit= 0, the page is removed.

5. LFU (Least Frequently Used)
Pages accessed the least number of times are removed first.
Analogy: A bookstore may stop restocking a book that few people buy.
Why Buffer Management Matters
Efficient buffer management:

e Reduces disk access

e Speeds up query execution

e Ensures the most useful data stays in memory

e Helps DBMS handle many users and transactions smoothly
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