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UNIT - IV
NETWORKING FOR CLOUD COMPUTING

1. INTRODUCTION TO NETWORKING FOR CLOUD COMPUTING
Networking is the most important foundation of cloud computing because cloud services are
accessed only through networks like the internet. Cloud computing is not a local system; it works
on remote servers placed in data centers. Therefore, networking is required to connect users,
applications, and cloud servers efficiently.
In simple terms, cloud networking means the communication system that allows users to access
cloud resources such as storage, applications, databases, and virtual machines over the internet.
Without networking, cloud computing cannot exist.
Cloud networking must handle:

o Large-scale data transfer

« Fast communication

o Low delay (latency)

e High security

o Continuous availability

For example, when you watch a video on YouTube or upload files to Google Drive, data is
transferred through a complex cloud network system.

2. DATA CENTER ENVIRONMENT
2.1 Meaning of Data Center
A data center is a large physical facility that stores and manages thousands of servers, storage

systems, and networking devices. It is the core infrastructure where cloud computing services are
hosted.

All cloud applications like Gmail, Netflix, and AWS services run inside data centers.

2.2 Components of Data Center

A data center consists of many important parts:

1. Servers
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Servers are powerful computers that process user requests and run applications.
Example: AWS EC2 virtual machines are hosted on physical servers.

2.2 Storage Systems

Storage systems store huge amounts of data such as files, videos, databases, and backups.
Example: Google Drive stores user files across distributed storage systems.

2.3 Networking Equipment

These include switches, routers, firewalls, and load balancers that manage data flow inside the
data center.

2.4 Cooling Systems

Since servers generate heat, cooling systems maintain proper temperature to avoid hardware
failure.

2.5 Power Systems
Data centers require continuous electricity supply with backup generators and UPS systems.
2.6 Security Systems

Security includes both physical security (cameras, restricted access) and cyber security
(firewalls, encryption).

2.3 Types of Data Centers
1. Enterprise Data Center

Owned and used by a single organization.

Example: A bank managing its own secure data center.

2. Colocation Data Center

Multiple companies share space but use their own servers.

3. Cloud Data Center

Owned by cloud providers like AWS, Google, or Microsoft and shared globally.
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Example: AWS global data centers.

2.4 Characteristics of Data Centers
Data centers are designed for:

High performance

High availability (24/7 service)
Scalability (easy expansion)

Fault tolerance (backup systems)
Efficiency (optimized resource usage)

2.5 Example

When you send a WhatsApp message, it goes through data centers where servers process, store,
and deliver the message to the receiver.

3. NETWORKING ISSUES IN DATA CENTERS

3.1 Introduction

Data center networks (DCNs) handle extremely large traffic between servers and users. Because
of this heavy traffic, several networking problems occur that affect performance and reliability.

3.2 Bandwidth Limitations

Bandwidth is the maximum amount of data that can be transferred in a network. In data centers,
many users and servers share the same network, leading to congestion when bandwidth is
limited.

Example: During online sales (like Amazon sale), websites slow down due to high traffic.

3.3 Latency

Latency is the time taken for data to travel from source to destination. High latency leads to slow
cloud services.

Example: Video calls lag when latency is high.
3.4 Network Congestion

When too many devices send data at the same time, the network becomes overloaded. This leads
to delays and packet loss.

3.5 Scalability Problems
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As cloud usage grows, networks must handle more traffic. Traditional networks struggle to scale
efficiently.

3.6 Fault Tolerance Issues

If a switch, router, or server fails, the system should continue working. Designing such networks
is challenging.

3.7 Security Issues

Data centers are vulnerable to cyber-attacks like hacking, data theft, and denial-of-service (DoS)
attacks.

3.8 Energy Efficiency
Large data centers consume huge electricity. Efficient networking helps reduce energy usage.
4. TRANSPORT LAYER ISSUES IN DATA CENTER NETWORKS (DCN)

4.1 Meaning of Transport Layer

The transport layer ensures reliable communication between sender and receiver using protocols
like TCP and UDP.

In cloud data centers, transport layer protocols face several performance challenges.
4.2 Problems in TCP (Traditional Protocol)

1. High Latency

TCP uses congestion control, which slows down data transfer in cloud environments.
2. Incast Problem

When multiple servers send data to one receiver at the same time, buffers overflow and packets
are dropped.

Example: Search engines retrieving results from many servers.

3. Outcast Problem

Some packets are unfairly dropped due to queue management issues.

4. Head-of-Line Blocking
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One delayed packet can block other packets in the queue, increasing delay.
5. Slow Recovery from Packet Loss

TCP retransmits lost packets, causing delays.

4.3 Solutions to Transport Layer Problems

1. DCTCP (Data Center TCP)

Improves TCP by using congestion signals to avoid overload.

2. MPTCP (Multi-Path TCP)

Allows data to travel through multiple network paths simultaneously.

3. RDMA (Remote Direct Memory Access)

Allows direct memory communication between servers without CPU involvement, reducing
delay.

4.4 Example

Google data centers use advanced protocols like DCTCP to handle millions of requests
efficiently.

5. CLOUD SERVICE PROVIDERS (CSPs)

5.1 Meaning

Cloud Service Providers are companies that provide cloud services such as computing power,
storage, databases, and networking over the internet.

They manage large data centers and provide services on a pay-as-you-use model.

5.2 Major Cloud Service Providers

1. Amazon Web Services (AWS)

AWS is the largest cloud provider in the world. It provides a wide range of services including
computing, storage, Al, and databases.

Examples:

e EC2 (virtual machines)
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e S3(storage)
o Lambda (serverless computing)

Example Use: Netflix uses AWS for streaming services.
2. Microsoft Azure

Azure is a cloud platform by Microsoft that supports enterprise applications and hybrid cloud
systems.

Example Use: Companies using Windows-based cloud services.

3. Google Cloud Platform (GCP)

Google Cloud is strong in Al, machine learning, and big data analytics.
Example Use: YouTube and Google Search infrastructure.

4. 1BM Cloud

IBM Cloud focuses on enterprise solutions, Al, and hybrid cloud systems.

5. Oracle Cloud
Oracle Cloud is widely used for database management and enterprise applications.
5.3 Advantages of Cloud Service Providers

Cloud providers reduce infrastructure cost, provide global access, and ensure high scalability and
availability. Users can quickly deploy applications without managing hardware.

5.4 Disadvantages

Users depend on providers (vendor lock-in). Internet connection is required at all times. Security
and privacy depend on provider policies.

6. CLOUD NETWORK ARCHITECTURE

6.1 Meaning

Cloud network architecture refers to the design and structure of networking components used
in cloud computing systems. It explains how users, applications, servers, and data centers are
connected through networks to deliver cloud services efficiently.
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In simple terms, it is the blueprint of how cloud communication happens between different
components such as front-end users, back-end servers, and data centers.

6.2 Layers of Cloud Network Architecture

1. Front-End Layer

This layer includes user devices and interfaces such as web browsers and mobile applications
used to access cloud services.

Example: Google Chrome accessing Google Drive.
2. Back-End Layer

This layer contains cloud infrastructure such as servers, databases, storage systems, and
virtualization technologies.

Example: AWS data centers processing user requests.
3. Network Layer

This layer connects the front-end and back-end using the internet, LAN, WAN, and data center
networks.

4. Service Layer
This includes cloud service models like laaS, PaaS, and Saa$S that deliver services to users.
6.3 Example
When a user uploads a file to Dropbox:
e Front-end = User mobile app
o Network layer = Internet

o Back-end = Dropbox cloud servers

7. LOAD BALANCING IN CLOUD NETWORKS

7.1 Meaning

Load balancing is a technique used in cloud computing to distribute incoming network traffic
evenly across multiple servers so that no single server becomes overloaded.

It improves performance, reliability, and availability of cloud services.
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7.2 Types of Load Balancing

1. Hardware Load Balancing

Uses physical devices to distribute traffic.

Example: Enterprise data centers using dedicated load balancer machines.

2. Software Load Balancing

Uses software applications to distribute traffic.
Example: Nginx, HAProxy used in cloud systems.
3. Cloud-Based Load Balancing

Provided by cloud service providers.

Example: AWS Elastic Load Balancer (ELB).
7.3 Working of Load Balancing

When a user sends a request:

Request reaches load balancer

Load balancer checks server availability

Request is sent to the least busy server
Response is returned to user

el N =

7.4 Algorithms Used

Round Robin

Least Connections

IP Hashing

Weighted Distribution
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