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An IPv4 address is a 32-bit address that uniquely and
universally defines the connection of a device (for
example, a computer or a router) to the Internet.

Topics discussed in this section:

Address Space

Notations

Classful Addressing

Classless Addressing

Network Address Translation (NAT)
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| Note I

An IPv4 address is 32 bits long.
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Note

19.4

|: il

The IPv4 addresses are unique
and universal.



Note

|: .

The address space of IPv4 is
232 or 4,294,967,296.

Address space: is the total no of addresses
by the protocol

used



Figure 19.1 Dotted-decimal notation and binary notation for an IPv4 address

10000000 00001011 00000011 00011111

128.11.3.31
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! Example 19.3

Find the error, if any, in the following IPv4 addresses.
a. 111.56.045.78

b. 221.34.7.8.20
c. 75.45.301.14
d. 11100010.23.14.67

Solution

a. There must be no leading zero (045).

b. There can be no more than four numbers.

c. Each number needs to be less than or equal to 2535.

d. A mixture of binary notation and dotted-decimal

notation is not allowed.
19.7



‘ Note I

In classful addressing, the address
space is divided into five classes:
A, B, C,D, and E.
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Figure 19.2 Finding the classes in binary and dotted-decimal notation

First
byte

Second
byte

Third
byte

Fourth
byte

ClassA | O

ClassB | 10

ClassC 110

ClassD |1110

ClassE |1111

a. Binary notation

19.9

Class A

Class B

Class C

Class D

Class E

First
byte

Second
byte

Third
byte

Fourth
byte

0127

128-191

192-223

224-239

240-255

b. Dotted-decimal notation




!! Example 19.4
|

Find the class of each address.

a. 00000001 0000101100001011 11101111
b. 11000001 10000011 00011011 11111111
c. 14.23.120.8

d. 252.5.15.111

Solution

a. The first bit is 0. This is a class A address.

b. The first 2 bits are 1; the third bit is 0. This is a class C
address.

c. The first byte is 14; the class is A.

d. The first byte is 252; the class is E.

19.10



Table 19.1 Number of blocks and block size in classful IPv4 addressing

Class | Number of blocks Block Size Application
A 128 16, 777216 Unicast
B 16,384 63,936 Unicast
B 2097152 256 Unicast
D 'l 268,435,450 Multicast
E 'l 268435456 Reserved

19.11
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‘ Note I

In classful addressing, a large part of the
available addresses were wasted.
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‘ Note I

Classful addressing, which is almost
obsolete, is replaced with classless
addressing.
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Classless Addresses :A4 block of 16 addresses granted to a small organization

Block Block
First —{ 205.16.37.32 1100117017 00010000 00100701 00100000 n
205.16.37.33 1100117017 00010000 00100107 00100001 g
s : 2
Last —>» 205.16.37.47 11001101 00010000 007100101 00101111 o =

a. Decimal b. Binary



|
‘ Note \

In IPv4 addressing, a block of
addresses can be defined as
x.y.z.t/n
in which x.y.z.t defines one of the
addresses and the /n defines the mask.




Table 19.2 Default masks for classful addressing

(lass

Binan

Dotted-Decimal

[TLTTELE 0000000 GO0t (oo

1000

[TLTLEET TELTAERE 00000000 0ooooin

AN

{TLTLLEL THTAEAE TRRLELT Goooonu

IAFAIAN
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Ny

‘ Note I

The first address in the block can be
found by setting the rightmost
32 - n bits to 0s.




! Example 19.6

A block of addresses is granted to a small organization.

We know that one of the addresses is 205.16.37.39/28.
What is the first address in the block?

Solution
The binary representation of the given address is
11001101 00010000 00100101 00100111
If we set 32—28 rightmost bits to 0, we get
11001101 00010000 00100101 00100000

or
205.16.37.32.



Ny

‘ Note I

The last address in the block can be
found by setting the rightmost
32 - n bits to 1s.




! Example 19.7

Find the last address for the block in Example 19.6.

Solution
The binary representation of the given address is
11001101 00010000 00100101 00100111
If we set 32 — 28 rightmost bits to 1, we get
11001101 0001000000100101 00101111
or

205.16.37.47
This is actually the block shown in Figure 19.3.



1

‘ Note I

The number of addresses in the block

can be found by using the formula
232-n




Figure 19.4 A network configuration for the block 205.16.37.32/28

Block

First — 205.16.37.32
205.16.37.33

Last —>{ 205.16.37.47

a. Decimal

19.22

Block

11001101 00010000 00100101 00100000
11001101 00010000 00100101 00100001

]

11001101 00010000 00100101 00101111

b. Binary

16 Addresses



Table 19.3 Addresses for private networks

Range lotal
10.0.0.0 (o 10.255.255.255 224
172.16.0.0 (o 172.31.255.255 220

102.168.0.0  to 192.168.255.255 216
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A NAT implementation

Site using private addresses

172.18.3.1 172.18.3.2 172.18.3.20

_——— e = = e —

NAT router
172.18.3.30 é 200.24.5.8 termiet




Addresses in a NAT

Source: 172.18.3.1

Destination: 172.18.3.1

Source: 200.24.5.8

m

Destination: 200.24.5.8

Internet



NAT address translation

Destination: 25.8.2.10

Source: 172.18.3.1

—— i — o — ——

Destination: 25.8.2.10
Source: 200.24.5.8

Translation table

Private

External

258210 -

Source: 25.8.2.10

Destination: 172.18.3.1

—— i — —— — —

Destination: 200.24.5.8
Source: 25.8.2.10




Despite all short-term solutions, address depletion is
still a long-term problem for the Internet. This and

other problems in the IP protocol itself have been the
motivation for IPv6.

Topics discussed in this section:

Structure
Address Space




ﬁ

| Note I

An IPv6 address is 128 bits long.
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Figure 19.14 IPv6 address in binary and hexadecimal colon notation

128 bits = 16 bytes = 32 hex digits

1111110111101100

TTTT1IT11T1111111

FDEC

0074

0000

0000

0000

BOFF

=| 0000 |4

FFFF
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Figure 19.15 Abbreviated IPv6 addresses

Original

FDEC . 0074 . 0000 5 0000 . 0000 5 BOFF 1 0000 . FFFO

J

Abbreviated | FDEC 2743020 = O = BOFF = O = FFFO

J

More abbreviated | FDEC g 74 2.2 BOFF 1 0 » FFFO

Gap
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Network Layer:
Internet Protocol



Tunneling

IPv6 header

Payload

IPv4 header

IPv6 header

Payload

O e )

20.32

<

IPv4 region

IPv6 header

Payload

IPv6
host

a




Internetworking

How Networks Differ

How Networks Can Be Connected

Concatenated Virtual Circuits
Connectionless Internetworking
Tunneling

Internetwork Routing

Fragmentation



Connecting Networks

™~ Mainframe

SNA network

Router

\

Connection ‘

to Internet Ethernet 802.11

Notebook
re computer

A collection of interconnected networks.



How Networks Differ

Item

Some Possibilities

Service offered

Connection oriented versus connectionless

Protocols IP, IPX, SNA, ATM, MPLS, AppleTalk, etc.
Addressing Flat (802) versus hierarchical (IP)
Multicasting Present or absent (also broadcasting)
Packet size Every network has its own maximum

Quality of service

Present or absent; many different kinds

Error handling

Reliable, ordered, and unordered delivery

Flow control

Sliding window, rate control, other, or none

Congestion control

Leaky bucket, token bucket, RED, choke packets, etc.

Security Privacy rules, encryption, etc.
Parameters Different timeouts, flow specifications, etc.
Accounting By connect time, by packet, by byte, or not at all

Some of the many ways networks can differ.




How Networks Can Be Connected

Legend
o0 Header
— Packet
m Trailer
Switch Router
S @ D S ﬁ o
—— S B - —n
LAN 1 LAN 2 LAN 1 LAN 2
(a) (b)

(a) Two Ethernets connected by a switch.
(b) Two Ethernets connected by routers.




Concatenated Virtual Circuits

SNA

) Multiprotocol
/ router

ATM

1-
i X.25 o o

.....
g

virtual circuits

— Router

@ \End-tu-end concatenated

2

~ Host

Internetworking using concatenated virtual circuits.



Connectionless Internetworking

=

TN
i Router
|
2

Multiprotocol
router

Packets travel individually
and can take different routes

Host

A connectionless internet.



Fragmentation

Network 1 Network 2
Packet O
O& ]
G |g8—|G; — [ |G| T — |G,
OoHY ]
Gy Gy
G, fragments reassembles Gj fragments reassembles
a large packet the fragments again again
(@)
Packet mfe s
e 5[
O oH
G, fragments The fragments are not reassembled
a large packet until the final destination (a host) is reached

(b)

(a) Transparent fragmentation. (b) Nontransparent fragmentation.



Network Layer:
Address Mapping,



The delivery of a packet to a host or a router requires
two levels of addressing: logical and physical. We need
to be able to map a logical address to its corresponding
physical address and vice versa. This can be done by
using either static or dynamic mapping.

Topics discussed in this section:
Mapping Logical to Physical Address
Mapping Physical to Logical Address

2141



‘ Note I

An ARP request is broadcast;
an ARP reply is unicast.

21.42



Figure 21.1 ARP operation

21.43

Looking for physical address of a
node with IP address 141.23.56.23

-5 .

Request

) I

System A

1598 7

a. ARP reqjuest is broadcast

The node physical address
is A4:6E:F4:59:83:AB

N,

System A

System B

b. ARP reply is unicast




Reverse Address Resolution Protocol
(RARP)

TO find logical address for a machine that knows only its physical
address



‘ Note I

DHCP provides static and dynamic
address allocation that can be
manual or automatic.

21.45



Dynamic Host Configuration Protocol

Newly-booted

host looking for ~ DHGP Other DHCP
its IP aii‘dress rs:/lay netwirks F{o?ter se:;ver
0
| f \ :
DHCP Discover Unicast packet from
packet (broadcast) DHCP relay to DHCP server

Operation of DHCP.



The IP protocol has no error-reporting or error-
correcting mechanism. The IP protocol also lacks a

mechanism for host and management queries. The
Internet Control Message Protocol (ICMP) has been
designed to compensate for the above two deficiencies.
It is a companion to the IP protocol.

Topics discussed in this section:

Types of Messages

Message Format

Error Reporting and Query
Debugging Tools




Internet Control Message Protocol

Message type

Description

Destination unreachable

Packet could not be delivered

Time exceeded Time to live field hit 0
Parameter problem Invalid header field

Source quench Choke packet

Redirect Teach a router about geography
Echo request Ask a machine if it is alive

Echo reply Yes, [ am alive

Timestamp request

Same as Echo request, but with timestamp

Timestamp reply

Same as Echo reply, but with timestamp

The principal ICMP message types.




The IP protocol can be involved in two types of
communication: unicasting and multicasting. The
Internet Group Management Protocol (IGMP) is one
of the necessary, but not sufficient, protocols that is
involved in multicasting. IGMP is a companion to the

IP protocol.
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IGMP operation

List of groups
having loyal members

225.70.8.20
231.24.60.9

229.60.12.8
R

To another network

To other networks To another network

21.50



The Transport Layer



The Transport Service

* Services Provided to the Upper Layers

* Transport Service Primitives



Services Provided to the Upper Layers

Host 1 Host 2
Application Application
(or session) (or session)

Application/transport

layer Transport | interface layer
Tf’"’ address |/

TPDU ‘ | |

et e E— | Transport
entity Transport entity
protocol l
Network — !
address Transport/network

interface

Network layer Network layer

The network, transport, and application layers.



Transport Service Primitives

Primitive Packet sent Meaning
LISTEN (none) Block until some process tries to connect
CONNECT CONNECTION REQ. Actively attempt to establish a connection
SEND DATA Send information
RECEIVE (none) Block until a DATA packet arrives
DISCONNECT | DISCONNECTION REQ. | This side wants to release the connection

The primitives for a simple transport service.




Transport Service Primitives (2)

Frame Packet TPDU
header header header
ff z =
, _
TPDU payload
- Packet payload
- Frame payload

The nesting of TPDUs, packets, and frames.




Transport Service Primitives (3)

Connection request

TPDU received

IDLE

Connect primitive

ESTABLISHED

executed

ACTIVE
ESTABLISHMENT
PENDING

Connection accepted
TPDU received

f.- ——————————————————
1
]
¥
PASSIVE
ESTABLISHMENT
PENDING
T
E Connect primitive
\ executed
________________ f—
|
;
Disconnection '
request TPDU !
PASSIVE received )}
S OIS T |t o vonions o vionn. o o i g i i -
PENDING

Disconnect
primitive
executed

ACTIVE
| DISCONNECT

Disconnect

IDLE

PENDING

P

primitive executed

-

Disconnection request
TPDU received

A state diagram for a simple connection management scheme. Transitions labeled
in 1talics are caused by packet arrivals. The solid lines show the client's state
sequence. The dashed lines show the server's state sequence.



Elements of Transport Protocols

* Addressing

* Connection Establishment

* Connection Release

* Flow Control and Buffering
*  Multiplexing

* (Crash Recovery



T

Connection Establishment

et | gt e Host ! Hosts Haost 1 Host 2
Old duplicate ] Ca . [ ]
—~XR fSag CR Lo
T2 ““—--__If_ﬂ'i‘ = x} Oid duplicate e
" i N -
o 3 pe =
= 'i:." = =1 Ii"“‘l_'_,_.-- = "'
: ok L A
— = =
= piH- kgff'“" o "E"ﬁ-"' - Dar, A (s
s g o S AC.'«;' E"-T"
i o
l Old duplicate "J
-»P_'f‘_?:.f:l {5a ~—__REJEq L RE i
= -\_'E-_?j_ﬂ[:‘ﬁ _\____'——-]:Ef_ll:_:” = ) T --I:{q{_::rtq:c
Ty — . —K=y
e = e,
—_ o,
{a) i)

()

hree protocol scenarios for establishing a connection using a

three-way handshake. CR denotes CONNECTION REQUEST.
(a) Normal operation,

(b) Old CONNECTION REQUEST appearing out of nowhere.
(c) Duplicate CONNECTION REQUEST and duplicate ACK.



Connection Release

Host 1 Host 2
“
ACK

Time
5
52

——

No data are
delivered after
a disconnect
request

Abrupt disconnection with loss of data.



Connection Release (2)

S b

m White army

The two-army problem.



Host 1

Send DR
+ start timer

Release
connection

Send ACK

Connection Release (3)

ﬂ.
y

—fok__

(a)

Host 2

Send DR
+ start timer

Release
connection

Host 1

Send DR
+ start timer

Release
connection

Send ACK

xﬂﬁ‘;

o

ACK

e

three-way handshake. (b) final ACK lost.

(b)

Host 2

Send DR
+ start timer

(Timéout)
release
connection

Four protocol scenarios for releasing a connection. (a) Normal case of a




Host 1

Connection Release (4)

Send DR
+ start timer

( Timeout)
send DR
+ start timer

Release
connection

Send ACK

Host 2

KDRDR__
Slie |
ﬂ*

Send DR &
start timer

Send DR &
start timer

Release
connection

Host 1

Send DR
+ star.t timer

L ]
( Tin*eout}
send DR
+ start timer

(N Tirienuts]
release
connection

(d)

Host 2

XDH‘
e
e

Send DR &
start timer

(Timgﬂut}
release
connection

(c) Response lost. (d) Response lost and subsequent DRs lost.




Flow Control and Buffering

i } TPDU 1

» TPDU 2

} TPDU 3

(a) (B)
~ TPDU 4

Unused
space

\

(c)

(a) Chained fixed-size buffers. (b) Chained variable-sized buffers.
(¢) One large circular buffer per connection.



Crash Recovery

Strategy used by receiving host

First ACK, then write

First write, then ACK

- L -

Strategy used by

sending host AC(W) AWC C(AW) C(WA) W AC WC(A)
Always retransmit OK DUP OK OK DUP DUP
Never retransmit LOST OK LOST LOST OK OK
Retransmit in SO OK DUP LOST LOST DUP OK
Retransmit in S1 LOST OK OK OK OK DUP

OK = Protocol functions correctly
DUP = Protocol generates a duplicate message
LOST = Protocol loses a message

Different combinations of client and server strategy.




The Internet Transport Protocols: UDP

 Introduction to UDP
« Remote Procedure Call

* The Real-Time Transport Protocol



Introduction to UDP

- 32 Bits

| | | 1 1 | | | | | I 1 1 | | | | | | l I | | | | | | 1 I | I

Source port Destination port

UDP length UDP checksum

The UDP header.




Remote Procedure Call

Client CPU

1~
Client ‘\j

b

2

Client
stub

Operating system

Y

-

Server CPU

Server,
stub

4

7T
A |server

A Operating system

_/

N

Network

Steps 1n making a remote procedure call. The stubs are shaded.




The Real-Time Transport Protocol

Ethernet IP BDE RBIE

User | |Multimedia application he?der healder header header
space | | RTP ;
Socket interface RTP payload
i UDP
Kerﬁg < IP «——— UDP payload ——
3 Ethernet - IP payload -
- Ethernet payload -

(a) (b)

(a) The position of RTP 1n the protocol stack. (b) Packet nesting.




The Real-Time Transport Protocol (2)

- 32 bits -
| | ] ] ) I I 6 [ O O I O ) [
Ver. |P|X CC M Payload type Sequence number
Timestamp
Synchronization source identifier

The RTP header.



The Internet Transport Protocols: TCP

* Introduction to TCP

 The TCP Service Model

The TCP Protocol

 The TCP Segment Header

TCP Connection Establishment
 TCP Connection Release

 TCP Connection Management Modeling
TCP Transmission Policy

 TCP Congestion Control

[

TCP Timer Management
e  Wireless TCP and UDP
e Transactional TCP




The TCP Service Model

Port Protocol Use
21 FTP File transfer
23 Telnet Remote login
25 SMTP E-mail
69 TFTP Trivial File Transfer Protocol
79 Finger Lookup info about a user
80 HTTP World Wide Web
110 POP-3 Remote e-mail access
119 NNTP USENET news

Some assigned ports.




The TCP Service Model (2)

IP header TCP header
X/

RPN

A B

A B CD

NSNS N
oSN
O
DN
O

(a) Four 512-byte segments sent as separate IP datagrams.

(b) The 2048 bytes of data delivered to the application in a single
READ CALL.



The TCP Segment Header

- 32 Bits -

| I I B | I [ 1 1 | I I ] I | | [

Source port Destination port

Sequence number
Acknowledgement number

TCP U A|IP|IR|S|F
header RIC|S|S|Y]|I Window size
length G| K|[H|T|IN[N

Checksum Urgent pointer

{{
1]

Options (0 or more 32-bit words)

(f

[

1]

Data (optional)

[l

1]

)

TCP Header.



The TCP Segment Header (2)

- 32 Bits -

| l | 1 l | 1 I ] l | 1 | l I l l ] | - I 1 I | l | 1 l

Source address

Destination address

00000000 Protocol = 6 TCP segment length

The pseudoheader included 1n the TCP checksum.




TCP Connection Establishment

Host 2

Host 2 Host 1

Host 1
SYN SEQ - ” SYN (SEQ = X)
SYN (SEQ = Y

1)

Cﬂ:'ﬁ
oy (SEQ=Y: 2
(SEQ = 4
* 1- ACK:F.'_ 1!}

(a)

ﬂ—ijE

(b)

(a) TCP connection establishment in the normal case.

(b) Call collision.



TCP Connection Management Modeling

State Description
CLOSED No connection is active or pending
LISTEN The server is waiting for an incoming call
SYN RCVD A connection request has arrived; wait for ACK
SYN SENT The application has started to open a connection
ESTABLISHED | The normal data transfer state
FIN WAIT 1 The application has said it is finished
FIN WAIT 2 The other side has agreed to release
TIMED WAIT Wait for all packets to die off
CLOSING Both sides have tried to close simultaneously
CLOSE WAIT The other side has initiated a release
LAST ACK Wait for all packets to die off

The states used 1in the TCP connection management finite state machine.




TCP Connection Management Modeling (2)

TCP connection
management finite state
machine. The heavy solid
line 1s the normal path for a
client. The heavy dashed
line 1s the normal path for a
server. The light lines are
unusual events. Each
transition is labeled by the
event causing it and the
action resulting from it,
separated by a slash.

(Start)
I CONMNECT/SYN (Step 1 of the 3-way handshake)
CLOSED [ N
: CLOSE/- ™
LISTEN/- | | CLOSE-
SYN/SYN + ACK
(Step 2 _;"or the 3-way handshake) | LISTEN
H T
RET/- ] SEND/SYN
SYM P RO S SYMN
- HC‘H:I? SYM/SYN + ACK (simultaneous open) SENT
1
i
i {Data transfer state)
i ACK/- ' SYN + ACK/ACK _/
"""""""""" _{ ESTABLISHED ~ {Step 3 of the 3-way handshake)
CLOSEFIN|

i
i
CLOSE/FIMN J i

{ {Active closa)
T FIN/ACK

FIN -
CLOSING
WAIT1 [
ACK/— ACKI—
FIN + ACK/ACK ——
FIM | TIME
WAIT 2 e | WAIT

(Timeout!)

FIN/ACHK

e e ———

"""""""""""""""""

CLOSE
WAIT

I

I

: i ¥
| ! CLOSE/FIN:
1 i

I

I

I

ACK/ -

CLOBED lwsccssmeiois sunavacs 4

|Go back fo star)



TCP Transmission Policy

Sender Receiver Heceiver's
Application buffer
does a2k — = 0 4K
write
Empty
2K
. |[ACK =2048 WIN = 2048
Application
does a 2K :
write | 2K | SEQ = 2048
Full
Sender is y Application
Blocked reads 2K
2K
Sender may
sand up to 2K —=
1K 2K

Window management in TCP.



TCP Transmission Policy (2)

( )

Receiver's buffer is full

|

Application reads 1 byte

Room for one more byte

|

-<+—— Header Window update segment sent

Header = New byte arrives

1 Byte

Receiver's buffer is full

N J

Silly window syndrome.




TCP Congestion Control

\\ Transmission
rate adjustment

Transmission
network

Internal

congestion
/

/

Small-capacity Large-capacity
receiver . ﬁ receiver
(a) (b)

(a) A fast network feeding a low capacity receiver.
(b) A slow network feeding a high-capacity receiver.



