UNIT V

SECURITY IN CLOUD COMPUTING

Cloud security is a continuous discipline involving technologies, policies, controls, and services designed to
protect data, applications, and the underlying cloud infrastructure from cyber threats.

A. The Cloud Shared Responsibility Model

Security in the cloud is a partnership. Responsibility is split between the Cloud Service Provider (CSP) and
the customer depending on the service model chosen (IaaS, PaaS, or SaaS).

e The Provider's Responsibility ("Security OF the Cloud"): The CSP protects the global
infrastructure, including the physical security of data centers, hardware components, the virtualization
software layer, and core networking facilities.

e The Customer's Responsibility ("Security IN the Cloud'): The customer remains responsible for
protecting everything they place inside the cloud. This includes configuring network firewalls,
patching operating systems (in IaaS), managing user permissions, and encrypting data.

Core Security Frameworks and Mechanisms

1. Identity and Access Management (IAM) & Least Privilege

IAM systems manage digital identities and control who can access what resources. Cloud security relies on
the Principle of Least Privilege (PoLP), which dictates that users and applications should only be granted
the absolute minimum permissions required to perform their specific job tasks.

* Role-Based Access Control (RBAC): Assigning permissions to specific operational roles (e.g.,
Database Administrator, Billing Viewer) rather than individual users.

e Multi-Factor Authentication (MFA): Requiring two or more verification factors to gain access,
drastically reducing the impact of compromised passwords.

2. Data Protection: Encryption and Key Management
Data must be secured at every point in its lifecycle:

o Data-at-Rest: Data stored on physical hard drives, SSDs, or block storage. Protected using
symmetric encryption algorithms like AES-256.

o Data-in-Transit: Data moving across networks between users and the cloud, or between servers.
Handled via TLS/SSL (Transport Layer Security) protocols to prevent interception.

o« Key Management Systems (KMS): Centralized cloud services used to generate, rotate, and securely
store the cryptographic keys required to unlock encrypted data.
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3. Virtual Infrastructure Security

Cloud environments use software configurations to isolate resources instead of physical walls:

Security Groups & Network ACLs: Stateful and stateless virtual firewalls that control inbound and
outbound traffic at the individual server instance or subnet level.

Hypervisor Security: Protecting the hypervisor layer from Virtual Machine Escape attacks, where
a malicious user breaches a virtual machine to gain unauthorized control of the underlying physical
host operating system.

Advanced Concepts in Cloud Computing

As cloud computing matured, architectures evolved away from basic remote hosting toward decentralized,
automated, and distributed patterns.

A. Edge and Fog Computing

Traditional cloud computing sends all raw data back to massive, centralized datacenters. While powerful,
this model struggles with bandwidth constraints and latency delays.

()

Edge Computing: Processes data directly on or near the physical device generating the information
(e.g., smart sensors, autonomous cars, or localized industrial gateways).

o Benefit: Achieves near-zero latency and drastically saves network bandwidth.
Fog Computing: An intermediate architectural layer situated between Edge devices and the
Centralized Cloud. It uses local network nodes (like regional routers or switches) to aggregate, filter,
and compute data before sending a condensed summary to the primary cloud datacenters.

B. Cloud Federation and Interoperability

As enterprises expand, they rarely rely on a single cloud vendor. Advanced strategies are required to avoid
vendor lock-in.

Cloud Federation: The aggregation and mutual arrangement of computing, storage, and networking
resources across multiple distinct cloud providers (e.g., connecting an AWS environment directly
with a Google Cloud environment). It creates a unified pool of resources managed through
centralized governance.

Cloud Interoperability: The capability of different cloud ecosystems, platforms, and on-premises
systems to seamlessly exchange data, share configurations, and run applications without requiring
complex custom code re-writes. This is heavily driven by open standards, unified APIs, and
containerization.

C. Green Cloud Computing

Data centers consume staggering amounts of electrical energy to power millions of high-density servers and
cooling units. Green Cloud Computing focuses on designing, manufacturing, and utilizing cloud
infrastructure to minimize environmental impact.
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Green Cloud Strategy
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e Virtualization and Consolidation: By running dozens of virtual applications on a single physical
motherboard, server utilization leaps from 15% up to 80%+. This reduces the total volume of idle
hardware sucking power.

o Power Usage Effectiveness (PUE): The primary efficiency metric for data centers, calculated as:
PUE=IT Equipment Energy ConsumptionTotal Facility Energy Consumption

An ideal PUE is 1.0, indicating all incoming power goes directly to processing chips rather than fans
or lights. Hyper-scale cloud facilities leverage advanced cooling layouts (like liquid cooling and
ambient outside air routing) to drive PUE down to 1.1 or lower.

e Dynamic Voltage and Frequency Scaling (DVFS): An automated power management
technology that throttles a microprocessor’s operating frequency and voltage down during
periods of low application traffic, slashing instantaneous electrical draw.
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