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UNITWISEQUESTIONBANK
UNIT-I
Introduction

S.No Questions BT ‘ CO PO

Part—A(ShortAnswerQuestions)
1 Whatisinternet? L1 | CO1 | PO1
2 Whatiscyberlaw? L1 | COl1 | PO1
3 Whatisphishing? L1 | COl1 | PO1
4 Whyiscyber lawimportant? L1 | COl1 | PO2
5 Writeanyonedifferencebetweeninternetandworldwideweb? L1 | COl1 | PO1
6 What ishacking? L1 | COl1 | PO3
7 Whatis adigital signature? L1 | COl1 | PO1
8 Definedatatheft? L1 | COl1 | PO5
9 Whatistheprimarylawforcybercrimeinindia? L1 | COl | POS
10 WhatisoneaimoftheNationalPolicyonIT2012? L1 | COl1 | PO2

Part-B(LongAnswerQuestions)

11 | a) | DiscusstheevolutionofthelnternetandtheWorldWideWeb. L2 | COl | PO2
Howhavetheyinfluencedcommunication,business,and
governanceinthemodernworld?

b) | Explaintheneedforcyberlawsintoday’sdigitalera.Whyare L2 | COl | PO1
traditionallawsinsufficienttohandlecyber-relatedoffenses?

12 | a) | Cybercrimeisontheriseinthe21stcentury.Analyzethe L2 | COl | PO3
reasonsforthisincreaseandsuggesteffectivemeasuresto
curbcybercrime.

b) | Defineandexplainanyfiveimportanttermsrelatedtocyber L2 | CO1 | PO2
law.

13 | a) | Whatisthe needforcyberlawin India?Discusswithexamples L2 | COl1 | PO1
ofreal-lifecybercrimes.

b) | Tracethehistoryofcyberlawinindia.Howhasitevolvedoverthe L2 | CO1 | PO2
years?

14 | a) | Explainthekeyprovisionsandobjectivesofthelnformation L2 | COl1 | PO5
TechnologyAct,2000.Howdoesithelpinaddressing cybercrime?

b) | DiscusshowthelTAct,2000hasamendedotherexistinglaws L2 | COl PO3
inindia.Provideexamplesofmajorchanges.

15| a) | Critically examine the National Policy on Information | L2 | COl | PO1
Technology,2012.Howdoesitsupportthelegalandpolicy




Frameworkofcyberlawsinindia?
b) | Explainthedifferencesbetweeninternetandworldwideweb L2 | CO1 | PO1
16 | a) | Explaintheimportanttermsrelatedtermstocyberlaw. L3 | CO1 | PO1
UNIT-II
OverviewOfThelnformationTechnologyAct,2000
S.No ‘ Questions | BT ‘ (6(0) PO
Part—A(ShortAnswerQuestions)
1 WhatistheprimarypurposeofthelnformationTechnology L1 | CO2 | PO2
Act,2000?
2 WhichtypesofdocumentsarerecognizedunderthelTAct, L1 | CO2 | PO2
20007
3 Whatisthelegalstatusofelectronicrecordsunderthel T Act, L1 | CO2 | PO2
20007?
4 WhatistheroleoftheControllerofCertifyingAuthorities L1 | CO2 | PO2
(CCA)underthelTAct?
5 Whatisthedifferencebetweenadigitalsignatureandan electronic | L1 | CO2 | POl
signature?
6 WhatistheroleoftheCertifyingAuthority(CA)inissuinga L1 | CO2 | POl
digitalsignature?
7 Whatistheroleofthegovernmentinfacilitatingelectronic L1 | CO2 |PO2
recordsunderthelTAct,2000?
8 HowdoesthelTActdefineCertifyingAuthorities(CAs)? L1 | CO2 | POl
9 WhoisconsideredanintermediaryunderthelTAct,2000? L1 | CO2 | POl
10 WhataretheconsequencesofhackingasperthelTAct,2000? L1 | CO2 | POl
Part-B(LongAnswerQuestions)
11 | a) | DiscusstheApplicabilityofthelnformationTechnologyAct, L2 | CO2 | PO2
2000inIndia.
b) | AnalyzethekeyprovisionsrelatedtoDigitalSignaturesand L2 | CO2 | PO2
ElectronicSignaturesunderthelTAct,2000.
12 | a) | EvaluatetheroleofDigitalSignatureunderthelnformation L2 | CO2 | POl
TechnologyAct,2000.
b) | WhatistheconceptofE-Governanceunderthel TAct,2000, L2 | CO2 | PO2
andhowdoesitimpactpublicadministrationinlndia?
13 | Discussthe provisionsrelated toAcknowledgement and Dispatch of L2 | CO2 | POl
Electronic Records under the IT Act, 2000
14 | a) | ExaminetheroleofCertifyingAuthoritiesandElectronic L2 | CO2 | PO3
SignatureCertificatesunderthelnformationTechnologyAct,
2000.
b) | WhataretheDutiesandResponsibilitiesofSubscribersunder L3 | CO2 | PO3
thelTAct,2000?
15 | a) | CriticallyevaluatethePenaltiesandOffencesunderthe L2 | CO2 | POl
Information Technology Act, 2000
b) | Discusstheroleandresponsibilitiesofintermediariesunder the IT | L2 | CO2 | PO1
Act, 2000
16 ExplainthesignificanceoftheInformationTechnologyAct, 2000 L2 | CO2 | PO2
in ensuring Cybersecurity and Privacy Protection

UNIT-III
OverviewofRuleslssuedUnderTheltAct,2000




S.No Questions BT ‘ Cco PO
Part—-A(ShortAnswerQuestions)

1 Whatisthemainobjectiveof therulesissuedunderthelTAct, 2000?| L1 | CO3 | PO4

2 WhichspecificruleunderthelTActgovernsthelegal L1 | CO3 | PO4
Recognitionofelectronicrecords?

3 UnderthelTAct,whatisthelegaldefinitionof"electronic L1 | CO3 | PO5
Commerce"?

4 Whichsectionofthel TAct,2000,governstherecognitionof L1 | CO3 | POS
Electroniccontracts?

5 Whatistheprimarypurposeofthe"IntermediaryGuidelines" L2 | CO3 | PO3
IssuedunderthelTAct?

6 UnderthelIT Act,howareelectroniccontractsdifferentfrom L1 | CO3 PO4
Traditionalcontracts?

7 Which provision ofthelTActaddressesthe offenceofsending L1 | CO3 | PO3
offensive emails or messages?

8 Whichsectionof thelT Act,2000, deals withcybercrimes suchas | L1 | CO3 | PO2
hacking?

9 WhatisthepenaltyforcyberfraudunderthelTAct,20007? L1 | CO3 | PO4

10 Whatiscyber-crime? L1 | CO3 | PO3

Part-B(LongAnswerQuestions)

11 | a) | Discussthekeyprovisionsandrulesissuedunderthe L3 | CO3 PO3
Information Technology Act, 2000. How hasthe Act evolved
throughamendmentstoaddressnewchallengesincyberspace?

b) | Analyze the legal recognition ofelectronic records and digital L2 | CO3 | PO3
signatures under the IT Act, 2000.

12 | a) | Whatisanelectroniccontract?Discussitsessential elements and L2 | CO3 | PO4
enforceability under Indian law.

b) | Evaluatetheimpactofe-commerceontraditionalbusiness L3 | CO3 | PO4
modelswithsuitableexamples.

13 | a) | Explain the role of digital signatures and electronic | L2 | CO3 | PO3
authenticationinvalidatingelectroniccontracts

b) | Definecybercrime.Discussvarioustypesofcybercrimes L3 | CO3 PO3
recognizedunderthelTAct,2000withexamples.

14 | a) | Analyzetheeffectivenessofexistinglegalprovisionsincurbing L2 | CO3 | PO3
cyber crimes. Suggest improvements, if any.

b) | Whatconstitutescyberfraud?Describedifferenttypesofcyber L3 | CO3 | PO3
frauds and the legal remedies available to victims.

15 | a) | Howarecyberfraudsinvestigatedandprosecutedinindia? L2 | CO3 | PO4
Discusstheroleofdigitalforensics.

b) | Evaluatethechallengesfacedbyindividualsandbusinessesin L3 | CO3 | PO4
protectingthemselvesfromcyberfrauds.

16 | a) | Compareandcontrasttraditionalcontractswithelectronic L2 | CO3 PO3
contracts.Howdocourtsdeterminethevalidityofe-contracts?

b) | CriticallyexaminetheroleofthelTAct,2000inpromoting L2 | CO3 | PO3
digitalgovernanceande-commerceinindia.
UNIT-1V
RegulatoryAuthorities
S.No ‘ Questions BT ‘ CO PO




Part—A(ShortAnswerQuestions)
1 UnderwhichministrydoesDeitYoperate? L1 | CO4 | PO3
2 WhatistheroleoftheControllerofCertifyingAuthorities (CCA)? L1 | CO4 | PO3
3 WhograntslicensestoCertifyingAuthoritiesinindia? L1 | CO4 | PO3
4 WhatistheprimaryfunctionoftheCyberAppellateTribunal? L1 | CO4 | PO3
5 UnderwhichactwastheCyberAppellateTribunalestablished? L1 | CO4 | PO3
6 WhatisthefullformofICERT? L1 | CO4 | PO3
7 WhatisthemainfunctionofICERT? L1 | CO4 | PO3
8 Whatiscloudcomputing? L1 | CO4 | PO3
9 Whichcaseestablishedtheimportanceofdigitalsignature L1 | CO4 | PO3
authenticity?
10 WhichIndianpolicydocumentaddressescloudcomputing L1 | CO4 | PO3
guidelines?
Part-B(LongAnswerQuestions)

11 | a) | ExplaintheroleandfunctionsoftheDepartmentofElectronics L2 | CO4 | PO3

and Information Technology (DeitY) in promoting e-
Governance and digital infrastructure in India.

b) | Discussthe initiatives takenbyDeitY(nowMeitY)to develop the IT| L3 | CO4 | PO3
and electronics industry in India.

12 | a) | Describethepowers,functions,andresponsibilitiesofthe L2 | CO4 | PO3
Controller of Certifying Authorities (CCA) under the
InformationTechnologyAct,2000.

b) | Analyzetheprocessofissuance,suspension,andrevocationof L3 | CO4 | PO3
digitalcertificatesbythe CCA.

13 | a) | Discuss thecomposition,powers,andjurisdictionof theCyber L3 | CO4 | PO3
AppellateTribunalunderthelTAct,2000.

b) | ExplaintheroleoftheCyberAppellateTribunalinhandling disputes | L13 | CO4 | PO3
related to cyber crimes and electronic governance

14 | a) | Explainthestructure,objectives,andfunctionsofthelndian L2 | CO4 | PO3
ComputerEmergencyResponseTeam(ICERT)innational
cybersecurity.

b) | DiscusstheimportanceofICERTinmanagingcyberincidents L3 | CO4 | PO3
andenhancinglndia'scyberdefense.

15 | a) | Definecloudcomputing.Discussitsvariousservicemodels (laaS, L2 | CO4 | PO3
Paa$, SaaS) with examples.

b) | WriteanoteontheMeghRajpolicyanditsobjectivesin promoting L2 | CO4 | PO3
cloud adoption in India.

16 | a) | Analyzeanytwolandmarkindiancaselawsthathaveinfluenced the| L2 | CO4 | PO3
development of cyber law.

b) | DiscussthesignificanceoftheS.M.C.Pneumaticsv.Jogesh L2 | CO4 | PO3
Kwatracaseinestablishingcyberdefamationlawsinindia.
UNIT-V
IntroductionToCybercrimeAndProcedureToReportCybercrime
S.No ‘ Questions | BT ‘ (60) PO
Part—A(ShortAnswerQuestions)
1 ‘ Whichdeviceisprimarilyusedtocommitcybercrimes? | L1 ‘ CO5 | PO3




2 Whatisthefirststeptoreportacybercrimeinindia? L1 | CO5 | PO3
3 Canacybercrimebereportedanonymouslyinindia? L2 | CO5 | PO3
4 Nameonewaytoavoidphishingattacks. L2 | CO5 | PO3
5 Underwhichsectioniscyberstalkingpunishableinindia? L2 | CO5 | PO3
6 Whatiscyberstalking? L1 | CO5 |PO3
7 WhichlIPCsectiondealswithonlineharassment? L1 | CO5 | PO3
8 Nameonewaytoavoidphishingattacks. L1 | CO5 | PO3
9 Nametheofficialportaltoreportcybercrimesinindia. L2 | CO5 | PO3
10 Whichdeviceisprimarilyusedtocommitcybercrimes? L1 | CO5 | PO3
Part-B(LongAnswerQuestions)
11 | a) | Definecybercrime.Discussitsvarioustypeswithsuitable L2 | CO5 | PO3
examples.
b) | Explaintheimpactofcybercrimeonindividualsandsociety. L2 | CO5 | PO3
Howdoesitdifferfromtraditionalcrime?
12 | a) | Explaintheproceduretoreportacybercrimeinindia.What L2 | CO5 | PO3
aretheavailableplatformsandstepsinvolved?
b) | Whyisitimportanttoreportcybercrimes?Whatchallengesdo L3 | CO5 | PO3
victims face while reporting?
13 | a) | Discussthebasicrulesandbestpracticesforsafeuseofcomputers L2 | CO5 | PO3
and the internet.
b) | Whatistheroleofawarenessanddigitalliteracyin preventing L3 | CO5 | PO3
cybercrimes?
14 | a) | DescribethekeyprovisionsoftheCriminalLaw(Amendment) L3 | CO5 | PO3
Act,2013relatedtoonlineharassmentandcyberstalking.
b) | How has the Criminal Law (Amendment) Act, 2013 | L2 | CO5 | PO3
strengthenedlegalremediesforwomenagainstonlinecrimes?
15 | a) | Whatarethelegalremediesavailableunderindianlawfor victims off L2 | CO5 | PO3
online harassment and cyberstalking?
b) | DiscusstheroleofInformationTechnologyAct,2000along with L3 | CO5 | PO3
the IPC in dealing with online crimes.
16 Explain how Section 354D of the Indian Penal Code addresses L3 | CO5 | PO3
theoffenceofcyberstalking. Whatpunishmentsdoesit
prescribe?

*BloomsTaxonomyLevel(BT)(L1-Remembering;L.2—Understanding;L.3— Applying;L4 —

Analyzing; L5 — Evaluating; L6 — Creating)




