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Access Methods In File Systems

Sequential Access Random Access

Sequential access reads data in a linear Random access allows retrieval of data
order, making it ideal for streaming from any point in a file, enhancing
applications like video playback , where flexibility for applications like databases
data is processed continuously . that require quick data lookups .

Direct Access

Direct access enables quick data retrieval using specific addresses , significantly
improving performance for applications needing fast access to large datasets .




Directory Structure

Hierarchical Organization Nesting Capabilities

A hierarchical structure allows for Directories can contain both files and
organized file storage , making it easier other directories , enabling a nesting
to manage large volumes of data and approach that enhances organization
improving retrieval times by up to 30%. and simplifies navigation through

complex file systems .

Pathname Utilization

Pathnames provide a systematic way to locate files within the directory structure , ensuring
efficient access and reducing search times significantly in large systems .




Protection Mechanisms

Access Control Lists (ACLs)

ACLs define user permissions for files,

allowing specific users or groups to
read, write, or execute files, enhancing
security and managing access
effectively .

User Authentication

File Encryption

File encryption protects sensitive data
by converting it into unreadable formats,
ensuring that only authorized users with
decryption keys can access the
information .

User authentication mechanisms , such as passwords and biometrics , ensure that only
authorized individuals can access files, significantly reducing the risk of unauthorized

dCCessS .




Allocation Methods in File Systems

Contiguous Allocation Linked Allocation

Files are stored in sequential blocks, Uses pointers to connect scattered
enhancing read /write speed . This blocks , allowing for dynamic file sizes.
method can lead to fragmentation , However , accessing files can be slower
making it harder to allocate large files due to pointer traversal , impacting

over time. performance .

Indexed Allocation

Maintains an index block that maps file locations , improving access speed. This method
reduces fragmentation but requires additional space for the index itself.




Free -Space Management

Efficient Bitmaps Usage Dynamic Linked Lists

Bitmaps track free and used blocks Linked lists manage free space
effectively , allowing quick access to dynamically , enabling efficient allocation
available space. This method can and deallocation . This approach

reduce search time to O(1) for block minimizes fragmentation and adapts to
allocation . varying file sizes and usage patterns .
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Performance Impact

Effective free-space management significantly impacts overall system performance . Poor
strategies can lead to increased fragmentation , slowing down file access and storage
efficiency .



How to Perform Key File Operations Using System
Calls

1. Open aFile

Use the 'open' system call to open a file for reading or writing . Specify the file path and the desired access mode (e.q.,
read, write).

2.Create a New File

Utilize the 'create ' system call to create a new file in the file system . Provide the file name and set the appropriate
permissions .

3. Read Data from aFile

Employ the 'read’' system call to read data from an open file into memory . Specify the file descriptor , buffer, and the
number of bytes to read.

4. Write Data to a File

Use the 'write' system call to write data from memory to an open file. Indicate the file descriptor , buffer, and the number
of bytes to write.



Additional System Calls

Close System Call Lseek Functionality

The close system call terminates access The Iseek system call allows users to
to an open file, ensuring that all reposition the file pointer within a file.
resources are released . This is crucial This is essential for random access,
for preventing memory leaks and file enabling efficient data retrieval and
descriptor exhaustion . manipulation .

Stat for Metadata

The stat system call retrieves essential file metadata , including size, permissions , and
timestamps . This information is vital for managing file access and security .




File System Types : NTFS vs FAT32

NTFS FAT32

e Supports larger file sizes up to 16 TB, ideal for modern e Maximum file size limited to 4 GB, suitable for smaller
applications . files.

e Includes built-in security features like file permissions e Widely compatible with various operating systems and
and encryption . devices .

e Offers journaling for improved data integrity and e Simpler structure , making it easier to implement and

recovery . manage .



File System Achievements & Impact

90 % 16 TB 1EB

Server Adoption Max File Size (NTFS) Volume Capacity (Ext4)

Over 90% of servers utilize Linux- NTFS supports individual files up to Ext4 can handle volumes up to 1

based file systems . 16 TB in size. exabyte , showcasing exceptional
scalability .

Files Managed

File systems can efficiently manage
millions of files.



Key Takeaways

In summary , understanding file system interfaces and operations is crucial for efficient data management .

Key takeaways include the importance of access methods , directory structures , and protection mechanisms .

Next steps involve implementing optimal allocation methods and effective free-space management

strategies . Additionally , mastering system calls like open, read, and write enhances application performance .

As we move forward , prioritizing these elements will ensure robust and scalable file systems that meet
evolving data needs.



