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The Architecture of a Vulnerability

(The Locks & Guards

(Security Controls)

'The Front Door
(Login Page)

The primary entry point.

The Visitors \ -
(Users)

\ H“[;%

containing valuable items.

The Locker Room
(Database)

A secured inner room

I=lS
E&

_________

The Vulnerability
(Weaknesses)

A web application vulnerability is a weakness or flaw that can be exploited by attackers to gain

unauthorized access, steal data, modify information, or disrupt services.
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The Threat Landscape: OWASP Top 10

-

[ What is OWASP? ]

The Open Worldwide
Application Security
Project is a non-profit
organization dedicated
to improving software
and web application
security.
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Deep Dive: The Logic of Injection

An attacker inserts malicious input into an application, causing it to execute unintended commands.

The Secure Restaurant i The Vulnerable Restaurant
A customer should only place an order. The The hacker enters the kitchen and gives direct
application accepts only expected values. g instructions to the chef. The application blindly
: follows every instruction, including malicious ones.
O o/ ES ] o plgp [ E0 ||
v @ (] ) (. ) = ) |
: J_ q ! 00 : i Q [e]e)
gL Food "I‘ ‘io{] : 2 Hr‘l’ﬂ oo
Order F . : .
ﬁ p Kitchen : —_— =
;_._..[:r::n::r i@@ : 3 D;ct [GC}
Q0 : B Instructions —
i =L O 0 lﬁi )
OB G| == B € LR BRI ey
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Anatomy of an Injection Attack

Step 1: Application asks for input.

Username:
Passwoxrd:

Step 2: User enters normal information. Step 3: Attacker enters malicious input.
Username: Rahul Username: admin
Password: 12345 Password: ' OR '1'="1

¢ ¢

Result: Authentication Result: Logic is tricked; login is
proceeds normally. bypassed without a valid password.

A Impact: Allows hackers to steal sensitive data, modify or delete records, take control of servers, and gain admin privileges.
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The Injection Target Matrix

Mechanism

Injection Type

Target System

into running system
commands.

SQL Injection (SQLI) Database Attacker inserts SQL Data theft, login
commands into input bypass, database
fields. modification.

Command Injection Operating System Tricks the application Server compromise,

file access, system
control.

LDAP Injection

Directory Services
(Authentication)

Manipulates directory
search queries.

Unauthorized login,
access to user
information.

XPath Injection

XML Databases

Injects malicious
queries to navigate XML
documents.

Data leakage,

unauthorized access.
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Deep Dive: Cross-Site Scripting (XSS)

Injecting malicious JavaScript into web pages viewed by other users. The browser cannot
distinguish between genuine code and injected malicious code.
Session Cookie
[Hijacking] [ Theft ]

Account
Takeover

The victim's browser
executes the script,
believing it originated

from the trusted website.

Attacker inserts a
malicious script into a
vulnerable web
application (e.g., search
box, comment section).

The malicious script
becomes part of a
webpage delivered to
unsuspecting users.

Website
Attacks

Website Phishing Malware
Defacement Attacks Distribution
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XSS Variants: Stored, Reflected, & DOM-Based

Stored XSS
(Persistent)

Mechanism: Script is
permanently saved on the web
server (usually a database).
Retrieved automatically when
automatically when users
access the page.

Characteristics: Highly
dangerous; affects multiple
users; remains until removed.

Reflected XSS
(Non-Persistent)

Chttps:ffwww.mzm{script?

https://www.scriptn=URL

4

Mechanism: Script is
embedded within a request
and immediately reflected
back. Not stored on the
server.

Characteristics: Temporary;
requires user interaction
(clicking a crafted link);

common in phishing.

difficult to detect.

&

DOM-Based XSS

Mechanism: Client-side
JavaScript modifies the

Document Object Model (DOM)
using untrusted input.

Characteristics: Exists entirely
within the browser; may
bypass server-side processing;

A NotebookLM



OWASP Cluster 1: The Gates & Vaults

Vulnerabilities related to Identity, Authentication, and Access Control.

Item #1: ltem #2: Item #7: Identification
Broken Access Control Cryptographic Failures & Auth Failures

Users access resources Sensitive data (passwords, Weak authentication
beyond permitted privileges. credit cards) stored or mechanisms.

transmitted without encryption. Example: Weak passwords,

Example: Changing a URL to Example: Passwords stored poor session management
access an admin page. " plai% fabt . lack of MFA.

Impact: Privilege escalation. Impact: Exposure of financial Impact: Account takeover.
& ] | orpersona data. Fu

L

ql}_
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OWASP Cluster 2: Foundation & Settings

Vulnerabilities stemming from poor application architecture and configuration.

Item #4:
Insecure Design

Security controls are missing or
poorly planned during the design
phase.

Example: Allowing unlimited

login attempts without account |

lockout.
| Impact: Easier exploitation. ]

Iltem #5:
Security Misconfiguration

DEFAULT CONFIG

ST [@
1)

| dCCess. &

Incorrect settings in servers or
databases.

Example: Default passwords
or leaving debug mode
active.

Impact: Easy unauthorized

Iitem #6:
Outdated Components

!

f//  N.21.0
———'_l

/N V774 A

7/ V330
#’d

L0 VERSION = VULNERABLE

o

| vulnerabilities. &

Relying on old third-party
libraries and frameworks.

Example: Running an old
framework version with publlcly
known flaws.

Impact: Exploitation of known
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OWASP Cluster 3: Sensors & Network Trust

Vulnerabilities related to verifying integrity, logging events, and handling server requests.

Item #10:
Server-Side Request Forgery

Item #8.
Software & Data Integrity Failures

Trusting software updates or
plugins without verifying
authenticity.

Example: Installing updates
from untrusted sources. i

Impact: Malware installation.
{4‘} .

Iltem #9:
Logging & Monitoring Failures

Security events are not
recorded.

Example: Repeated failed login
attempts are not logged.

Impact: Attacks remain

| undetected for long periods. 7l

=

| dCCess. s

Tricking a server into making
unauthorized requests.

Example: Manipulating a server
to access internal resources
that shouldn’t be public.

Impact: Internal network

e
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The Security Inspection:
Vulnerability Analysis

The process of identifying security weaknesses in a system,
software, or network before attackers can exploit them.

1

-
[

|

The Metaphor [

Think of a house security inspection. Before a
thief enters the house, the owner checks:

2. Are the windows secure?

3. Isthe alarm system working? : E ﬂ

3

2
1. Are the doors locked: Vv
|

Takeaway: Similarly, security experts O {
examine software and systems to find T
weaknesses before hackers do. L I-




Vulnerability Analysis Methods

———————————————————————————————— > +
Passive Analysis '
(The Outside Observer)
{ .
Concept:

Like a security guard observing a building
from outside without entering.

Method:

Collecting info (IPs, domains, traffic)
without directly interacting or disrupting
operations. Safe and difficult to detect.

Static Code Analysis
(The Exam Grader)

Y
i

Concept:

Like a teacher correcting a student's
answer sheet before submission.

Method:

Manually or statically inspecting source
code for errors (SQLi, hardcoded
passwords) before deployment. Requires
source code access.

Y
i

+
A
I
I
I
I
|
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
]

]
w
4

Binary Analysis
(The Mechanic)

Concept:

Like a mechanic inspecting a completed
car without seeing its design blueprint.

Method:

Examining compiled software (executables
or machine code) when source code is
unavailable. Used for third-party software
and malware analysis.
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The Defense Blueprint: Prevention Strategies

|

RA

< >

e

T
Input strin Safe Strin
p 9 'a'.n, g ) 3

Validation Database
Filter

I"\.

1. Validate All Input: Accept only expected
values (prevent both XSS and Injection).

2. Output Encoding: Encode user data
before displaying it in web pages (stop
XSS execution).

3. Use Prepared Statements: Keep user
data logically separated from database
commands (neutralize SQLi).

e
|
o

4. Implement CSP: Use Content Security
Policy to restrict script execution in the
browser.

5. Least Privilege Principle: Give
applications and databases only the
permissions they strictly need.

|

< >

6. Security Testing: Regularly test
applications and components.

QR E QR A

Prepared Statements Least Privilege

(®
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Securing the Digital Foundation

Web application vulnerabilities are security weaknesses that lead to
data breaches, unauthorized access, and service disruption.

The Proactive Mandate

Building secure web applications requires continuous vigilance:
e Follow OWASP guidelines.
e Validate all user input and implement strong authentication.
e Encrypt sensitive data.
e Regularly update software components.

[secure. your applications today to protect data, users, and your business tomorrow. ]
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