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THE PLAN: FOUNDATIONAL ARCHITECTURE

Objectives

~ 4 Identify vulnerabilities,

validate controls, meet compliance

Scope Definition

®| Systems, networks, applications,
and physical locations.

Rules of Engagement

Schedule, authorized activities,
emergency contacts.

Risk Assessment

Business impacts and mitigation
strategies.

THE TEAM: ORGANIZATIONAL
STRUCTURE

Project Manager

Coordinates activities
and communications.

Lead Penetration
Tester

Oversees technical
testing and strategy.

Key Deliverable

The Penetration Testing Plan
(requires signed authorization).

Security Analysts

Perform the actual
assessments and
document findings.

Client
Representatives

Provide access and
approve testing
activities.
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THE EXECUTION PIPELINE

I Ny,
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1. Phase 1: & 2. Phase2: & 3.Phase 3: 4 4. Phase4: - 5. Phase 5:
Information , Vulnerability 4 Validation 4y Post-Assessment 4 Evidence

Gathering / Assessment 4 Testing -' Analysis g Collection

‘ ¢ B | ¢ | | ¢ L) l ‘

Collect data on target | | |dentify weaknesses l Safely verify if identified ' | Evaluate the actual Document all findings
systems, applications, like misconfigurations, vulnerabilities are business impact, access with screenshots, logs,
and networks. outdated software, and exploitable within the levels gained, and and technical notes.

l |weak authentication. ! |appmved scope. | |cc-ntmleffectiveness. | | ‘
| FRAET Jisize)
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Continuous Communication Framework

Regular Status Meetings

Provide progress updates
and team alignment.

Progress Reports

Share testing status and
ongoing observations.

Incident Notifications

Report critical findings
immediately.

Escalation Procedures

Address unexpected issues
or high-risk discoveries
systematically.




The Final Report & Risk Posture

Executive Summary

Designed for management: overall
posture, major risks, business impact.

Technical Findings

Detailed vulnerabilities, collected
evidence, and risk ratings. H|
o

Medium

Moderate risk;
should be
addressed.

Recommendations

Remediation steps, security improvements,
and prioritized action plans.

Retesting Results

Verification that vulnerabilities were
successfully remediated.




FROM PROCES

10 PAYLOAD

Zooming into the mechanics of local exploits, memory
corruption, and operating system defenses.




Memory Basics: The Stack Architecture

The stack is a special memory area that stores function information, temporary data,

and return locations. If corrupted, the program will crash or behave unexpectedly.

1425 POP

(Remove plate)

PUSH |
(Add plate) |

Core Concept: LIFO (Last In,

PUSH |
(Add Data) |

Ox7FFFOO00
Ox7FFFO0O04
Ox7FFFOOO8
Ox7FFFOOOC
Ox7FFFOO10

~\ POP

_
-
__
-

1  (Remove Data)

First Out). The last item placed on the stack is the first one removed.




Anatomy of a Local Buffer Overflow

Normal Operation

Buffer: A small memory space for
temporary data.

Buffer Capacity = 10

fffffffflffffffffffffffffffffffffffffffffffffffj
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Buffer Overflow: Occurs when a
program receives more data than
its buffer can hold, overwriting Overflow State

nearby memory.

o

A A

f.’ffffffffff.J'..f..f..f.fffffffffffffffffffffj

The Local Threat:
Exists inside a program running

on the system. Requires prior
system access to exploit.
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Security

Memory Vulnerabilities




The Exploit Development Lifecycle

;l S A— £

¢ 7. Release Patch
Protect users.

1. Find
Discover weakness.

Security researchers study
vulnerabilities not to cause
harm, but to drive continuous
improvement and patching.

6. Test Fix
Verify removal.

2. Analyze
Understand why.

3. Create Test 4. Assess Risk 5. Develop Fix
Demonstrate safely. Determine severity. Correct code.




Windows Environment: The Researcher Toolkit

Compiling | Debugging

Source |
Code

Compiler

| Process: Finding and fixing errors
m .exe | (bugs) in a program before release.
Program

- Examine program behavior
- Find crashes and inspect memory

Process: Converting readable source - Understand exploitable weaknesses

code into a Windows executable file
(.exe) that can run natively on a

—1. computer. | 1 r | | |
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~ Program
~ Execution

Invalid memory access |
Missing files |
Divide-by-zero errors

ERROR  EEEE

TRIGGER

Immediate System Crash

Structured Exception Handling (SEH) is Windows' built-in error-handling system.
Instead of crashing immediately upon a fatal error, SEH catches the fault, helps

the program manage the error, and maintains system stability.




OS Defense Comparison Matrix

Mapping the universal architectural defenses across operating systems.

Defense Function Linux Implementation E& Windows Implementation ==

Memory Randomization: Randomizes
memory locations to make attacks ASLR ASLR °
harder.

Execution Prevention: Stops code NX (No Execute) DEP (Data Execution

execution in data-only areas. Prevention)

Stack Protection: Detects memory

corruption via random stack values. Stack Canaries Stack Cookiles

Exception & Access Control: Secures .
hahdlers andienforoes docess miles. | 2—LIuX / AppArmor SafeSEH / SEHOP




The Paradox of Penetration Testing

Exploit Discovery
(The Threat)

System Defenses
(The Mitigation)

Buffer Overflows |
Bypassing SEH |
Memory Corruption |

| Software Patches
| DEP & ASLR
| 0S Updates

Attackers and researchers both try to bypass memory protections. We study these exploits not to harm systems,
but to help developers discover weaknesses, improve defenses, and release critical security updates.

Ethical hacking transforms theoretical software risks into actionable business security, ensuring a safer digital world.
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