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ORCHESTRATING CHAOS

The Evolution of Modern Network Management and Configuration State

INTENT-BASED AUTOMATION -

DESIRED_STATE = {
o POLICY: 'SECURE_SEGMENT,
I—c- VLAN- 100,
©—  PORT.CFG: 'AUTO_NEGOTIATE'
}

[—> -> APPLY_CONFIG(INTENT)

LEGACY & RISK FACTORS -

,“.P — > mm » & _"*,
BUSINESS :T— NETWORK

INTENT CONTROLLER DEVICE

ACTUAL_STATE =
POLICY: INCONSISTENT,
A\ VLAN: MiSMATCH,
VULNERABILITY: ‘CVE-2023-1234
}

A\ > ALERT: DEVIATION DETECTED (RISK: HIGH)

A-L

= I«
MANUAL S ™ NETWORK
CONFIG HUMAN “_: INSTABILITY

ERROR




The Past: Physical and Localized
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Management was tracing a physical cable.
The scope was constrained.

The Present: Massive, Ephemeral, Heterogeneous
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Tens of thousands of dynamic states. The physical packet forwarding is
commoditized; the software orchestration is infinitely complex.




EC - Configuration J ; Y ™ ;
A - Accounting P - Performance S - Security

Latemncy Jitter
koG, 3hes JEET: JBaS

Jitter B
Packet Loss 135 3500 %as

Detect & Isolate State & Provisioning Utilization & Billing Telemetry & Thresholds Access & Policy
Correlating 5,000 Pushing code, version Tracking terabytes Tracking analog 862.1X authentication,
downstream alerts into control, and preventing consumed for internal degradation before a ACLs, and auditing

a single root-cause unauthorized drift. IT budget allocation. link actually fails. management actions.
hardware failure. (The Foundation)
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Hierarchical Management Architecture

Network Management System (NMS)
(Service Orchestration, Fault Correlation)

| <- End-to-End View,
| Multi-Vendor

f ) f
(Standardized APIs) (Standardized APIs) (Standardized APIs)
v ¥ v
EMS (A) EMS (B) EMS (C)

<- Deep Visibility, (Vendor X WAN)

(Vendor Y Core)

Single-Vendor

~ (Vendor Z Edge)

(Proprietary/Standard Pratucals}I

+

(Proprietary/Standard Protocols)

v

I(Pmprietarﬁﬁtandard Protocols)

[Rnuters/SwitcheaI

[Spine/Leaf Fab]

[Wi-Fi/Firewalls]

EMS (Element Management System)

NMS (Network Management System)

—

Deep, granular, microscopic device metrics.
Single-vendor, device-specific scope.
Utilizes proprietary hardware protocols.

..,";:,.'

Broad, macroscopic, end-to-end topology views.
Multi-vendor, cross-domain service orchestration.
Aggregates data via standardized APIs.
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Interface Paradigm Comparison: Imperative CLI vs. Declarative API

Legacy: Imperative CLI

Human-centric, unstructured text

> ip address 192.168.1.1 255.255.255.0

Command 1

T Command 2

\ T Command 3
S \'Lf-
\

: Command 4 (Fails)

=X=>

FAILURE

Flaw: Screen-scraping bottlenecks. Assumes a
starting state. Highly prone to crashing if the
network environment shifts.

Modern: Declarative API
Machine-centric, structured data (YANG/NETCONF)

Idempotent Execution

i

"intecface": {

"name": “ethe",
“ipu'&'": {
"a:l:llsiirﬁﬁs" ::19;; iR Desired State
dpeis . S i bt
"netmask": "255.255.255.0" (JSON)

Diff Calculation
& Application

Strength: Calculates the diff between current
and desired state. Automatically generates
necessary commands via idempotent execution.
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Upper-Level Intent Relies on Lower-Level Syntax

Layer 7 (Application) / /

Layer 4 (Transport)
Layer 3 (Network)

Layer 2 (Data Link)

BGP Neighbor 203.0.113.1.
Fails if L3 is unconfigured.

ACLs blocking specific
TCP/UDP ports.

\\, ___ IP addresses, subnets, OSPF.
R Fails if L2 is unconfigured.

=

\ MAC addresses, VLAN IDs.

e Fails if L1 is unconfigured.

i"_' :H;qu\‘ ~ Port speed (10G), duplex,
= = no shutdown.

Automated NMS engines must build configurations bottom-up.

£ NotebookLM




| Dependency Graph Example |

(1) Create ACL
“Block-Web”

(2) Create
VLAN 100

(3) Assign IP
10.0.0.1

Fig. 1. Dependency Graph

(4) Apply ACL
to Interface

Syntactic Rules

Formatting validity. The
mathematical format (e.g., IPv4
octets must be strictly formatted).

Sequence Rules

Order of execution. Prerequisite
objects must exist. You cannot
assign a port to VLAN 50 until
VLAN 50 is explicitly created.

Semantic Rules

Relational consistency. Logical
network rules must be obeyed
(e.q., A default gateway cannot
reside on a different subnet than
the device’s IP).
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: Command Plane Blueprint

Lo eedlilsain

ﬂ e
2tz S

o | t';\_:
[ Router 1] [ Router 2 ]

(Link B - New Path)

19 T1 T2
®—© TRANSIENT STATE ==

Traffic flows NMS instructs

NMS instructs
stably on Router 1 to Router 2 to
Link A. transmit via \Q::rﬁﬁhhﬂh“ﬁahhﬁk receive via Link B.
Link B.

-
The Transient State. Router 1 sends packets via

via Link B, but Router 2 is not yet configured to
kreceive them. Packets drop into a black hole.

Solution: NMS algorithmic sequencing configures receivers before transmitters.
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Local Validity vs. Global Consistency

Configuration Context = Device A (Locally Valid) Device B (Locally Valid) Global Inconsistency Result

Mismatched subnet masks

IP Addressing 10.0.0.1 / 24 10.0.0.2 / 25 calselinbredictablerolting.
VLAN Trunks Native VLAN 1 Native VLAN 99 S LR S (e,
traffic leaking.
: Expects Peer AS Expects Peer AS Routing adjacency fails to
BERIEEenng 65001 65000 establish.

Global Consistency dictates that the NMS configures Link Objects simultaneously,
preventing fragmented local provisioning.
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Secure Configuration Workflow

| Administrative Input ]

4

Candidate Sandbox
(Edits made here)

Safe, offline editing environment.
Live RAM remains untouched.

‘ (Commit Command Issued)

: : : Executes strict syntactic, semantic,
= CaEe i ‘ and hardware resource checks.

(If Validation Passes)

The Atomic Commit. An all-or-nothing gateway.

i i If validation passes, configuration merges.
Atomic Commit If one line fails, the entire batch is discarded.

Zero partial states.
Running Configuration
(Active Traffic Forward)
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Failsafe Mechanism: Commit Confirmation & Rollback

[ Administrator ]

®

> [ Router ]

> ¥

Commit configuration, require
confirmation in 5 minutes

Router Action 1: Applies new configuration.

v

Router Action 2: Starts a 5-minute countdown timer.

v

’

Scenario A (Success)

Management Maintained. Administrator verifies
connectivity and issues 'Confirm’.

v

Timer stops.

) 4
State becomes permanent.

Scenario B (Failure)

Loss of Management. New config locks out
administrator.

7

5-minute timer expires.

v

Router executes an autonomous mechanical
Rollback to the previous golden state index,
restoring access.
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Configuration Methods: Monolithic vs. Incremental

Monolithic Replacement

New Config File

\l/ replace config

b
&5(}

Incremental Configuration

—@

Overwrites the entire configuration file.
Guarantees absolute state consistency,
but consumes high CPU and causes
temporary routing protocol teardowns.

i’

Warning:
Configuration Drift

If local engineers
make manual, rogue
changes, incremental

updates merge blindly.
Actual device state
slowly diverges
from the authorized
central blueprint.

g ===
QEI---+ g=|

®—

> netconf edit-config --target=candidate
--config=deltas.xml

Delta 1
(Merge)

Delta 2

R ; | METCORF.
(Rep ace}

Delta 3 ﬁi
(Delete)

Sends only specific deltas. Highly
efficient, targets exact parameters
without disrupting active unaffected
services.




Global Intended State (SSoT) j >

The Git/YAML blueprint. The
mathematically perfect policy.

Ll

Observe & Compare: g Enforce: NMS pushes
NMS polls telemetry aqd Cor!t.lnl!ous idempotent updates
calculates the diff Reconciliation LOOP to crush drift.

against the SSof.

Global Actual State (Live Network)

The configurations currently
running in hardware RAM.
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The Modern Configuration CI/CD Pipeline

Phase 1: Intent & Setup

Phase 1: Intent & Setup
Business Hours.

Administrator defines
high-level intent.

Code is committed to SSoT (Git).

Phase 2: Software Validation

Phase 2: Software Validation

Linting, Semantic
dependency checks, and
Digital Twin Simulation
occur in a completely
safe virtual sandbox.

Phase 3: Automated Activation

Phase 3: Automated Activation
2:00 AM Maintenance Window.

Orchestrator pushes NETCONF APls.

Atomic commits and confirm
timers activate with zero human
data-entry risk.

We no longer configure individual boxes. We code business intent into
globally consistent, self-healing distributed systems.
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