
VULNERABILITY ASSESSMENT AND PENETRATION TESTING (23CY701)

UNIT - 2 NOTES

Physical Penetration Attacks

Definition:
A Physical Penetration Attack is an authorized security assessment in which testers
attempt to gain physical access to buildings, rooms, devices, or restricted areas by
exploiting weaknesses in physical security controls.

Common Physical Penetration Attack Techniques

🔹 Tailgating (Piggybacking)

 Following an authorized person into a secure area without proper authentication.

🔹 Impersonation

 Pretending to be an employee, maintenance worker, delivery person, or contractor to gain
access.

🔹 Lock Picking

 Bypassing physical locks using specialized tools.

🔹 RFID/Card Cloning

 Duplicating access cards to enter restricted areas.

🔹 Dumpster Diving

 Searching discarded documents or devices for sensitive information.

🔹 Shoulder Surfing

 Observing employees entering passwords, PINs, or access codes.

🔹 USB Drop Attack

 Leaving infected USB drives in visible locations hoping employees will plug them into
company systems.

Real-World Example
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A penetration tester dresses as an IT technician and convinces security personnel to
allow entry into a server room. Once inside, the tester connects a rogue device to the
network, demonstrating a physical security weakness.

Impact

 Unauthorized access to sensitive data
 Theft of equipment
 Installation of malicious devices
 Network compromise
 Financial and reputational damage

Prevention Measures

✅ Use access control systems
✅ Train employees to verify identities
✅ Implement visitor management procedures
✅ Install CCTV surveillance
✅ Secure server rooms and critical assets
✅ Enforce clean desk policies
✅ Conduct regular physical security audits
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Why Is Physical Penetration Testing Important?

Physical penetration testing helps organizations identify weaknesses in their physical
security before real attackers can exploit them.

1. Protects Sensitive Information

Attackers who gain physical access can steal confidential documents, hard drives,
laptops, or credentials.

2. Tests Real-World Security

It evaluates how well security guards, employees, access controls, and surveillance
systems respond to unauthorized access attempts.

3. Identifies Security Gaps

Physical penetration tests reveal vulnerabilities such as:

 Unlocked doors
 Weak visitor management
 Poor access control
 Inadequate CCTV coverage
 Tailgating risks

4. Improves Employee Awareness

Employees learn to recognize suspicious behavior, verify identities, and follow
security procedures.

5. Prevents Financial Losses

Early detection of physical security weaknesses helps avoid theft, data breaches,
regulatory penalties, and business disruption.

6. Strengthens Overall Cybersecurity

Many cyberattacks begin with physical access to systems. Physical penetration testing
helps prevent:

 Installation of rogue devices
 USB-based malware attacks
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 Network intrusions
 Credential theft

7. Ensures Compliance

Many security standards and regulations require organizations to assess physical
security controls regularly.

Conducting a Physical Penetration

Test/Penetration Testing Life Cycle

A physical penetration test is a controlled and authorized security assessment
designed to evaluate an organization's physical security controls.

1. Planning and Authorization

 Define the scope and objectives.
 Obtain written permission from management.
 Identify locations, assets, and testing boundaries.
 Establish rules of engagement.

2. Information Gathering

 Review publicly available information.
 Assess building layouts, access points, and security policies.
 Identify critical assets and restricted areas.

3. Physical Security Assessment

Evaluate existing controls such as:

 Access control systems
 Visitor management procedures
 Security guards
 CCTV surveillance
 Alarm systems
 Perimeter security

4. Controlled Access Attempts

Test whether security controls effectively detect and prevent unauthorized entry while
following approved rules and safety requirements.
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5. Documentation

Record:

 Security weaknesses discovered
 Security controls that worked effectively
 Evidence of findings
 Risk levels and potential impacts

6. Risk Analysis

Analyze:

 Likelihood of exploitation
 Business impact
 Assets at risk
 Compliance implications

7. Reporting

Prepare a report containing:

 Executive summary
 Findings and observations
 Risk ratings
 Supporting evidence
 Recommendations for improvement

8. Remediation and Retesting

 Implement corrective actions.
 Strengthen physical security controls.
 Conduct follow-up testing to verify fixes.
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Common ways into a building, defending
against physical penetrations

In authorized physical penetration testing, these are

common weaknesses that are evaluated to assess an

organization's security posture.

🚪 1. Tailgating (Piggybacking)

Following an authorized employee through a secure door without presenting
credentials.

൉ 2. Impersonation

Pretending to be a contractor, delivery driver, maintenance worker, or visitor.

  3. Stolen or Lost Access Cards

Using misplaced or stolen ID badges and access cards.

🔓 4. Unlocked Doors and Windows

Taking advantage of doors, windows, or emergency exits that have been left
unsecured.

📦 5. Delivery and Service Entrances

Entering through loading docks, mail rooms, or service entrances with less oversight.

👀 6. Social Engineering

Convincing employees to provide access, information, or assistance.

🗑 7. Information Gathering

Using publicly visible information such as employee directories, schedules, or
discarded documents to identify security weaknesses.

🚨 8. Emergency Situations
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Exploiting confusion during fire drills, evacuations, or other emergencies.

Defending Against Physical

Penetrations

✅ Strong Access Control

 Use badge readers, biometric systems, or multi-factor authentication.
 Restrict access based on job roles.

✅ Employee Security Awareness

 Train employees to challenge unfamiliar individuals.
 Teach staff to report suspicious behavior.

✅ Visitor Management

 Require visitor registration.
 Issue temporary badges.
 Escort visitors in restricted areas.

✅ Anti-Tailgating Measures

 Install turnstiles or mantraps.
 Encourage employees not to hold secure doors open for strangers.

✅ Security Guards and Patrols

 Verify identities.
 Monitor entrances and sensitive locations.

✅ CCTV and Monitoring

 Deploy cameras at entrances, exits, hallways, and critical areas.
 Regularly review footage.

✅ Secure Sensitive Areas

 Protect server rooms, data centers, and archives with additional controls.
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 Maintain logs of access events.

✅ Physical Security Audits

 Conduct regular inspections and authorized penetration tests.
 Address identified weaknesses promptly.

Insider Attacks

What Is an Insider Attack?

An Insider Attack occurs when a trusted individual within an organization—such as
an employee, contractor, vendor, or business partner—misuses their authorized access
to compromise the confidentiality, integrity, or availability of organizational assets.

Types of Insider Attacks

🔴 Malicious Insider

An individual who intentionally abuses their access to steal data, sabotage systems, or
cause harm.

Examples:

 Stealing customer information
 Selling confidential data
 Deleting critical files
 Installing malware

  Negligent Insider

An employee who unintentionally causes security incidents through carelessness or
failure to follow security policies.

Examples:

 Using weak passwords
 Clicking phishing links
 Sharing credentials
 Losing company devices
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🔵 Compromised Insider

A legitimate user whose account or device has been compromised by an external
attacker.

Examples:

 Stolen login credentials
 Malware-infected workstation
 Hijacked email account

Common Insider Attack Methods

📂 Data Theft
🔑 Privilege Abuse
📧 Phishing and Credential Theft
💾 Unauthorized Data Copying
🦠Malware Installation
🗑 Data Destruction
☁ Unauthorized Cloud Access
🔒 Intellectual Property Theft

Warning Signs

⚠ Accessing files unrelated to job duties
⚠ Large or unusual data transfers
⚠ Frequent privilege escalation requests
⚠Working at unusual hours
⚠ Repeated policy violations
⚠ Downloading excessive amounts of sensitive data

Impact of Insider Attacks

 Data breaches
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 Financial losses
 Operational disruption
 Regulatory penalties
 Intellectual property theft
 Reputation damage
 Loss of customer trust

Prevention Measures

✅ Principle of Least Privilege

Grant users only the access necessary to perform their job duties.

✅ Multi-Factor Authentication (MFA)

Require additional authentication factors to protect accounts.

✅ Security Awareness Training

Educate employees about cybersecurity risks and best practices.

✅ User Activity Monitoring

Monitor and review access logs and suspicious activities.

✅ Data Loss Prevention (DLP)

Implement controls to detect and prevent unauthorized data transfers.

✅ Regular Access Reviews

Periodically review user permissions and remove unnecessary access.

✅ Incident Response Plan

Prepare procedures for detecting, investigating, and responding to insider threats.
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Conducting an insider attack

If your goal is to understand how organizations evaluate and defend against insider
threats, the process should be conducted as a controlled, authorized security
assessment rather than teaching how to perform an actual insider attack.

1. Planning and Authorization

 Define objectives and scope.
 Obtain management approval.
 Identify systems, data, and business processes to be assessed.
 Establish rules of engagement.

2. Risk Identification

 Identify sensitive assets and critical data.
 Determine which user roles have access.
 Assess potential insider threat scenarios.

3. Access Review

 Review user accounts and privileges.
 Verify the principle of least privilege.
 Identify excessive or unnecessary permissions.

4. Monitoring and Detection Assessment

 Evaluate logging and monitoring capabilities.
 Verify alerts for unusual user behavior.
 Review audit trails and access records.

5. Simulated Insider Scenarios

 Test security controls using approved scenarios.
 Evaluate whether monitoring systems detect suspicious activities.
 Assess incident response procedures.

6. Documentation

 Record findings and observations.
 Document control weaknesses and strengths.
 Collect evidence supporting conclusions.
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7. Risk Analysis

 Evaluate likelihood and impact.
 Prioritize findings based on business risk.
 Identify gaps in policies, procedures, and technology.

8. Reporting and Remediation

 Present findings to stakeholders.
 Recommend security improvements.
 Retest controls after remediation.

Defending Against Insider Attacks

🛡 1. Apply the Principle of Least Privilege

 Give employees only the access they need for their jobs.
 Regularly review and remove unnecessary permissions.

🔐 2. Use Multi-Factor Authentication (MFA)

 Require a second form of verification.
 Protect accounts even if passwords are stolen.

👥 3. Conduct Security Awareness Training

 Educate employees about phishing, social engineering, and data handling.
 Reinforce security policies through regular training.

📊 4. Monitor User Activity

 Track logins, file access, and system usage.
 Identify unusual behavior such as excessive downloads or after-hours access.

🚨 5. Implement Data Loss Prevention (DLP)

 Detect and prevent unauthorized transfer of sensitive data.
 Monitor email attachments, cloud uploads, and removable media.
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🔍 6. Perform Regular Access Reviews

 Audit user accounts and privileges.
 Immediately revoke access for terminated or transferred employees.

📁 7. Protect Sensitive Data

 Encrypt confidential information.
 Classify data based on sensitivity.
 Restrict access to critical files and databases.

💻 8. Secure Endpoints

 Keep systems updated and patched.
 Deploy antivirus and endpoint detection solutions.
 Control the use of USB devices and external storage.

📜 9. Enforce Security Policies

 Establish clear rules for acceptable use.
 Require employees to acknowledge and follow security policies.

🤝 10. Foster a Positive Work Environment

 Encourage employees to report concerns.
 Address workplace grievances promptly.
 Promote a strong security culture.

🚑 11. Develop an Incident Response Plan

 Define procedures for detecting and responding to insider threats.
 Conduct regular drills and tabletop exercises.

🔄 12. Continuous Auditing and Improvement

 Regularly assess security controls.
 Perform insider threat assessments.
 Update defenses based on emerging risks.
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Exploiting Client-Side Vulnerabilities with
Metasploit
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What Are Client-Side Vulnerabilities?

Client-side vulnerabilities are security weaknesses found in software running on a
user's device, such as:

 Web browsers
 PDF readers
 Office applications
 Media players
 Browser plugins

These vulnerabilities can be triggered when a user opens a file, visits a webpage, or
interacts with malicious content.

Common Client-Side Attack Vectors

🌐 Drive-By Downloads

A vulnerable application is compromised when a user visits a malicious website.

📄 Malicious Documents

Specially crafted PDF, Word, or Excel files exploit software vulnerabilities when
opened.

🔌 Vulnerable Plugins

Outdated browser plugins may contain security flaws that can be abused.

📧 Phishing Emails

Attackers send emails containing malicious links or attachments designed to trick
users.

📢 Malvertising

Malicious advertisements deliver harmful content through legitimate websites.
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How Metasploit Helps

Metasploit Framework provides security professionals with tools to:

 Identify client-side vulnerabilities
 Validate security weaknesses in authorized environments
 Simulate realistic attack scenarios
 Assess the effectiveness of security controls
 Demonstrate business impact for remediation

Typical Authorized Testing Process

1. Reconnaissance

Identify software versions and applications used within the environment.

2. Vulnerability Assessment

Determine whether known vulnerabilities exist in client-side applications.

3. Select a Testing Module

Choose an appropriate Metasploit module for the vulnerability being validated.

4. Configure the Test Environment

Set up a controlled and authorized testing environment.

5. Execute the Assessment

Perform the validation according to the approved scope.

6. Analyze Results

Determine:

 Whether the vulnerability exists
 Potential impact
 Required mitigations
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7. Reporting

Document findings and provide remediation recommendations.

Benefits of Client-Side Security Testing

✅ Identifies vulnerable software

✅ Evaluates endpoint security controls

✅ Supports patch management efforts

✅ Helps prevent malware infections

✅ Improves organizational security posture

✅ Validates security awareness programs

Best Practices for Defense

🔒 Keep software updated

🔒 Apply security patches promptly

🔒 Use endpoint protection solutions

🔒 Restrict unnecessary plugins

🔒 Conduct regular vulnerability assessments

🔒 Train users to recognize phishing attempts

🔒 Implement application whitelisting

🔒Monitor endpoint activity
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Penetration Testing with Metasploit’s Meterpreter

What is Meterpreter?

Meterpreter is an advanced, memory-resident payload within the Metasploit
Framework used during authorized penetration tests. It provides security professionals
with a secure way to assess the impact of a successful system compromise without
writing files to disk.

Key Features of Meterpreter

🖥 In-Memory Operation

 Runs in memory rather than creating files on the target system.
 Useful for evaluating detection and monitoring capabilities.

🔄 Extensible Architecture

 Supports additional modules and capabilities during an authorized assessment.

📂 File System Interaction

 Allows testers to assess access controls and file permissions.

🌐 Network Awareness

 Enables evaluation of network visibility and segmentation controls.

📸 Information Collection

 Helps demonstrate the level of access an attacker could obtain after a compromise.

🔐 Privilege Assessment

 Allows testers to determine the impact of compromised user accounts and permissions.

Common Post-Exploitation Activities



VULNERABILITY ASSESSMENT AND PENETRATION TESTING (23CY701)
During an authorized test, Meterpreter may be used to:

✅ Verify the extent of system access

✅ Assess user privileges

✅ Evaluate security monitoring effectiveness

✅ Demonstrate business impact

✅ Collect evidence for reporting

✅ Validate security controls

Benefits of Using Meterpreter

🎯 Realistic Security Assessment

Provides insight into what an attacker could do after gaining access.

📊 Demonstrates Risk

Helps organizations understand the impact of vulnerabilities.

🛡 Improves Defenses

Identifies gaps in detection, monitoring, and access controls.

📋 Supports Compliance

Provides evidence for security audits and risk assessments.

Best Practices

 Obtain written authorization before testing.
 Define clear rules of engagement.
 Conduct testing only within approved scope.
 Document all findings and actions.
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 Focus on improving security, not causing disruption.
 Remediate identified vulnerabilities and retest.
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Automating and Scripting Metasploit

What Is Metasploit Automation?

Automation in Metasploit Framework allows security professionals to perform
repetitive penetration-testing tasks automatically instead of manually entering
commands each time.

Automation improves:

 Efficiency
 Consistency
 Scalability
 Reporting
 Workflow management

It is particularly useful in large authorized security assessments involving many
systems.

Why Automate Metasploit?

⏱ Save Time

Automates repetitive activities such as scanning, enumeration, and reporting.

🎯 Improve Consistency

Ensures the same testing process is applied across multiple targets.

📈 Scale Assessments

Allows security teams to assess larger environments more efficiently.

📋 Better Reporting

Automatically collects results and organizes findings.

⚙ Extend Functionality
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Enables creation of customized testing workflows.

Methods for Automating Metasploit

1. Resource Scripts (.rc)

Resource scripts contain a sequence of Metasploit commands that can be executed
automatically.

Benefits

 Easy to create
 Reduces manual work
 Standardizes testing procedures

Typical Uses

 Vulnerability scanning
 Environment setup
 Data collection
 Report generation

2. Ruby Scripting

Metasploit is written largely in Ruby and provides APIs for automation.

Benefits

 Full customization
 Advanced workflow creation
 Integration with security tools

Typical Uses

 Custom modules
 Automated assessments
 Data processing
 Security orchestration
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3. RPC API Integration

The Remote Procedure Call (RPC) interface enables external applications to interact
with Metasploit.

Benefits

 Remote management
 Integration with dashboards
 Centralized automation

Common Integrations

 SIEM platforms
 Security orchestration systems
 Vulnerability management tools

4. Database Automation

Metasploit can store and manage assessment data.

Benefits

 Centralized storage
 Efficient data management
 Easier reporting

Information Stored

 Hosts
 Services
 Vulnerabilities
 Assessment results

Benefits of Automation

🚀 Faster Assessments
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Reduces time spent on repetitive tasks.

🎯 Increased Accuracy

Minimizes human error.

📊 Improved Reporting

Produces consistent and organized results.

🔄 Repeatability

Allows assessments to be repeated using the same methodology.

📈 Scalability

Supports larger enterprise environments.

Best Practices

✅ Obtain written authorization before testing.

✅ Keep scripts modular and reusable.

✅ Document automated workflows.

✅ Validate results manually when necessary.

✅ Protect credentials and sensitive data.

✅ Follow organizational policies and legal requirements.

✅ Test automation scripts in a controlled environment before deployment.
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Challenges of Automation

⚠ False positives may still occur.

⚠ Automated tools cannot replace human analysis.

⚠ Complex environments may require manual validation.

⚠ Poorly designed automation can miss important context.
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Going Further with Metasploit

Overview

After learning the basics of Metasploit Framework, security professionals can explore
advanced features that enhance vulnerability assessment, penetration testing, reporting,
and security validation in authorized environments.

Advanced Areas of Metasploit

🔍 1. Advanced Reconnaissance and Enumeration

Gather detailed information about target systems before testing.

Activities

 Host discovery
 Service enumeration
 Operating system identification
 Network mapping
 Banner grabbing

Benefits

 Better understanding of the target environment
 More accurate vulnerability identification

🛠 2. Custom Module Development

Create custom modules for unique testing requirements.

Types of Modules

 Exploit modules
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 Auxiliary modules
 Post-exploitation modules
 Encoders
 Payloads

Benefits

 Tailored security assessments
 Support for organization-specific testing scenarios

📊 3. Database and Workspace Management

Metasploit includes database features for managing assessment data.

Stores

 Hosts
 Services
 Vulnerabilities
 Credentials
 Assessment notes

Benefits

 Organized project management
 Improved reporting and collaboration

🤖 4. Automation and Scripting

Automate repetitive security testing tasks.

Tools

 Resource scripts (.rc)
 Ruby scripting
 RPC API integration

Benefits
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 Faster assessments
 Consistent testing procedures
 Reduced human error

📡 5. Post-Exploitation Assessment

Evaluate the impact of successful compromise during authorized testing.

Objectives

 Assess access levels
 Evaluate security controls
 Determine business impact
 Validate detection capabilities

Benefits

 Realistic risk assessment
 Improved remediation planning

🔐 6. Evasion and Detection Testing

Evaluate the effectiveness of security monitoring solutions.

Examples

 Antivirus testing
 Endpoint detection validation
 Logging verification
 Alert generation assessment

Goal

Measure how effectively security controls identify suspicious activities.
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7. Cloud and Modern Infrastructure Testing

Assess modern environments including:

 Cloud platforms
 Virtualized systems
 Containers
 Hybrid infrastructures

Benefits

 Broader security coverage
 Assessment of emerging technologies

📋 8. Reporting and Documentation

Generate professional reports containing:

Report Components

 Executive summary
 Technical findings
 Risk ratings
 Evidence
 Recommendations

Benefits

 Supports remediation efforts
 Improves communication with stakeholders


