UNIT-llI: Risk-Based Information System Audit

Comprehensive Lecture Notes — Engineering & Management Frameworks

I 1. Introduction to Risk-Based Information System (IS) Audit

An Information System (IS) Audit is an objective examination and evaluation of an organization's
Information Technology infrastructure, applications, operational processes, and procedural controls.
The primary goal is to determine whether these systems effectively safeguard high-value enterprise
assets, maintain absolute data integrity, align with overarching organizational objectives, and
consume operational resources efficiently.

Historically, IS auditing was executed as a traditional "checklist-driven" review, focusing purely on
retrospective compliance with fixed rules regardless of context. However, the staggering scale of
modern computing environments has rendered the legacy approach obsolete. Modern auditing has
evolved completely into a Risk-Based IS Audit approach.

FIGURE 1.1: EVOLUTION OF IS AUDITING PARADIGMS

[Traditional Compliance Audit] —» Relies on rigid, universal checklists; historical
review.

[Modern Risk-Based Audit] —» Focuses audit resources dynamically on high-risk
domains.

Rationale Behind Risk-Based Auditing

* Resource Optimization: Modern corporate ecosystems feature complex architectures spanning
hybrid multi-cloud environments, localized edge infrastructure, and complex legacy core
structures. Because testing every control across an entire asset inventory is physically and
economically unfeasible, risk mapping allows auditors to mathematically prioritize resources.

* Dynamic Threat Landscape: Software vulnerabilities, advanced persistent threats (APTs), and
zero-day exploits emerge at an unprecedented cadence. A risk-centric posture shifts auditing from
a static annual checklist to a dynamic model that adapts directly to newly identified architecture
and system weaknesses.

» Strategic Business Alignment: It effectively bridges the technical gap between deeply granular
cyber vulnerabilities and high-level corporate risks, translating technical bugs into clear
operational and financial liabilities that executive boards can prioritize.
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I 2. Standard Practices and Policies

To establish uniform operational credibility, global consistency, and professional defensibility, IS
auditors conduct all tracking, testing, and reporting tasks under strict international frameworks and
formal corporate governance structures.

A. Global Standard Practices & Frameworks

1. ISACA ITAF (Information Technology Assurance Framework)

ITAF is a comprehensive, tier-structured model developed by ISACA that delineates mandatory
standards, professional guidelines, and specific auditing procedures. It ensures the integrity and
professionalism of the auditor's actions through three key pillars:

* General Standards: Establishes structural expectations regarding auditor independence, technical
competence, professional objectivity, and due professional care.

* Performance Standards: Governs actual engagement execution, encompassing audit planning,
detailed scoping, risk assessment matrices, and robust evidence-gathering principles.

* Reporting Standards: Dictates uniform communication pathways, documentation rules, formal
types of audit opinions, and structured post-audit remediation follow-ups.

2. COBIT (Control Objectives for Information and Related Technology)

COBIT is a globally adopted framework created by ISACA designed for enterprise IT governance and
strategic management. It explicitly differentiates the parameters of Governance (which evaluates,
directs, and monitors enterprise alignment) from Management (which handles the planning,
building, running, and monitoring of technical activities).

Auditors use COBIT to map high-level corporate business targets down to granular, technical IT
control objectives. This ensures that every technical system control directly supports a real-world
business requirement, simplifying the structural mapping of missing or broken controls.

3. ISO/IEC 27001 and 27002 Standards

« ISO/IEC 27001: This international standard establishes the definitive criteria for building,
operating, reviewing, and continually optimizing an enterprise-wide Information Security
Management System (ISMS). It demands a formal, risk-managed governance framework.

* ISO/IEC 27002: Acts as an extensive supplementary handbook containing a rigorous, highly
comprehensive catalog of specific security control metrics, prescriptive guidelines, and practical
implementation recommendations for the controls mandated by ISO 27001.

4. NIST Special Publication 800-53

Published by the National Institute of Standards and Technology, this highly detailed document
provides an extremely prescriptive, granular catalog of security, privacy, and operational controls.
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Due to its unparalleled technical precision, it is extensively integrated across both public sectors and
private global enterprise domains.

B. Organizational Policies

Policies represent authoritative, high-level statements of strategic intent mandated directly by senior
executive leadership. The IS auditor is responsible for validating that these documents are officially
authorized, reviewed regularly, communicated to staff, and programmatically enforced across all
systems.

FIGURE 2.1: THE CORPORATE IT POLICY HIERARCHY

A [POLICIES] —» High-level, mandatory management intent (e.g., Security
Policy)

| [STANDARDS] —» Mandatory specific baselines & technologies (e.g.,
AES-256)

| [GUIDELINES] —» Non-mandatory operational recommendations and best
practices

v [PROCEDURES] —» Step-by-step technical implementation instructions (e.g.,
Runbooks)

» Information Security Policy: Establishes mandatory parameters for corporate data classification
tiers, password entropy requirements, multi-factor authentication (MFA) scope, and acceptable
compute asset consumption guidelines.

* Change Management Policy: Governs architectural stability by preventing unauthorized
modifications to production systems. It requires technical testing in distinct staging environments,
peer reviews, documented rollback paths, and formal stakeholder sign-offs.

» Access Control Policy: Outlines administrative boundaries based strictly on the Principle of
Least Privilege (allocating the absolute minimum permissions a user requires to execute their
role) and the strict structural framework of Need-to-Know access boundaries.

* Business Continuity and Disaster Recovery (BCP/DR) Policy: Mandates the organizational
framework required to withstand, navigate, and quickly recover from severe technical or
environmental operational disruptions (e.g., ransomware incidents, primary grid failures, or
extreme natural disasters).

I 3. Audit Planning and Assessment

Audit planning is the foundational phase of the audit engagement lifecycle. Deficiencies within the
planning phase cascade down into misallocated testing, missed vulnerabilities, project scope creep,
and degraded operational assurance.
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A. The Risk-Based Audit Planning Process Flow

FIGURE 3.1: SEQUENTIAL STAGES OF RISK-BASED AUDIT PLANNING

[Phase 1: Understand Environment] —» Analyze business goals, architecture & legal
mandates.

v
[Phase 2: Define Audit Universe] —» Inventory all auditable apps, infrastructure &
sites.

v

[Phase 3: Risk Assessment Matrix] —» Programmatically calculate Inherent & Control
Risks.
|

v
[Phase 4: Formulate Audit Program]—» Define explicit technical tests, sample sizes &
schedules.

1. Understand the Environment: The auditor deep-dives into the organization’s industry vertical,
regulatory demands (e.g., GDPR, HIPAA, or local financial guidelines), and dependencies on critical
technologies like containerized multi-tenant cloud systems.

2. Define the Audit Universe and Scope: The Audit Universe represents a comprehensive inventory
of every single auditable entity across the firm (networks, applications, facilities, data pipelines).
The Scope explicitly delineates the specific operational and boundary lines of the active
engagement.

3. Perform Risk Assessment: Programmatically assessing the distinct statistical probability and
negative operational impact of systemic or structural control failures across the identified systems.

4. Formulate the Audit Program: Designing a granular execution playbook detailing explicit
technical testing actions, tooling requirements, standard sampling metrics, and timeline
accountability.

B. Risk Assessment Methodologies and the Audit Risk Model

To mathematically structure and quantitatively evaluate risk, auditors utilize the standardized Audit
Risk Model formula:

Audit Risk (AR) = Inherent Risk (IR) x Control Risk (CR) % Detection Risk (DR)

* Inherent Risk (IR): The raw, baseline susceptibility of an operational asset or technological
process to an error, exploit, or data breach, assuming completely that no internal technical
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controls exist. For instance, an internet-exposed transactional payment API intrinsically maintains
an exceptionally high Inherent Risk level.

* Control Risk (CR): The mathematical probability that the internal controls, systems, and protocols
engineered by management will fail to prevent, detect, or correct a material exploit or system
error in a timely manner. If a critical network zone completely lacks segmented firewalls, its
Control Risk is maximum.

* Detection Risk (DR): The statistical probability that the auditor’s own programmatic validation
scripts, sampling methods, and technical substantive procedures will fail to identify a hidden
vulnerability or control failure. Detection Risk is the only variable in the model that is managed
and controlled completely by the auditor.

The Inverse Relationship and Substantive Testing Calibration

Because the overarching objective is to keep final Audit Risk (AR) uniformly low, the auditor balances
the equation dynamically. If the auditee’s infrastructure displays an elevated Risk of Material
Misstatement (the combined product of IR x CR), the auditor must aggressively lower the allowed

Detection Risk (DR). This requires executing far deeper substantive tests, expanding analytical sample

sizes, and validating code bases directly.

Inherent Control Allowed Detection . . . .
. ) . Required Substantive Audit Testing Strategy
Risk (IR) Risk (CR) Risk (DR)
High High Low (Strict Extensive, highly granular substantive technical
Boundaries) verification; significantly expanded sample sizes; live log

scraping and source code inspection.

High Low Medium Balanced verification testing; perform automated system
checks to confirm the operational sustainability of
existing controls.

Low Low High (Flexible Abbreviated compliance tracking; reliance on automated
Boundaries) control dashboards; minimized manual sample testing
sizes.

I 4. Information Gathering Techniques

Auditors must gather sufficient and appropriate evidence to form defensible conclusions. The
gathered artifacts must be quantitatively sufficient to withstand professional review and
qualitatively appropriate to prove control efficacy.
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1. Inquiry and Structured Interviews

This includes structured, recorded discussions with system owners, Chief Information Security
Officers (CISOs), senior network administrators, and database developers. While inquiry provides
crucial operational context and flags undocumented dependencies, it is fundamentally subjective.
Consequently, inquiry can never stand alone as conclusive evidence and must always be cross-
verified using technical artifacts.

2. Observational Auditing

The auditor directly monitors real-time activities, such as physically entering a secure data center to
verify identity check routines, or observing an administrator execute emergency provisioning tasks.
However, auditors must account for the Hawthorne Effect: technical personnel tend to adhere
perfectly to protocol while being actively observed. Thus, observation only proves control compliance
at that single point in time.

3. Document Review and Configuration Inspection

This involves collecting and parsing immutable system artifacts, such as live router configuration
files, historical patch logs, organizational separation matrix charts, Active Directory access lists, and
cryptographic key rotation logs. For example, an auditor may extract a random sample of 30 distinct
change requests from the past year to verify that each file includes an independent, cryptographic
approval token from the staging reviewer.

4. Computer-Assisted Audit Techniques (CAATSs)

CAATs involve using programmatic tools, including specialized forensic software (e.g., ACL, IDEA) and
customized Python, SQL, or PowerShell scripts, to perform full automation tracking against massive
production datasets. Instead of manually inspecting a tiny sample (e.g., reviewing 100 entries out of
1,000,000 transaction logs), a CAATs script parses 100% of the data population instantly, flagging
anomalies, unauthorized permission escalation, or missing password resets across millions of rows
with absolute mathematical certainty.

I 5. Vulnerabilities

A vulnerability represents any structural flaw, misconfiguration, architectural weakness, or human
lapse within an Information Technology ecosystem that can be exploited by an adversarial threat
source to compromise confidentiality, break system integrity, or disrupt availability.

A. Classification Framework of System Vulnerabilities

» Technological & Architectural Vulnerabilities: These include software flaws such as memory-
unsafe unpatched code (e.g., buffer overflows, use-after-free conditions), outdated system
firmware, and insecure cryptographic implementations (e.g., utilizing broken hashing algorithms
like MD5 or SHA-1 instead of modern SHA-256/SHA-3 variants).
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* Configuration-Based Vulnerabilities: Flaws introduced during system deployment, including
leaving factory-default administrative credentials intact on production equipment (e.g., root/
admin), omitting security groups on cloud storage containers, or leaving non-essential network
ports (such as Telnet port 23 or FTP port 21) wide open to the public internet.

* Human & Procedural Vulnerabilities: Operational soft spots caused by inadequate training,
leaving employees susceptible to sophisticated spear-phishing or social engineering campaigns.
This also includes structural flaws like poor Separation of Duties (SoD), allowing developers to
hold production administrative rights and push unreviewed code directly into production.

B. The Vulnerability Lifecycle and Management Governance

Auditors evaluate whether an organization has implemented an automated, repeatable lifecycle
program to continuously identify, manage, and mitigate system vulnerabilities over time.

FIGURE 5.1: THE CONTINUOUS VULNERABILITY MANAGEMENT LIFECYCLE

I [ I [
1. DISCOVERY | —» | 2. ANALYSIS | —» | 3. PRIORITIZATION
| |
| |

Scheduled scan | CVSS Scoring | Contextual impact
L L

A |
| v

I
5. VERIFICATION | <

Automated rescan|
|

4. REMEDIATION
Patching/Mitigation

Vulnerability prioritization relies heavily on the Common Vulnerability Scoring System (CVSS), an
open framework that evaluates vulnerability severity on a quantitative scale from 0.0 (no operational
risk) to 10.0 (critical exploitable vulnerability). The auditor checks if critical patches (CVSS > 9.0) are

deployed within mandatory timelines, such as a strict 48-hour operational window.

I 6. System Security Testing

Security testing provides active, empirical verification of control sustainability, simulating adversarial
attack paths to ensure security layers function under stress.

Unit-11l: Risk-Based IS Audit — Lecture Notes Page 7 of 11



A. Vulnerability Assessment (VA) vs. Penetration Testing (PT)

While often grouped together as VAPT, these two approaches serve distinctly different purposes in an
audit environment:

» Vulnerability Assessment (VA): A non-invasive, automated scan that enumerates known
vulnerabilities across an asset inventory. It acts as a comprehensive security diagnostic checklist
but does not actively exploit or validate the identified vulnerabilities.

* Penetration Testing (PT): A highly targeted, active simulation where human security engineers
mimic real-world adversaries to safely exploit identified system vulnerabilities. This process
verifies whether a vulnerability can bypass defensive perimeters, escalate privileges, or access
restricted databases.

B. Penetration Testing Methodologies

* Black Box Testing: The security analyst receives zero prior technical details regarding the
targeted system's code, structure, or infrastructure. This accurately replicates an unauthenticated
external threat actor attempting to breach the perimeter from the public internet.

» White Box Testing: The tester receives complete access to system documentation, detailed
network architecture schematics, server configuration listings, and full application source code.
This simulates a malicious internal administrator or provides an exhaustive review of hidden
flaws within the codebase.

* Grey Box Testing: A hybrid simulation where the analyst receives limited system access, such as
standard low-privilege user credentials. This methodology tests whether an average user or
compromised employee can execute lateral movement or privilege escalation attacks to gain full
administrative control.

C. Security Log Review and SIEM Infrastructure Auditing

Auditors inspect system log architectures to ensure that user actions are completely trackable and
cryptographically non-repudiable. Organizations utilize SIEM (Security Information and Event
Management) platforms, such as Splunk, QRadar, or Elastic, to collect, aggregate, and analyze log
events from firewalls, servers, routers, and endpoints into a unified investigative dashboard.

Critical Auditor SIEM Checkpoints:

* Are logs securely written to a dedicated, write-once, read-many (WORM) storage system to
prevent a compromised administrator from deleting their own tracks?

* Are system times synchronized across all endpoints via an authenticated Network Time
Protocol (NTP) to ensure timeline integrity during incident forensics?

* Do log schemas explicitly capture failed and successful authentication events, privilege
changes, and direct database modifications?
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I 7. Conducting Audits for Banks

Auditing IT environments within financial institutions is exceptionally rigorous. Banks operate
critical national infrastructure and are subject to high levels of systemic economic risk and strict
regulatory oversight.

A. Primary Global Regulatory Mandates for Banking IT

» Basel III / Basel IV Accords: Global banking standards that mandate capital adequacy and
operational risk frameworks. System downtime and financial cyber fraud losses directly impact
the bank's operational risk capital calculations.

* PCI-DSS (Payment Card Industry Data Security Standard):** A highly prescriptive technical
security standard mandatory for entities processing, storing, or transmitting credit or debit
cardholder data. It mandates end-to-end payload encryption, isolated network zones, and
quarterly external penetration tests.

* Central Bank Directives: Local central banks (such as the Federal Reserve, European Central
Bank, or Reserve Bank of India) issue strict mandates regarding data localization, real-time cyber
incident reporting windows, and mandatory fraud prevention baselines.

B. Core Audit Focus Domains in Financial Systems

1. Core Banking Systems (CBS) Integrity

The Core Banking System serves as the central ledger engine that updates account balances, processes
interest transactions, and posts journal ledgers across all channels. Auditors must verify that the
underlying relational databases comply strictly with ACID Properties:

» Atomicity: Complex transactions (e.g., transferring $1,000 from Account X to Account Y) must
either execute fully or roll back completely. A transaction cannot fail halfway, as this would result
in corrupted balances.

* Consistency: Financial mutations must transform database records from one valid state to
another, strictly adhering to all predefined schemas and programmatic constraints.

* Isolation: Multi-threaded concurrent transactions must execute without interfering with or
corrupting concurrent operational operations.

* Durability: Once a financial transaction is committed, its record must survive any subsequent
system crash or power failure.

Additionally, auditors must inspect End-of-Day (EOD) and Beginning-of-Day (BOD) batch processing
operations to ensure ledger balances match exactly before the next trading cycle begins.

2. Electronic Funds Transfer (EFT) & High-Value Payment Gateways

Banks move massive transaction volumes across global networks including SWIFT, ACH (Automated
Clearing House), and RTGS (Real-Time Gross Settlement) platforms.
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Payment Network Controls:

Auditors must confirm that payment messages are fully encrypted using specialized HSMs
(Hardware Security Modules). They must also verify that cryptographic digital signatures are
applied to transaction payloads to prevent middleperson manipulation of transaction values.

3. Strict Access Control & The Maker-Checker Principle

To mitigate internal fraud, banks enforce a strict Separation of Duties (SoD) model known as the
Maker-Checker Principle (or Dual Control). No single bank employee can execute a transaction from
initiation to completion alone. A Maker initiates the financial record, and a completely independent
employee—the Checker—must review and approve it before execution.

The IS auditor runs automated permission mapping scripts across application databases to verify that
no user account holds both Maker and Checker privileges on the same transaction platform.

4. Business Continuity Planning (BCP) & High Availability Metrics

Extended system downtime in banking operations can disrupt commerce and degrade trust in the
financial system. Auditors measure resilient architectures against two primary metrics:

* Recovery Time Objective (RTO): The maximum acceptable duration that a banking service can
remain offline following a disaster before causing critical business harm.

* Recovery Point Objective (RPO): The maximum acceptable data loss window measured in time.
For banks, the RPO is typically near-zero, requiring immediate, synchronous transaction
replication to a secondary geographic data center.

FIGURE 7.1: VISUALIZING RPO AND RTO TARGETS DURING AN OUTAGE

<4«— [RPO] —» | «—— [RTO] >

i i i
Last Valid Synchronous Data Loss DISASTER Systems Restored
Database Backup Point Window EVENT OCCURS & Live in DR Site

Auditors evaluate the official execution logs of real-world disaster recovery simulation drills. They
verify whether the bank's IT staff can successfully switch production traffic over to their secondary
backup data center within the stated RTO and RPO metrics without losing transaction records or
corrupting account balances.
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I 8. Summary Evaluation Matrix for the IS Auditor

Before completing an audit engagement, the lead IS auditor must ensure that their working papers
conclusively resolve the following regulatory and technical evaluation checkpoints:

Audit Checkpoint

Target Evaluation Objectives Required Evidence Artifacts

Category

1. Governance Confirm internal IT security policies Authorized Policy Charters, ISO 27001

Framework map back to global standards. Alignment Matrices, COBIT Core Target

Maps.

2. Risk Alignment = Ensure high Inherent Risk systems are Approved Risk Assessment Matrix,
prioritized to manage Detection Risk. Calculated Audit Risk Model Sheets.

3. Artifact Validate that collected evidence is CAATs Script Outputs, Document Change

Evidence sufficient, appropriate, and tamper- Control Approvals, Signed Interview Logs.
resistant.

4. Security Verify security posture via automated Vulnerability Scans, CVSS Patch

Testing assessments and manual penetration Remediation Reports, Penetration Test
tests. Action Logs.

5. Banking Confirm ACID compliance, Maker- Database ACID Test Logs, Maker-Checker

Compliance Checker enforcement, and BCP Privilege Configs, DR Drill RTO/RPO
resiliency. Metrics.
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